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Abstract
Graph outlier detection identifies substructures in graphs that sig-
nificantly deviate from normal patterns. Traditional graph out-
lier detection methods are mostly limited to static graphs, which
overlook the dynamic nature of real-world graphs and ignore tem-
poral signals providing critical information for detecting outliers.
Recently, Transformers revolutionized machine learning on time-
series data. However, existing Transformers on temporal graphs
face limitations due to their reliance on temporal subgraph ex-
traction, restricted receptive fields, and suboptimal generalization
capability beyond link prediction. To address these challenges, we
propose TGFormer, a novel Temporal Graph Transformer for out-
lier detection. TGFormer leverages global attention to model both
structural and temporal dependencies within temporal graphs. To
improve the scalability, TGFormer partitions large temporal graphs
into spatiotemporal patches. These patches are processed by a hi-
erarchical Transformer architecture, which includes intra-patch,
inter-patch, and temporal Transformers. We conduct experiments
on two public datasets compared with a set of baselines, including
graph neural networks, graph outlier detectors, and Transformers
based methods. Experimental results demonstrate the superiority
of TGFormer. Our analysis and experiments on efficiency metrics
prove efficiency of TGFormer.

CCS Concepts
•Mathematics of computing→ Time series analysis; Graph algo-
rithms; • Security and privacy→ Software and application security.
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1 Introduction
Outlier detection, as a prominent task in artificial intelligence, aims
to identify outlying data points that deviate significantly from the
normal patterns. Outlier detection has become a critical task in iden-
tifying cyberattacks [24], fraudulent activities [6], fake news [3],
etc. Graph-structured data, which is a geometric data structure in
the form of nodes connected by edges, has been widely used to
model complex relationships across numerous domains, including
citations [25], molecules [20], and so on. Graph outlier detection,
as a prominent task in graph machine learning, aims to identify
outlying substructures in graphs that deviate significantly from
the normal patterns. Because of complex non-Euclidean nature of
graph data, graph outlier detection is inherently challenging [11].
Traditional methods for graph outlier detection have mainly fo-
cused on static graphs, where the structure and attributes do not
change over time [10]. However, in real-world applications, graphs
typically evolve over time, and temporal signals provide abundant
information for detecting outliers. In these cases, traditional meth-
ods for static graphs fall short when applied to temporal graphs, as
the important temporal aspect for outlier detection is fully ignored.

Recently, Transformers have revolutionized machine learning
on language [16] and vision [2] with their powerful ability to model
complex dependencies in data through self-attention mechanisms.
Unlike traditional recurrent neural network architectures that rely
heavily on sequential processing, Transformers utilize attention
mechanisms to weigh the importance of different parts of the input
data, allowing them to capture long-range dependencies effectively
and efficiently. This self-attention mechanism in Transformers of-
fers a promising direction by integrating temporal dynamics into
the graph representation learning process.

Some efforts have been made to applying Transformers on tem-
poral graphs. DyGFormer extracts one-hop interactions and feeds
their neighbor, link, time, and co-occurrence encoding into Trans-
former to capture temporal edges between nodes [26]. Similarly,
SimpleDyG also models neighbors in temporal graphs as a sequence
and introduces a temporal alignment technique to capture temporal
evolution patterns [22]. Despite their potential, existing methods
Transformers on temporal graph have several limitations. Firstly,
they require temporal subgraph extraction for each edge. This sub-
graph extraction process can be slow and hard to process in parallel,
limiting the scalability of Transformers. In addition, due to effi-
ciency constraint, current methods only extract one-hop neighbor-
ing subgraph. It greatly limits the receptive field for Transformers,
overlooking higher order structural information. Also, these Trans-
formers are trained on link prediction task, they have suboptimal
generalization capability to outlier detection at node level.

To bridge these gaps, we explore to adopt global spatiotempo-
ral attention on the whole temporal graph for node level outlier
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detection, and propose TGFormer, a novel paradigm to apply Trans-
formers on temporal graphs. It allows TGFormer models not only
the structural dependencies within the graph but also the temporal
dependencies. Inspired by visual patching method used in vision
model [1], we divide the large temporal graph into spatiotempo-
ral patches to alleviate the challenge of scalability. For the spatial
aspect, we use a graph clustering algorithm to partition the large
graph into relatively small clusters. For the temporal aspect, we
aggregate the interaction within the clusters into a snapshot with
a specific time length. These obtained patches are fed into a hi-
erarchical Transformer, including an intra-patch Transformer, an
inter-patch Transformer, and a temporal Transformer. Our contri-
butions can be summarized as follows:

• We propose TGFormer and make the first attempt to lever-
age global spatiotemporal attention in outlier detection on
temporal graphs.

• We introduce a spatiotemporal patching inspired by visual
models, significantly improving the scalability of TGFormer
and enabling outlier detection on large-scale temporal graphs.

• Extensive experiments demonstrate the effectiveness and
efficiency of proposed TGFormer.

2 Methodology
Figure 1 provides an overview of the proposed TGFormer.We aim to
conduct global attention among the whole temporal graph on both
spatial and temporal aspects. However, scalability of all pairs atten-
tion remains a great challenge. We start from problem definition
in Section 2.1, and introduce our spatiotemporal patching method
to divide large-scale temporal graphs into relatively managable
patches in Section 2.2. Then, we define the efficient architecture of
proposed TGFormer in Section 2.3, following by detailed design of
intra-patch Transformers that further reduce computational com-
plexity in Section 2.4. We summarize the training procedure of
TGFormer in Section 2.5.

2.1 Problem Definition
Consider a genaral discrete temporal graph G consisting of a se-
quence of graph snapshots {G𝑡 }𝑇

𝑡=1. In a snapshotG
𝑡 = (V𝑡 , E𝑡 ,X𝑡 )

at timestamp 𝑡 , V𝑡 represents the node set, E𝑡 represents the edge
set, and X𝑡 is the feature matrix.V =

⋃𝑇
𝑡=1 V𝑡 is the total node set

of size 𝑁 , while E =
⋃𝑇

𝑡=1 E𝑡 is the total edge set. Given a partially
labeled temporal graph G, the problem of supervised graph out-
lier detection is a binary classification task that learns a detector
𝑓 : V → {0, 1}𝑁 that classifies every node in G to either an inlier
(0) or an outlier (1).

2.2 Spatiotemporal Patching
Our approach is inspired by the video generation model Sora [1],
drawing parallels between video data and temporal graph data.
A temporal graph is a sequence of graph snapshots with nodes,
akin to how a video is a sequence of image frames with pixels.
For instance, a 1-minute 1080p video at 24Hz consists of approxi-
mately 3 billion pixels. Directly treating these pixels as tokens and
feeding them into Transformers, which have quadratic complexity,
would result in prohibitive computational cost. In computer vision,

this complexity is managed by dividing the video data into visual
patches, segmented over time and space. In this work, we adopt
a similar strategy to divide large temporal graphs G into small
spatiotemporal patches {𝑝𝑠𝑐 }, employing time slotting and graph
clustering. Figure 1a shows an example of spatiotemporal patching,
where a column represents a graph cluster and a row corresponds
to a timeslot.

For the temporal aspect, we aggregate the edges in graph snap-
shots over specific time lengths Δ𝑡 , merging the node set V𝑠 =⋃𝑡𝑖+Δ𝑡

𝑡=𝑡𝑖
V𝑡 and the edge set E𝑠 =

⋃𝑡𝑖+Δ𝑡
𝑡=𝑡𝑖

E𝑡 . Here, Δ𝑡 is a hyper-
parameter that is minimized within the constraints of available
memory. A smaller Δ𝑡 allows for more fine-grained temporal pro-
cessing and reduces information loss.

For the spatial aspect, we use METIS [7] to partition the ag-
gregated large graph into relativelly small clusters {V𝑐 }, where
V =

⋃𝐶
𝑐=1 V𝑐 . METIS is an off-the-shelf graph clustering algorithm

that is highly scalable and efficient, and does not incur significant
overhead as a preprocessing step.

2.3 Transformer Architecture
The architecture of TGFormer is shown in Figure 1b. Our proposed
temporal graph Transformer, TGFormer, takes these spatiotemporal
patches as input, while the output is derived from a prediction head
tailored to specific tasks, i.e., node level outlier detection in our
case. It can be as simple as logistic regression. TGFormer separates
spatial Transformers and temporal Transformers (TFormer) to re-
duce attention complexity. The spatial Transformer is divided into
intra-patch Transformers (GFormer) and inter-patch Transformers
(PFormer) to further reduce complexity.

Within each patch, an intra-patch Transformer conducts all pair
attention within the patch to obtain the embeddings for each node.

Z𝑠𝑐 = GFormer(X𝑠
𝑐 ), (1)

where X𝑠
𝑐 ∈ R |V𝑐 |×𝑑 is the patch node feature, Z𝑠𝑐 ∈ R |V𝑐 |×𝑑 ′

is
the intra-patch embedding, and 𝑑 and 𝑑′ are feature dimension and
the hidden dimension, respectively.

To extend the receptive field beyond individual patches, we em-
ploy an inter-patch Transformer. The intra-patch embedding un-
dergo pooling to produce embedding of patch:

p𝑠𝑐 = pooling(Z𝑠𝑐 ), (2)

where p𝑠𝑐 ∈ R𝑑
′
is the embedding of patch 𝑐 and mean pool-

ing is used in our implementation. The patch embeddings P =

[p1, ..., p𝐶 ]⊺ are then processed by the inter-patch Transformer to
estimate P̄ = [p̄1, ..., p̄𝐶 ]⊺ :

P̄ = PFormer(P) . (3)

When node 𝑖 in cluster 𝑐 , the intra-patch embeddings z𝑠
𝑖
is con-

catenated with the corresponding obtained patch embedding p̄𝑐
to form the final spatial Transformer output z̄𝑠

𝑖
= concat(z𝑠

𝑖
, p̄𝑐 . To

manage memory consumption efficiently, we enable mini-batch
training, updating the embedding of one patch p𝑖 at a time while
keeping others frozen.
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Figure 1: An overview of the proposed TGFormer.

2.4 Intra-Patch Transformer
Our intra-patch Transformer is specially designed to encode the
graph structure. A vanilla Transformer would ignore the graph
structure, so we integrate a Graph Neural Network (GNN) as a resid-
ual connection within the intra-patch Transformer. The output is a
summation of the GNN and Transformer outputs. Additionally, we
employ a kernel method [21] to approximate the all-pair attention,
reducing complexity from quadratic to linear, allowing for larger
patch sizes. The output of GFormer is formulate as:

GFormer(X𝑠
𝑐 ) = 𝛼 · GNN(X𝑠

𝑐 ) + (1 − 𝛼) · AppxAttn(X𝑠
𝑐 ), (4)

where 𝛼 is a hyperparameter weight. We adopt Graph Convolu-
tional Networks (GCNs) [8] as the GNN implementation.

2.5 Training
The temporal Transformer operates as a vanilla Transformer, com-
puting attention over spatial embeddings across timeslots.

Z̄𝑖 = TFormer(Z𝑖 ), (5)

where Z𝑖 = [z1
𝑖
, ..., z𝑆

𝑖
]⊺ is the spatial embedding matrix of node 𝑣𝑖 .

The result Z̄𝑖 is pooled into a final embedding across the temporal
dimension, either by mean or concatenation.

e𝑖 = pooling(Z̄𝑖 ). (6)

The prediction head is adaptable to different tasks, e.g., binary
classification in our case:

𝑦𝑖 = LogisticRegression(e𝑖 ) . (7)

The output 𝑦𝑖 is used to estimate loss values with the binary cross-
entropy loss function for end-to-end training:

L =
1
𝑁

𝑁∑︁
𝑖

𝑦𝑖 log𝑦𝑖 + (1 − 𝑦𝑖 ) log(1 − 𝑦𝑖 ) . (8)

This methodology ensures that TGFormer effectively captures
both spatial and temporal dependencies in temporal graphs, im-
proving scalability and generalization for graph outlier detection.

3 Experiments
To evaluate TGFormer and compare with contemporary methods,
we conduct experiments in a unified environment, which is partially
adapted from GADBench [14] and DyGLib [26].

3.1 Experimental Setups
3.1.1 Datasets. Table 2 provides the statistics of the data sets used
in our experiments. In the table, #Nodes stands for the number of
nodes, and #Edges stands for the number of edges. #Feat. denotes
the raw feature dimension. #Outlier denotes the outlier ratio. #Time
is the number of timestamps, i.e., the number of graph snapshots.
The detailed descriptions for each dataset are as follows:

DGraph [6]: DGraph is a large-scale graph dataset provided by
Finvolution Group, encompassing approximately 3 million nodes,
4 million dynamic edges, and 1 million node labels. The nodes
represent user accounts within a financial organization that offers
personal loan services, with edges indicating that one account has
designated the other as an emergency contact. Nodes labeled as
fraud correspond to users exhibiting delinquent financial behavior.
For accounts with borrowing records, outliers are identified as
accounts with a history of overdue payments, while inliers are
those without such a history. The dataset also includes 17 node
features derived from user profile information.
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Table 1: AUC, AP, and Recall@k (%) in graph outlier detection. Best score in bold.

Elliptic DGraph
Category Method AUC AP Rec@k AUC AP Rec@k

GNN

SGC [19] 75.4±1.2 12.8±0.7 11.0±1.7 66.1±0.3 2.4±0.1 4.2±0.2
GCN [8] 81.4±1.8 21.9±2.9 25.0±6.0 75.9±0.2 4.0±0.1 7.1±0.2

GraphSAGE [5] 85.3±0.7 32.9±6.0 37.3±4.6 75.6±0.2 3.8±0.1 7.0±0.4
GAT [17] 84.9±1.9 25.2±5.6 27.9±11.3 75.9±0.2 3.9±0.1 7.4±0.2
GIN [23] 82.7±2.0 23.5±4.9 27.3±8.3 74.0±0.2 3.3±0.1 5.9±0.2

Detector

GAS [9] 85.6±1.6 27.9±6.6 34.6±9.6 76.0±0.2 3.8±0.1 6.8±0.2
PCGNN [12] 85.8±1.8 35.6±10.2 40.4±12.0 72.0±0.3 2.8±0.0 5.0±0.2
GATSep [27] 86.0±1.4 26.4±4.5 31.3±8.8 76.0±0.2 3.9±0.1 7.5±0.3
BWGNN [15] 85.2±1.1 26.0±3.5 31.7±6.2 76.3±0.1 4.0±0.1 7.5±0.3
GHRN [4] 85.4±1.9 27.7±6.6 33.3±10.3 76.1±0.1 4.0±0.1 7.5±0.2

Transformer Graph Transformer [13] 85.1±1.5 25.1±4.5 26.3±11.1 75.8±0.1 3.9±0.1 7.5±0.2
DyGFormer [26] 85.4±1.8 30.2±5.3 33.7±9.4 77.5±0.2 3.9±0.1 7.5±0.2

Ours

w/o time 87.4±0.9 57.3±3.9 57.3±3.2 76.4±0.3 3.6±0.1 5.8±0.4
w/o inter-patch 88.7±1.0 60.8±5.0 60.8±1.7 78.0±0.4 4.1±0.1 6.5±0.4
w/o intra-patch 88.3±1.4 59.6±7.0 60.9±5.9 77.7±0.0 3.9±0.1 6.0±0.4

w/o GNN 87.8±0.8 49.3±5.2 52.2±3.8 72.5±0.2 2.8±0.1 4.4±0.3
TGFormer 89.2±0.5 64.4±5.9 60.7±2.6 78.3±0.3 4.1±0.1 6.5±0.4

Table 2: Statistics of data sets.

Dataset #Nodes #Edges #Feat. #Outliers #Time

Elliptic 203,769 234,355 165 9.8% 49
DGraph 3,700,550 4,300,999 17 1.3% 821

Elliptic [18]: This graph dataset contains over 200,000 Bitcoin
transaction nodes, 234,000 directed payment flow edges, and 165 di-
mensional node features. The dataset maps Bitcoin transactions to
real-world entities, categorizing them into both licit categories, in-
cluding exchanges, wallet providers, miners, and legal services, and
illicit categories, such as scams, malware, terrorist organizations,
ransomware, and Ponzi schemes.

3.1.2 Metrics. We follow the existing literature in graph outlier
detection [11, 14] to evaluate the performance of graph outlier
detectors with three commonly used metrics:

AUC: area under receiver operating characteristic curve, which
is constructed by plotting the true positive rate against the false
positive rate across varied determined threshold levels.

AP: average precision, which also called area under precision-
recall curve. It represented as the weighted average of precision
values obtained at each threshold.

Rec@k: recall at k, where the value of k is set to the number of
actual outliers present in the dataset.

3.2 Experiments Results
Tabel 1 shows the comparison results between different types of
baselines and TGFormer. The baselines we compared include gen-
eral graph neural networks (GNN), graph outlier detectors (Detec-
tor), Transformer-based methods (Transformer), and the variants

of TGFormer. From the figure, we can observe that, among all these
methods, our method reaches the best performance of 78.3 in AUC
on DGraph. In addition, the methods consider temporal informa-
tion is better than static methods. This observation proves that
temporal information matters in the task of graph outlier detection.
Moreover, our variants removing on of the components perform
worse than the complete model, showing that all of the module
inside our method contribute to our effectiveness.

3.3 Efficiency Analysis
On the top of effectiveness, efficiency is another important aspect
for the application of TGFormer. We estimate and empirically eval-
uate the efficiency of DyGFormer and TGFormer. To ensure fair
comparison, we evaluate the training on local Apple M3 Pro CPUs.
The results are presented in Table 3. #Param is the number of learn-
able parameters, Time is the training time for one epoch, and the
Memory represents the main memory consumption in CPU train-
ing. TGFormer shows a significantly higher efficiency in terms of
parameters, training time, and memory consumption.

Table 3: Efficiency results of temporal graph Transformers.

Dataset Model #Param Time (s) Memory

Elliptic DyGFormer 1,087,035 132 2,568M
TGFormer 31,329 40 769M

DGraph DyGFormer 1,087,035 3,037 49G
TGFormer 6,865 759 16G
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4 Conclusion
By rethinking the application of temporal graph Transformers for
outlier detection, this study makes the first attempt to leverage
global spatiotemporal attention in outlier detection on temporal
graphs and propose TGFormer. Our method significantly improves
scalability through spatiotemporal patching, thus enabling outlier
detection on large-scale temporal graphs. We aims to push the
boundaries of current methodologies and establish a foundation
for future advancements in the broader field of temporal graph
modeling. We anticipate that our findings will inspire the develop-
ment of more sophisticated models capable of adeptly handling the
temporal and structural complexities inherent in graph data.
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