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Abstract

Traditional Infrastructure as Code misconfiguration remediation
requires manual analysis, a labor-intensive approach that cannot
meet the scale and speed demands of modern cloud deployments.
We present IacFix, an agentic tool that combines LLM-based agents
with formal methods to enable automated IaC security remediation
from security findings to validated patches. IacFix introduces end-
to-end remediation capabilities across CDK and CloudFormation
packages, leveraging historical fix patterns and iterative refinement
to produce validated patches for complex misconfigurations. For
example, IacFix achieves 80.9% end-to-end success rate with 97.7%
fault localization precision and 7.12 minutes average processing
time, demonstrating comparable effectiveness to manual fixes while
delivering automated solutions significantly faster. Notably, Iac-
Fix outperforms LLM-only baselines by 45 percentage points in
real-world scenarios such as dangling hostclass remediation. The
system exhibits one-sided error: it either produces a validated patch
or safely declines to patch, ensuring that no incorrect patch is sur-
faced to developers. Our approach shows promising potential for
addressing diverse misconfiguration types at scale.

CCS Concepts

• Security and privacy → Software security engineering; •
Software and its engineering→ Software verification and valida-
tion.
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1 Introduction

Infrastructure as Code (IaC) has revolutionized cloud infrastructure
management by enabling programmable provisioning and config-
uration through code rather than manual processes, significantly
improving deployment reliability and reducing recovery time by
up to 90% [5, 13, 31, 33]. Yet this automation comes at a cost. When
security misconfigurations occur in IaC templates, they propagate
automatically across entire cloud infrastructures, turning isolated
errors into widespread issues [6, 8, 11]. The scale of this problem is
significant: 90% of organizations have experienced cloud miscon-
figurations in recent years, with these incidents now representing
30% of all cloud security issues. These issues typically take 186 days
to identify and another 65 days to contain, with misconfiguration-
related incidents taking 20% longer to detect and contain than other
security issues [34].

Current remediation relies on manual analysis by developers
who must understand complex cloud architectures and craft precise
fixes without breaking functionality or introduce new issues. This
labor-intensive approach cannot scale with modern cloud deploy-
ment speeds, creating an urgent need for automated remediation
solutions.

Recent advancements in Large Language Models (LLMs) have
shown remarkable capabilities in automated program repair
(APR) [1, 19, 22, 25, 36, 39]. However, existing approaches face
critical limitations when applied to IaC security remediation. Un-
like traditional program repair where failing tests or stack traces
pinpoint the defect location, IaC remediation must bridge a fun-
damental abstraction gap between deployed resource states and
source-level definitions. These limitations manifest in three key
challenges: (1) Cross-abstraction traceability: resource-level vio-
lation reports (e.g., account ID and non-compliant items) must be
traced back to the responsible source-code locations through mul-
tiple layers of abstraction (deployment pipelines, synthesis steps,
dynamic code generation), (2) High-quality patch synthesis that
translates abstract security guidance into concrete fixes for hetero-
geneous IaC codebases spanning multiple languages and frame-
works, and (3) Rigorous validation that ensures patches eliminate
misconfigurations without introducing new security issues and
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operation side effects, where LLM-based validation alone is insuf-
ficient due to its inherent non-deterministic nature that provides
no formal guarantees, and a single incorrect validation could leave
more misconfigurations unaddressed or introduce new security
risks.

To address these challenges, we propose IacFix, an agentic sys-
tem for automated IaC misconfiguration repair that combines LLM-
based agents with SMT-based validation to achieve reliable, safe
remediation. The key insights of IacFix are: (1) We bridge the gap
between security alerts and code fixes by systematically mapping
account-level violations back to the specific code locations that
caused them through multi-stage analysis of deployment pipelines.
(2) We improve patch quality by extracting historical fix patterns
from resolved findings, enabling LLMs to learn from real developer
strategies rather than relying solely on abstract security guidance.
(3) We ensure reliability through hybrid validation combining de-
terministic verification with semantic analysis. The SMT-based
validation component provides soundness guarantees for the secu-
rity resolution check (under a faithful encoding of CloudFormation
intrinsics), and the overall system exhibits one-sided error: it either
produces a validated patch or safely declines, ensuring no incorrect
patch is surfaced. (4) We enable iterative refinement using valida-
tion feedback to progressively improve patch quality and handle
complex cases requiring multiple iterations.

Our evaluation demonstrates IacFix’s effectiveness across 64
IaC packages1 , achieving 80.9% end-to-end success rate on 47 pack-
ages with confirmed violations and high precision (97.7%) in fault
localization. Importantly, our formal verification-based guardrail
caught 55% of incorrect patches that LLM-based validation would
have missed, preventing potential service failures. IacFix exhibits
one-sided error: among 17 packages without actual violations, the
system correctly identified 16 as having no issues; the single local-
ization false positive was caught by downstream validation (the
generated patch did not remove any dangling resources and was
therefore rejected), resulting in zero incorrect patches surfaced end-
to-end across all 64 packages. Ablation studies show that historical
patterns and iterative refinement work synergistically, achieving
45 percentage points improvement over LLM-only baselines while
processing packages in 7.12 minutes average.
Contributions.We summarize our contributions as follows:

• Agentic IaC Repair Tool:We present the first end-to-end
automated tool for IaC misconfiguration repair and instan-
tiate it for dangling-hostclass violations that employs spe-
cialized LLM agents for fault localization, patch generation,
and semantic validation, combined with formal verification
methods to enable fully automated processing from security
alerts to validated fixes.

• Historical Specification-Guided Patch Localization and

Generation: We develop a systematic approach to automat-
ically extract and leverage historical developer fix patterns,
enabling LLMs to generate contextually appropriate patches
that mirror real-world repair strategies rather than relying
solely on abstract security guidance.

133 CDK packages (pre-filtered to confirm violations) + 31 CFN packages (all evaluated
since violations cannot be determined statically; 14 were found to contain actual
violations). Packages were randomly sampled from our production monitoring system.

• Multi-Layer ValidationwithOne-Sided Error:Wedesign
a multi-layered validation method that combines SMT-based
security verification with LLM-based semantic analysis. The
validation component provides soundness guarantees for
security resolution under a faithful encoding of CloudFor-
mation intrinsics, and the overall system ensures one-sided
error: incorrect patches are rejected rather than surfaced.

2 Motivating Example

In modern cloud environments, infrastructure is defined using two
complementary IaC frameworks. AWS CloudFormation uses declara-
tive JSON/YAML templates that directly specify resource configura-
tions. AWS CDK (Cloud Development Kit) allows developers to de-
fine infrastructure in general-purpose programming languages (e.g.,
TypeScript, Java); CDK source code is then synthesized into Cloud-
Formation templates (stored in a cdk.out directory), which are
subsequently deployed to provision cloud resources. This synthesis
pipeline introduces multiple abstraction layers between source code
and deployed state.

A key security construct in this context is the IAM (Identity
and Access Management) trust policy, which governs which enti-
ties may assume a given role. Trust policies reference hostclasses,
service identity labels that represent groups of compute instances.
A dangling hostclass occurs when a trust policy references a host-
class that no longer exists in the target environment, creating an
exploitable gap: an adversary could register a new hostclass with
the dangling name and thereby gain unauthorized access to the
role’s permissions.

We now present a concrete example of this misconfiguration
and discuss the challenges of automating its repair.

1 export class ToyIamStack extends ToyStack {
2 ...
3 const testRoleArn = `arn:${this.partition}:iam::${props.test.

account}:role/IaCTestRole`;
4 ...
5 testRole.attachInlinePolicy(servicePermissions);
6 const testHostclass = new Array<string>();
7 if (Conditions.isProdStack(stage)) {
8 testHostclass.push(`TEST-ABC-XYZ-${airportCode.toUpperCase()}`);

9 testHostclass.push(`TEST-ABC-PROD-${airportCode.toUpperCase()}-
SECONDARY`);

10 } else {
11 testHostclass.push(`TEST-ABC-ALPHA-${airportCode.toUpperCase

()}`);
12 testHostclass.push(`TEST-ABC-BETA-${airportCode.toUpperCase

()}`);
13 testHostclass.push(`TEST-ABC-GAMMA-${airportCode.toUpperCase

()}`);
14 }
15 ...
16 }

Figure 1: Motivating Example of Dangling Hostclass

References in IAM Role Configuration

Motivating Example. As shown in Figure 1, this CDK code
defines an IAM deployment stack that creates test roles and
configures hostclass arrays (i.e., adding trust relationships that
allow the listed hostclasses to assume the role) for differ-
ent deployment environments. The code dynamically gener-
ates hostclass names based on the deployment stage (i.e., pro-
duction vs non-production) and airport codes. In production
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environments (line 7 to line 9), it creates hostclasses with
consistent naming patterns (TEST-ABC-XTZ-${airportCode}$ and
TEST-ABC-PROD-${airportCode}$). While in non-production envi-
ronment (line 11 to line 13), it generates another three different
hostclass variants.

However, when the code is deployed, not all generated host-
class names correspond to actually provisioned hostclasses in the
target environment. For example, the non-production branch gen-
erates hostclasses such as TEST-ABC-ALPHA-BAH, TEST-ABC-BETA-KIX,
TEST-ABC-BETA-IAD, TEST-ABC-BETA-BAH, and TEST-ABC-ALPHA-KIX,
which are included in the IAM role’s trust policy despite being
non-existent. Such dangling references pose a security risk: an
unauthorized user could create new hostclasses with these names
and gain unauthorized access to the role’s permissions. Therefore,
these dangling references must be removed to prevent inadvertent
access to sensitive resources.
Challenges.While the misconfiguration may appear straightfor-
ward, automatically fixing it poses several challenges. (C1) Cross-
Abstraction Traceability. The violation report provides only an
account ID and non-compliant items. Tracing these back to source
locations requires resolving indirect account-to-package mappings
and understanding dynamic code generation (loops, conditionals,
string interpolation) as in Figure 1. (C2) Patch Generation. IaC
codebases span multiple languages and frameworks, and official
remediation guidance offers only high-level principles rather than
actionable code fixes, making LLM-generated patches unreliable
without grounding in proven repair strategies. (C3) Patch Verifica-

tion.A correct patchmust precisely remove all dangling hostclasses
without over-removal (breaking functionality) or under-removal
(leaving violations). Source-level changes pass through intermedi-
ate synthesis steps (e.g., CDK to CloudFormation templates), com-
plicating correctness checking.
Our Method in a Nutshell. To address these challenges, we pro-
pose IacFix, an automated agentic system that generates verified
patches for IaC security misconfigurations (Figure 2). First, IacFix
derives fix specifications from historical developer repairs, provid-
ing concrete guidance for patch generation. Second, IacFix traces
scanner alerts back to specific code locations through deployment
pipeline graph traversal and agent-based fault localization. Third,
guided by the fix specifications and the localized root causes, IacFix
generates patches using an LLM agent. Finally, IacFix validates
patches through static analysis and SMT-based formal verification,
and iteratively refines failed patches using validation feedback.

3 Methodology

In this section, we present the methodology of IacFix. We first
provide a high-level overview of the system workflow, illustrating
how IacFix transforms account-level security alerts into verified
source-code patches. We then describe the root cause localization
process, which traces from scanner findings to specific code loca-
tions through deployment pipeline analysis and agent-based fault
localization. Next, we detail the patch generation approach, which
derives fix specifications from historical developer repairs to guide
misconfiguration repair. Finally, we present the multi-layered patch
validation framework, which combines static analysis and formal
verification to ensure precise misconfiguration resolution, along
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Figure 2: System Architecture of IacFix. The system takes

three inputs: IaC codebase, resource-misconfiguration find-

ing, and historical fix specifications. (1) Root cause localiza-

tion traces findings to specific code locations; (2) Patch gen-

eration produces targeted fixes guided by fix specifications;

(3) Multi-layered patch validation including build testing,

static/automated reasoning validators, and semantic check;

(4) Aggregated feedback refines failed patches iteratively.

with the iterative refinement mechanism that leverages validation
feedback to refine failed patches.

3.1 Overview

Figure 2 presents the overall workflow of IacFix. The system takes
three inputs: an IaC codebase, a resource-misconfiguration finding
(containing violated policy title, account ID, and non-compliant
items), and historical fix specifications derived from previously
resolved findings.

Given these inputs, IacFix operates through four stages. 1 Root
Cause Localization traces from the resource-misconfiguration find-
ing back to the specific code location responsible for the misconfigu-
ration. It first identifies candidate packages via deployment pipeline
graph traversal, then employs an AI agent to pinpoint the exact
root cause within the code. 2 Patch Generation takes the localized
root cause and historical fix specifications as input, and generates
targeted code modifications using an LLM agent. If root cause local-
ization fails, the process terminates, as generating patches without a
precise root cause lacks practical value. 3 Patch Validation verifies
the generated patch through multiple layers. It first performs build
testing to ensure the patched code compiles successfully. Then,
for CDK packages, a static validator compares pre- and post-patch
synthesized templates; for CloudFormation (CFN) packages, an au-
tomated reasoning validator uses SMT solvers [4] to formally verify
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that only the intended misconfigurations are eliminated. Finally,
both paths undergo a semantic check by an AI agent to ensure
no unintended functional changes are introduced. 4 If validation
fails, aggregated feedback from the validation components is used
to iteratively refine the patch with the counter-example, looping
back to the patch generation stage. This process continues until
the patch passes all validation checks or a maximum number of
refinement attempts is reached. Upon successful validation, IacFix
outputs the fixed IaC code.

3.2 Root Cause Localization

Root cause localization addresses the cross-abstraction traceability
problem: given a resource-level violation report (account ID, non-
compliant items), identify the source-code location responsible
for generating the non-compliant resources. IacFix decomposes
this into two phases: (1) package identification, which narrows the
search space to candidate packages, and (2) fault localization, which
pinpoints the exact source within a package.
Package Identification. As a platform-specific preprocessing step,
IacFix resolves the account ID to candidate code packages by query-
ing deployment pipeline metadata. In typical cloud environments,
deployment pipelines orchestrate the deployment of code pack-
ages through multiple stages, each targeting specific accounts. By
leveraging this account-to-pipeline-to-package relationship, IacFix
narrows the search space from all packages in the organization to
a tractable set of candidates (18 packages per finding on average).
Fault Localization. The core localization challenge is determining,
within a candidate package, which code is responsible for gener-
ating a given non-compliant resource. This is a form of dynamic
provenance problem [7]: the relationship between source defini-
tions and generated resources is mediated by synthesis steps (CDK
compilation, template expansion) and runtime parameters, making
static rule-based matching insufficient.

We address this with an AI agent that provides two key capabili-
ties: (1) adaptive search, which decomposes non-compliant items
into candidate patterns (e.g., deriving "TEST-ABC-*" or "*-BETA-*"
from "TEST-ABC-BETA-BAH") and iteratively refines the search strat-
egy based on intermediate results, and (2) contextual judgment,
which reads surrounding code to distinguish actual resource def-
initions from unrelated references. This discrimination requires
understanding of the code’s generative semantics (e.g., recognizing
that a loop over airport codes with string interpolation produces
the reported hostclass names).

Concretely, the agent operates in an iterative loop: it decomposes
the non-compliant items into candidate search patterns, uses shell
tools (e.g., find, grep) to locate matches, and reads surrounding
context to confirm whether each match corresponds to the ac-
tual resource definition. If the current pattern yields no confirmed
match, the agent refines its strategy (e.g., broadening substrings
or switching to different segments of the non-compliant item) and
repeats until the root cause is localized or no further patterns can
be derived. Upon successful localization, IacFix advances to patch
generation; when localization fails, the system terminates since
generating patches without a confirmed root cause lacks practical
value.

3.3 Security Patch Generation

After localizing the root cause, IacFix generates patches to address
the security issue. However, official remediation guidance typically
provides only high-level security principles (e.g., “remove dangling
references”) without specifying the concrete code-level strategies
needed to implement a fix, such as filtering conditions, array modifi-
cations, or configuration changes. To bridge this gap, IacFix derives
historical fix specifications from previously resolved findings, which
capture proven, code-level remediation strategies that developers
have applied in practice. The workflow operates in two phases: (1)
Fix Specification Extraction analyzes resolved findings to extract
reusable remediation strategies, and (2) Patch Generation leverages
these specifications to guide patch creation.
Fix Specification Extraction. To provide concrete remediation
guidance for patch generation, IacFix extracts fix specifications
offline from previously resolved findings before the repair pipeline
runs.

The extraction follows two steps. First, fix commit identification
locates commits that resolved each finding: for each resolved find-
ing, IacFix retrieves commits made after the finding’s last observed
date and uses an LLM to determine whether each commit addresses
the finding by jointly evaluating whether the commit message
references the security issue, whether the code diff modifies the
reported non-compliant items, and whether associated code review
descriptions mention the finding. Second, fix specification clustering
analyzes the code diffs from identified fix commits using an LLM
to abstract away package-specific details (e.g., concrete hostclass
names, variable names) and group changes by their underlying re-
mediation strategy. For example, for dangling hostclass issues, the
extracted specifications include removing specific hostclass entries
from hardcoded arrays, adding conditional logic to exclude certain
parameter values during dynamic generation (e.g., filtering out spe-
cific airport codes in loops), removing entire hostclass template
entries that only produce non-existent hostclasses, etc.

The clustering step abstracts each code diff into a canonical re-
mediation action by replacing package-specific identifiers (hostclass
names, variable names) with typed placeholders, then groups the
abstracted diffs by structural similarity. From 63 historical fixes,
clustering yielded 6 distinct specification types, including array
entry deletion (removing literals from hardcoded arrays), conditional
filtering (adding if/Fn::If guards to exclude parameter values in
dynamic templates), template removal (deleting entries whose in-
stantiations are entirely dangling), and loop exclusion (adding skip
conditions in hostclass-generating iterations).

Each specification is annotated with an applicability predicate
describing its code-structural context (e.g., array deletion applies
to static arrays; conditional filtering applies to parameterized tem-
plates). During generation, IacFix matches the root cause’s code
structure against these predicates and provides all matching speci-
fications with representative example diffs. When multiple speci-
fications match, the agent selects the most conservative strategy
that preserves legitimate configurations, with correctness enforced
by downstream validation.

We employ saturation-based extraction: since clustering ab-
stracts over package-specific details, fixes sharing the same re-
mediation logic map to a single specification. Extraction terminates
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when no new types emerge; in our dataset, the set stabilized after ap-
proximately 40 fixes. We evaluate specification quality extrinsically
through downstream patch success rate (Section 4.2), following
established practice in template-guided program repair [17].
Patch Generation. With extracted fix specifications and localized
root causes, IacFix generates targeted patches through a structured
three-step process. The agent first analyzes how the violation items
are defined and used in the codebase (e.g., in configuration files,
templates, or source code) and identifies the organizational pat-
terns across different contexts such as environments and regions.
It then performs a security assessment to evaluate existing security
controls, cross-environment dependencies, and whether complete
removal or conditional access is more appropriate. Finally, it gen-
erates code modifications guided by the fix specifications, each of
which includes detailed remediation strategies and example diffs
from historical fixes. As a safety constraint, the agent is instructed
to make no modifications if it cannot confirm the presence of the
violation items in the codebase.

Additionally, to ensure comprehensive fixes, the agent searches
for related references and dependencies that might be affected by
the primary patch. This includes: (1) call graph analysis to identify
classes that inherit from common base classes or use shared con-
stants, (2) reference tracking through grep-based searches to locate
all usages of violation items across the codebase, and (3) pattern-
based identification to find similar code structures that require con-
sistent modifications. This prevents incomplete fixes where the root
cause is addressed but residual references remain.

3.4 Patch Validation

After the patch candidate is generated, it must be validated before
deployment, as a patch that compiles successfully may still fail to
resolve the security issue or introduce new problems. LLM-based
validation alone is insufficient for this task, as LLM judges can
incorrectly approve patches that contain over-removal or under-
removal errors (Section 4.1). Even though recent LLMs demonstrate
strong code generation and repair capabilities, they can still produce
invalid or deceptively successful code and make inconsistent cor-
rectness judgments across model families [2, 15]. IacFix therefore
employs a multi-layered validation framework combining deter-
ministic methods with semantic analysis: (1) Security Resolution
Validation confirms the patch precisely addresses the security issue
without introducing new problems, and (2) Semantic Correctness
Analysis verifies the patch maintains intended code logic.
Security Resolution Validation. Security resolution validation
ensures that patches achieve exact resolution: eliminating all non-
compliant items without over-removal (removing legitimate con-
figurations that should be preserved) or under-removal (leaving
dangling references unaddressed). For example, when fixing the
dangling hostclass issue in Figure 1, a patch that removes the en-
tire template TEST-ABC-ALPHA-${airportCode}$ would eliminate the
dangling TEST-ABC-ALPHA-BAH but also remove valid hostclasses, con-
stituting over-removal.

Directly analyzing the source code for exact resolution is
complex due to dynamic logic and variable dependencies. In-
stead, IacFix validates at the CloudFormation template level.
For CDK packages, the build process synthesizes the source

code (e.g., TypeScript, Java) into CloudFormation templates in
the cdk.out directory; for CloudFormation packages, the tem-
plates are the deployment artifacts themselves. In both cases,
complex source-level logic is reduced to straightforward tem-
plate declarations (Figure 3) that can be analyzed deterministi-
cally. These templates contain resources defined as either hard-
coded arrays like ["TEST-ABC-PROD-BAH", "TEST-ABC-BETA-BAH"]

(Figure 3a), or dynamically generated using templates such as
‘TEST-ABC-ALPHA-${AirportCode}’ with parameters (Figure 3b).

1 −−− a/cdk.out/TestStack.template.json
2 +++ b/cdk.out/TestStack.template.json
3 @@ −15,8 +15,7 @@
4 "Condition": {
5 "ForAnyValue:StringLike": {
6 "iam.example.com:hostclass": [
7 "TEST−ABC−PROD−BAH",
8 − "TEST−ABC−BETA−BAH"
9 − "TEST−ABC−ALPHA−BAH"

10 ]
11 }
12 }

(a) Hardcoded Configurations

1 −−− a/cloudFormation/template.yaml
2 +++ b/cloudFormation/template.yaml
3 @@ −8,7 +8,15 @@
4 ForAnyValue:StringLike:
5 "iam.example.com:hostclass":
6 − {"Fn::Sub": "TEST−ABC−ALPHA−${airportCode}"}
7 + {"Fn::If": [
8 + "IsInValidAirportCode",
9 + {"Ref": "AWS::NoValue"},

10 + {"Fn::Sub": "TEST−ABC−ALPHA−${airportCode}"}
11 + ]}
12 +Conditions:
13 + IsInValidAirportCode: {"Fn::Or": [
14 + {"Fn::Equals":[{"Ref": "airportCode"}, "KIX"]},
15 + {"Fn::Equals":[{"Ref": "airportCode"}, "BAH"]}
16 + ]}

(b) Configurations with templates

Figure 3: Static vs. Parameterized Hostclass Configuration

Patch Examples

Accordingly, IacFix employs direct template comparison for the
former and constraint-based template validation using an SMT solver
for the latter.
Direct Template Comparison.When the synthesized templates
contain concrete resource values rather than parameterized vari-
ables (as shown in Figure 3a), IacFix extracts the set of resource
values from the relevant policy sections in both the pre-patch and
post-patch templates. It then computes the set difference: the re-
moved set (𝑉𝑝𝑟𝑒 \𝑉𝑝𝑜𝑠𝑡 ) must exactly match the non-compliant items
from the finding, and the added set (𝑉𝑝𝑜𝑠𝑡 \𝑉𝑝𝑟𝑒 ) must be empty.
Constraint-Based Template Validation.When templates contain
parameterized variables rather than concrete values (Figure 3b),
direct comparison is insufficient because the actual resource values
depend on runtime parameters. IacFix instead uses an SMT solver
to formally verify that the patch removes exactly the intended
non-compliant items without introducing new ones (Figure 4).

As illustrated in Figure 4, IacFix first extracts the precondi-
tion under which each resource template is active from both
the pre- and post-patch templates. A precondition is a Boolean
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Pre-patch template:

ForAnyValue:StringLike:
"...hostclass":
{Fn::Sub:
"TEST-ABC-ALPHA-${ac}"}

No Condition attached

Pre-patch
Post-patch template:

ForAnyValue:StringLike:
"...hostclass":
{Fn::If: [ IsInValidAirportCode ,

AWS::NoValue,
{Fn::Sub: "...-${ac}"}]}

Conditions:
IsInValidAirportCode: {Fn::Or: [
{Fn::Equals: [ac, "KIX"]},
{Fn::Equals: [ac, "BAH"]}]}

Post-patch

1 Extract preconditions from template structure

Template Precondition Source

TEST-ABC-ALPHA-${ac} 𝐶𝑝𝑟𝑒 = true (no condition attached)
TEST-ABC-ALPHA-${ac} 𝐶𝑝𝑜𝑠𝑡 = ¬ IsInValidAirportCode (extracted from Fn::If)

2 Translate CloudFormation conditions to SMT constraints

IsInValidAirportCode ⇒ 𝑎𝑐 = “KIX” ∨ 𝑎𝑐 = “BAH”

𝐶𝑝𝑟𝑒 (ℎ) = true 𝐶𝑝𝑜𝑠𝑡 (ℎ) = ¬ (𝑎𝑐 = “KIX” ∨ 𝑎𝑐 = “BAH”)

3 Compute 𝑅𝑒𝑚𝑜𝑣𝑒𝑑 and 𝐴𝑑𝑑𝑒𝑑 via SMT solver

𝑅𝑒𝑚𝑜𝑣𝑒𝑑 = {ℎ | 𝐶𝑝𝑟𝑒 (ℎ) ∧ ¬𝐶𝑝𝑜𝑠𝑡 (ℎ) } = {TEST-ABC-ALPHA-KIX, TEST-ABC-ALPHA-BAH}
𝐴𝑑𝑑𝑒𝑑 = {ℎ | ¬𝐶𝑝𝑟𝑒 (ℎ) ∧𝐶𝑝𝑜𝑠𝑡 (ℎ) } = ∅

Figure 4: Precondition extraction and constraint-based validation. IacFix extracts the precondition under which each resource

template is active from both the pre- and post-patch CloudFormation templates, translates CloudFormation intrinsic functions

(e.g., Fn::Or, Fn::Equals) into SMT constraints, and uses an SMT solver to compute the sets of removed and added resources.

formula over template parameters: under a given parameter as-
signment, the resource is generated if the formula evaluates to
true and is omitted otherwise. For each resource ℎ, let 𝐶𝑝𝑟𝑒 (ℎ)
and 𝐶𝑝𝑜𝑠𝑡 (ℎ) denote its pre- and post-patch preconditions, re-
spectively. IacFix derives these formulas from the conditional
structure surrounding the resource. A resource with no attached
condition has precondition true, whereas a resource inside an
Fn::If expression inherits either the guard or its negation, de-
pending on which branch contains AWS::NoValue. In Figure 4,
the template TEST-ABC-ALPHA-${airportCode}$ is unconditional be-
fore patching, so 𝐶𝑝𝑟𝑒 (ℎ) = 𝑡𝑟𝑢𝑒. After patching, the Fn::If
expression suppresses the resource with AWS::NoValue when
IsInValidAirportCode holds and retains it otherwise. Therefore,
the resource is active only when this condition is false, yielding
𝐶𝑝𝑜𝑠𝑡 (ℎ) = ¬ IsInValidAirportCode.

IacFix then translates CloudFormation intrinsic functions into
SMT constraints. The condition IsInValidAirportCode is re-
solved to 𝑎𝑐 = “KIX” ∨ 𝑎𝑐 = “BAH”, so 𝐶𝑝𝑜𝑠𝑡 (ℎ) = ¬(𝑎𝑐 = “KIX” ∨ 𝑎𝑐 =

“BAH”) . Finally, the solver computes the sets of removed and added
resources: 𝑅𝑒𝑚𝑜𝑣𝑒𝑑 = {ℎ : 𝐶𝑝𝑟𝑒 (ℎ) ∧ ¬𝐶𝑝𝑜𝑠𝑡 (ℎ) }, 𝐴𝑑𝑑𝑒𝑑 = {ℎ :

¬𝐶𝑝𝑟𝑒 (ℎ) ∧𝐶𝑝𝑜𝑠𝑡 (ℎ) }

In this example, 𝐶𝑝𝑟𝑒 (ℎ) ∧ ¬𝐶𝑝𝑜𝑠𝑡 (ℎ) is satis-
fied when 𝑎𝑐 ∈ {“KIX”, “BAH”}, yielding 𝑅𝑒𝑚𝑜𝑣𝑒𝑑 =

{TEST-ABC-ALPHA-KIX, TEST-ABC-ALPHA-BAH} and 𝐴𝑑𝑑𝑒𝑑 = ∅.
The validation succeeds if and only if 𝑅𝑒𝑚𝑜𝑣𝑒𝑑 exactly matches the
non-compliant items from the resource-misconfiguration finding
and 𝐴𝑑𝑑𝑒𝑑 = ∅.

To formally verify patch correctness, IacFix defines a translation
function T J·K that maps CloudFormation intrinsic expressions to
formulae in the quantifier-free theory of strings (QF_S). Template
parameters (e.g., airportCode) are modeled as free variables of
string sort, ensuring verification is sound over all possible parame-
ter assignments without requiring knowledge of the deployment-
time parameter space. The translation is defined recursively:

TJFn::Equals[𝑥, “𝑣”]K = (𝑥 = 𝑣)
TJFn::Or[𝑒1, . . . , 𝑒𝑛 ]K = TJ𝑒1K ∨ · · · ∨ TJ𝑒𝑛K

TJFn::And[𝑒1, . . . , 𝑒𝑛 ]K = TJ𝑒1K ∧ · · · ∧ TJ𝑒𝑛K

TJFn::Not[𝑒 ]K = ¬ TJ𝑒K

TJFn::If[𝑐, val, NoValue]K ⇒ active(ℎ) := TJ𝑐K

TJFn::If[𝑐, NoValue, val]K ⇒ active(ℎ) := ¬ TJ𝑐K

TJFn::Sub[“𝑠1${p}$𝑠2”]K = 𝑠1 · 𝑝 · 𝑠2
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where active(ℎ) denotes the precondition under which resource ℎ
is generated (i.e., not suppressed by AWS::NoValue).

Applying this translation to both pre- and post-patch tem-
plates yields the preconditions 𝐶𝑝𝑟𝑒 (ℎ) = T J𝑒𝑝𝑟𝑒K and 𝐶𝑝𝑜𝑠𝑡 (ℎ) =
T J𝑒𝑝𝑜𝑠𝑡 K. Given the set of non-compliant items 𝑉 from the miscon-
figuration finding, the solver decides: for each 𝑣 ∈ 𝑉 , whether the pa-
rameter assignment producing 𝑣 satisfies𝐶𝑝𝑟𝑒 (ℎ) ∧¬𝐶𝑝𝑜𝑠𝑡 (ℎ) (con-
firming removal); and whether any assignment satisfies ¬𝐶𝑝𝑟𝑒 (ℎ)∧
𝐶𝑝𝑜𝑠𝑡 (ℎ) (detecting spurious additions).

Proposition 1 (Soundness of Exact Resolution). Let T be
faithful (i.e., each supported intrinsic is translated per the rules above).
If the solver reports 𝑅𝑒𝑚𝑜𝑣𝑒𝑑 =𝑉 and 𝐴𝑑𝑑𝑒𝑑 = ∅, then for every pa-
rameter assignment 𝜎 over the string domain, the post-patch template
generates resource ℎ under 𝜎 if and only if the pre-patch template
generates ℎ under 𝜎 and ℎ ∉ 𝑉 .

Proposition 1 establishes that, under a faithful encoding of
the supported CloudFormation intrinsics, the validation compo-
nent provides exact security resolution: it guarantees neither over-
removal (revoking legitimate access) nor under-removal (leaving vi-
olations unresolved). Within this supported subset, upstream stages
may fail, but no patch violating this criterion passes validation or
is surfaced to users.
Semantic Correctness Analysis. Security resolution validation
confirms that the intended non-compliant items are removed, but
does not check whether the patch introduces unintended functional
changes (e.g., altering deployment logic or breaking resource de-
pendencies). IacFix therefore employs an AI agent that performs a
graded semantic analysis. The agent first analyzes the patch and
returns one of three assessments: “yes” (semantically safe), “no”
(semantic violations detected), or “maybe” (requires additional con-
text). For “maybe” responses, the agent automatically expands its
analysis scope, examining broader code context, resource depen-
dencies, or related configurations, and then provides a definitive
assessment. This continues until reaching a definitive assessment
or hitting the iteration limit, which escalates to human review.

3.5 Feedback Guided Patch Refinement

When validation fails, IacFix refines the patch using a counter-
example-guided approach inspired by CEGIS (Counter-Example
Guided Inductive Synthesis) [30]. At each refinement round 𝑖 , the
validator analyzes patch 𝑝𝑖 and produces a structured feedback 𝑓𝑖
that characterizes the failure. The agent then generates an improved
patch 𝑝𝑖+1 conditioned on both the failed patch and its feedback:
𝑝𝑖+1 = Generate(𝑝𝑖 , 𝑓𝑖 ). This loop continues until the patch passes
all validation checks or a maximum number of rounds 𝑘 is reached.

The feedback 𝑓𝑖 differs by failure type, with security validation
failures receiving the most detailed counter-examples.
Security Validation Failures. For security validation failures,
the feedback 𝑓𝑖 is a structured counter-example derived from the
𝑅𝑒𝑚𝑜𝑣𝑒𝑑 and 𝐴𝑑𝑑𝑒𝑑 sets computed by the validator (Section 3.4).
Let 𝑉 denote the set of non-compliant items from the finding. The
counter-example characterizes the error using four sets: 𝑅𝑎𝑐𝑡𝑢𝑎𝑙𝑖 =

𝑅𝑒𝑚𝑜𝑣𝑒𝑑𝑖 (items actually removed by 𝑝𝑖 ), 𝑅𝑜𝑣𝑒𝑟𝑖 = 𝑅𝑎𝑐𝑡𝑢𝑎𝑙𝑖 \𝑉 (over-
removed legitimate configurations), 𝑅𝑢𝑛𝑑𝑒𝑟𝑖 = 𝑉 \ 𝑅𝑎𝑐𝑡𝑢𝑎𝑙𝑖 (under-
removed non-compliant items still present), and 𝐴𝑖 = 𝐴𝑑𝑑𝑒𝑑𝑖

(newly introduced items). This decomposition tells the agent exactly
which items were incorrectly handled.

Over-removal (𝑅𝑜𝑣𝑒𝑟𝑖 ≠ ∅) indicates that the patch applies overly
broad modifications that eliminate legitimate configurations along-
side the intended targets, such as removing the entire template
TEST-ABC-ALPHA-${airportCode}$ in Figure 3b instead of filtering
only the specific invalid airport codes. Under-removal (𝑅𝑢𝑛𝑑𝑒𝑟𝑖 ≠ ∅)
creates “fake fixes” where source code is modified but violations
persist in the generated templates. For example, Figure 5 shows
a patch that appears to fix the issue in Figure 1, but the counter-
example reveals 𝑅𝑢𝑛𝑑𝑒𝑟𝑖 =𝑉 (all dangling hostclasses remain) and
highlights the flawed logic from the generation log.

The refinement prompt provides the agent with the failed patch
𝑝𝑖 , a summary of its approach, and the full counter-example 𝑓𝑖 ,
enabling targeted correction rather than regeneration from scratch.

1 --- a/lib/stack/rs/rsIamStack.ts
2 +++ b/lib/stack/rs/rsIamStack.ts
3 export class ToyIamStack extends DeploymentStack {
4 ...
5 if (Conditions.isProdStack(stage)) {
6 testHostclass.push(`TEST-ABC-XYZ-${airportCode.toUpperCase()}`);
7 testHostclass.push(`TEST-ABC-PROD-${airportCode.toUpperCase()}-

SECONDARY`);
8 } else {
9 + const isDanglingCombination =
10 + (airportCode.toUpperCase() === 'BAH' && (stage === Stage.Alpha

|| stage === Stage.Beta))
11 + (airportCode.toUpperCase() === 'KIX' && (stage === Stage.Alpha

|| stage === Stage.Beta))
12 + (airportCode.toUpperCase() === 'IAD' && stage === Stage.Beta);
13 + if (!isDanglingCombination){
14 + if (stage === Satge.Alpha || stage === Stage.Gamma) {
15 testHostclass.push(`TEST-ABC-ALPHA-${airportCode.

toUpperCase()}`);
16 + }
17 + if (stage === Stage.Beta || stage === Stage.Gamma) {
18 testHostclass.push(`TEST-ABC-BETA-${airportCode.toUpperCase

()}`);
19 + }
20 + if (stage === Stage.Gamma) {
21 testHostclass.push(`TEST-ABC-GAMMA-${airportCode.

toUpperCase()}`);
22 }
23 + }
24 + }
25 ...
26 }

Figure 5: Incorrect Fix Generated by AI Agent for the Issue

in Figure 1

Other Validation Failures. For build failures, the feedback 𝑓𝑖 con-
tains the compilation errors, guiding the agent to fix syntax or type
issues. For semantic validation failures, 𝑓𝑖 includes the functional
change analysis from the semantic check agent, identifying specific
unintended modifications to avoid. For service-level failures (e.g.,
LLM throttling), IacFix employs simple retry mechanisms.

4 Evaluation

In this section, we evaluate the performance of IacFix through var-
ious experiments. Specifically, we assess IacFix with the following
research questions:

• RQ1 (Effectiveness): How effectively can IacFix automati-
cally locate, fix, and validate patches for security issues in
CDK/CloudFormation packages?
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• RQ2 (Ablation): What is the contribution of key design
choices to IacFix’s performance?

• RQ3 (Efficiency): How efficient is IacFix in terms of time
cost for repairing security issues?

Dataset. We evaluate IacFix on production IaC code to capture
real-world complexity in code structure, dependencies, and deploy-
ment configurations. We randomly sampled 356 accounts from a
production monitoring system that have attached hostclasses and
contain CDK/CFN resources. Through our internal deployment
pipeline, we mapped these accounts to 85 code packages: 54 CDK
packages and 31 CloudFormation template packages. The codebases
and deployment mappings are real production artifacts, but the end-
to-end benchmark uses controlled dangling-hostclass violations to
obtain precise ground truth.We pre-filtered CDK packages, retained
all CFN packages, and report repair success over the 47 packages
confirmed to contain violations. Historical fix specifications, in
contrast, come from naturally resolved production findings.
Evaluation Criteria.We evaluate IacFix using several effective-
ness metrics. For Root Cause Localization (RCL), we use standard
binary classification metrics where True Positives (TP) represent
correctly identified misconfigured code locations, False Positives
(FP) are incorrect localizations, False Negatives (FN) are missed
violations that exist in the code, and True Negatives (TN) are cases
where no violation exists and none is found. For historical find-
ing identification, we use standard precision, recall, and F1-score
based on manual validation of a random sample. Overall system
performance is measured by end-to-end success rate.
Implementation.We implemented IacFix in Python 3.12. The root
cause localization, patch generation, and semantic check agents are
built using Strands Agents 1.1.0 [32]. Historical fix identification and
clustering leverage Kiro CLI [3] enabled with internal MCP tools. In
all LLM usage, we used claude-sonnet-3.7. For constraint-based
template validation, we use Z3 [10] as the SMT constraint solver to
verify security resolution.
Experiment Settings.We ran IacFix on a server running Amazon
Linux 2 (kernel 5.10.239), equipped with 16-core Intel Xeon Plat-
inum 8259CL CPUs @ 2.50GHz, 64 GiB of RAM, and 500 GB NVMe
SSD storage.

4.1 RQ1: IacFix Performance

Root Cause Localization Performance. For CDK packages, we
used pre-patch cdk.out files (the CloudFormation templates syn-
thesized from CDK source code) to identify 33 out of 54 pack-
ages that actually contain the designated dangling hostclasses. For
CloudFormation packages, we evaluated all 31 packages since we
cannot determine violations statically due to their parameterized
nature. This filtering process demonstrates our system’s ability to
exclude packages without actual violations, reducing the evaluation
set from 85 to 64 packages. As shown in Table 1, IacFix achieved
91.49% recall (43/47) and 97.7% precision (43/44) across all candidate
packages. The high precision indicates that IacFix rarely generates
unnecessary patches, while the strong recall demonstrates effective
identification of actual security violations localization. Two of the
FNs occurred because the violations were defined in JSON configu-
ration files, which fall outside the agent’s modification scope that

focuses on source code files. The other two localized successfully
during refinement.
Historical Fix Identification. To evaluate the effectiveness of our
historical fix pattern extraction for dangling hostclass remediation,
we analyzed 96 packages with 63 identified historical fixes. We
randomly sampled 20 packages with resolved dangling hostclass
findings and analyzed 165 commits from these packages. IacFix’s
commit identification component achieved 88.2% precision (15/17)
and 100% recall (15/15) in identifying commits that specifically re-
mediated dangling hostclass violations, with an F1-score of 93.8%.
These extracted patterns are used to guide our LLM-based patch
generation, where the quality of generated patches directly de-
pends on the correctness of learned remediation patterns. The 2
false positives occurred because: (1) one commit involved archi-
tectural refactoring that removed properly implemented hostclass
usage rather than fixing a violation, and (2) the other was part of
a multi-commit fix where this particular commit only addressed
dependencies rather than directly removing the dangling hostclass
violation. IacFix extracted 6 distinct fix specifications from the
identified security commits. The most common patterns included:
(1) removing specific hostclass entries from arrays, (2) adding con-
ditional logic to filter invalid hostclasses, and (3) removing entire
related policies.
End-to-End Performance of IacFix. Table 3 presents the com-
prehensive end-to-end results across all stages of IacFix’s pipeline.
Overall, IacFix achieved an 80.9% success rate (38/47) when evalu-
ated against ground truth packages that actually contain security
violations.

IacFix demonstrated strong performance across both package
types. CDK packages achieved a 75.8% final success rate (25/33),
improving from 48.5% after initial generation through iterative
refinement (27.3% improvement). CFN packages performed even
better with a 92.9% success rate (13/14), dramatically improving
from 50.0% to 92.9% after just the first refinement round. These
consistent improvements across both package types validate the
effectiveness of our feedback-guided refinement approach .

All 9 failures were correctly identified by our system: 6 incor-
rect patches detected by our validator, 2 root cause localization
failures, and 1 build failure. The patch-related failures included
under-removal (2 cases), both under- and over-removal (3 cases),
and pure over-removal (1 case). Crucially, IacFix exhibits one-sided
error: across all 64 packages, zero incorrect patches were surfaced
to users. Every failure case was either caught by validation and
rejected, or the system declined to generate a patch. Importantly,
our deterministic validation caught 11 incorrect patches in the first
generation round that LLM-based validation would have incorrectly
approved, preventing potential service failures if these patches had
been merged. This demonstrates the critical importance of SMT-
based validation guardrails in automated patch generation, where
LLM judgment alone proved insufficient for ensuring patch correct-
ness in security-critical scenarios.

As shown in Table 2, patch quality correlates strongly with viola-
tion complexity: packages with fewer violation items (1-5) achieved
94.1% perfect patches (32/34), while those with more violations
(10+) only achieved 43% (3/7). Packages with numerous violations
often led to patches that removed entire code blocks rather than
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Table 1: RCL Performance

Package Type TP TN FP FN

CDK 30 0 0 3
CFN 13 16 1 1
Overall 43 16 1 4

Table 2: Patch Quality Analysis vs. Violation Count
a

Type # Violations # Pkgs # Over-removed # Under-removed # Both # Perfect

CDK (30)

1-5 22 1 0 1 20
6-10 2 0 0 0 2
10+ 6 1 0 2 3

CFN (14)

1-5 12 0 0 0 12
6-10 1 0 0 0 1
10+ 1 1 0 0 0

aAnalysis includes only packages with successful patch generation and confirmed violations.Three CDK packages excluded in this table:
one due to build failure (10+ violation), two failed in localization.

Table 3: End-to-End Patch Generation and Validation Results. Refinement stages process validation failures from previous stage;

generation failures are retried only once in the next stage. Security Failed format: Total (Under-removed/Over-removed/Both).

Success Rate based on Ground Truth packages.

Type Stage Attempted Generated Build Failed Security Failed Semantic Failed Success Success Rate

CDK (GT:33)

Initial 33 30 1 13 (8/1/4) 0 16 48.5%
Refine @1 17 15 1 9 (5/1/3) 0 5 63.6% ↑
Refine @2 10 10 1 7 (4/0/3) 0 2 69.7% ↑
Refine @3 7 7 1 5 (2/0/3) 0 2 75.8% ↑
Final 33 31 1 5 (2/0/3) 0 25 75.8%

CFN (GT:14)

Initial 31 14 0 7 (4/2/1) 0 7 50.0%
Refine @1 24 7 0 1 (0/1/0) 0 6 92.9% ↑
Refine @2 2 1 0 1 (0/1/0) 0 0 92.9%
Refine @3 1 1 0 1 (0/1/0) 0 0 92.9%
Final 31 14 0 1 (0/1/0) 0 13 92.9%

Total (GT:47) 64 45 1 6 (2/1/3) 0 38 80.9%

implementing precise conditional logic. While refinement progres-
sively improved patches, it could not always achieve the granularity
needed for complex dynamically generated configurations. Patches
that survived earlier validation stages all passed the final semantic
validation step.

4.2 RQ2: Ablation Study

Existing IaC repair tools either target different IaC technologies [27],
require human intervention [23], or address only simple scenar-
ios [12], making direct experimental comparison infeasible. We
instead conduct an ablation study to evaluate the contribution of
each key component. The baseline variant (LLM agent without
domain-specific enhancements) represents the state-of-practice ap-
proach of directly prompting an LLM to fix security issues.

We compared four system variants on a randomly sampled subset
of 20 packages (10 CDK and 10 CFN) from the packages confirmed
with security issues: (1) Baseline: Agent-only patch generation
without historical patterns or refinement, (2) + Historical: baseline
enhanced with historical fix patterns, (3) + Refinement: baseline
with feedback-guided refinement but no historical patterns, and (4)
Full System: complete IacFix with both components.

Table 4 reveals significant performance improvements from each
component. The baseline achieved only 40% success rate (8/20),
while adding historical patterns improved this to 55% (11/20) and
refinement alone reached 65% (13/20). The full system combining
both components achieved 85% success rate (17/20), demonstrating
their synergistic effect.

The improvement was most significant for CFN packages: the
full system achieved a 100% success rate (10/10), compared to the
baseline’s 30% (3/10). CFN repair requires complex conditional logic
to exclude dangling hostclasses; while historical specifications pro-
vide a necessary structural foundation, they are often incomplete.
Our refinement process then iteratively completes these structures
upon validation failure. This synergy is vital, as historical patterns
provide the initial quality, while refinement enables recovery from
early failures.

Table 4: Ablation Study Results on 20 Randomly Sampled

Packages

Variant CDK Success CFN Success Overall Success

Baseline 5/10 3/10 8/20
+ Historical 6/10 5/10 11/20
+ Refinement 7/10 6/10 13/20
Full System 7/10 10/10 17/20

4.3 RQ3: Efficiency of IacFix

Table 5 presents the time efficiency analysis of IacFix. IacFix com-
pleted the end-to-end process in an average of 7.12 minutes per
package, with CDK packages requiring 8.33 minutes and CFN pack-
ages 5.90 minutes.

Package build after fixing was the most time-intensive compo-
nent (2.83minutes average), with CDK packages taking significantly
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longer (3.98 minutes) than CFN packages (1.68 minutes). Root cause
localization (2.09 minutes) and patch generation (1.06 minutes) were
both efficient across package types. Security validation and seman-
tic analysis required minimal overhead at 0.07 and 1.08 minutes
respectively. Note that the reported times represent single-round
processing; refinement rounds require similar time overhead per
iteration.

Table 5: Time Efficiency Analysis by Package Type (minutes)

Package Type RCL Generation

Validation

Total

Build Security Semantic

CDK 2.23 0.92 3.98 0.08 1.12 8.33
CFN 1.94 1.19 1.68 0.06 1.03 5.90
Average 2.09 1.06 2.83 0.07 1.08 7.12

5 Discussion

In this section, we discuss the practical implications of IacFix. ,
including productivity improvements, key lessons learned from
development and evaluation, and limitations.
Practical Impact. IacFix is deployed within a large cloud infras-
tructure that manages tens of thousands of IaC packages across
hundreds of components, where security misconfigurations carry a
direct operational and compliance risk. Manual remediation is a sig-
nificant bottleneck: industry reports indicate that misconfiguration
incidents typically take 186 days to identify and 65 days to con-
tain [34]. IacFix integrates directly into the existing remediation
workflow: when a scanner flags a misconfiguration, IacFix auto-
matically localizes the fault, generates a patch, validates it against
formal correctness constraints, and surfaces a code review for devel-
oper approval—completing end-to-end in 7.12 minutes per package
(Section 4.3). The one-sided error property is critical for production
adoption: developers can trust that every surfaced patch has passed
formal verification, and no incorrect patch is silently merged. This
guarantee enabled integration into existing remediation workflows,
where IacFix generates validated patches that developers review
and apply, rather than requiring them tomanually interpret security
findings, locate root causes, and craft fixes from scratch.
Lessons Learned. Our development and deployment revealed sev-
eral insights with implications beyond our specific system. (1) LLM
validation is insufficient for security-critical patches. LLM-based val-
idation incorrectly approved 55% of the patches that our determin-
istic validator rejected (Section 4.1). This has broad implications for
the growing body of work applying LLMs to security-critical code
repair: without formal guardrails, over half of incorrect patches
would reach production, potentially introducing new vulnerabilities
rather than remediating existing ones. For any organization consid-
ering LLM-based automated patching, this result argues strongly
for coupling generation with deterministic validation. (2) Histori-
cal fix specifications and iterative refinement are synergistic. Neither
component alone matches the full system (Section 4.2): the combina-
tion achieved 85% success versus 55% and 65% individually. Across
our corpus, this 20–30 point improvement translates to dozens of
additional packages remediated without manual developer inter-
vention. (3) Package type significantly affects repair difficulty. CFN

packages achieved 92.9% versus 75.8% for CDK. CDK’s richer con-
structs (loops, conditionals, class hierarchies) challenge both fault
localization and fix generation, highlighting that as organizations
increasingly adopt programmatic IaC frameworks over declarative
templates, repair tools must evolve accordingly.
Generalizability, Scalability, and Limitations. The architecture
generalizes across misconfiguration types: localization, generation,
and validation are misconfiguration-agnostic, and only the SMT
correctness constraints require adaptation. Adding a new viola-
tion type (e.g., overly permissive IAM policies) requires author-
ing an SMT constraint template—hours of effort versus building a
dedicated fixer. The approach extends beyond our ecosystem: Ter-
raform’s plan output provides an analogous intermediate artifact to
offer a potential path to broader adoption. For scalability, packages
are processed independently to enable parallelization, and cost per
package is bounded by refinement iterations. Finally, we also ran
the complete IacFix pipeline on naturally occurring scanner find-
ings in production. Due to compliance constraints, however, we
used artificially injected security issues in the quantitative evalua-
tion. Our validation currently relies on CFN templates; frameworks
without comparable deployment artifacts would require alternative
validation strategies.
LLM Generalizability. Although we instantiate all LLM-based
roles with Claude Sonnet 3.7, IacFix’s methodology is model-
agnostic. Existing multi-model studies provide evidence that other
capable LLMs can support the same workflow. Feedback-driven
repair improves performance across GPT, Claude, DeepSeek, GLM,
and Qwen models [9], while verifier-guided refinement improves
IaC generation across multiple proprietary and open-weight mod-
els [14, 42]. Moreover, incorrect Terraform repairs have been ob-
served at statistically similar rates across GPT-4o, Claude 3.5 Sonnet,
and Gemini 2.5 Flash Lite (57.1–71.4%) [2], indicating that the need
for external validation is not specific to Claude. Together, these find-
ings suggest that other capable code LLMs can be substituted into
IacFix’s localize–generate–validate–refine workflow and benefit
from its structured feedback. Model choice may affect the number
of successfully generated patches, but it does not alter the deter-
ministic exact-resolution criterion enforced by the validator within
the supported SMT encoding.

6 Related Work

Root Cause Localization. Accurately locating fix point is crucial
for automated program repair, as crash points often differ from ac-
tual fix locations. Early approaches include static slicing, dynamic
slicing, and program state-based methods like delta debugging,
but these are computationally expensive [24, 26, 29]. Spectrum-
based methods efficiently locate faults using test coverage infor-
mation [38], while recent LLM approaches achieve 82.0% F1 score
by transforming localization into sequence labeling [41]. However,
these methods are not directly applicable to IaC localization, which
must trace from high-level account violations to specific code lo-
cations across complex deployment pipelines without execution
traces or test coverage information.
LLM-Powered Patch Generation. Recent LLM advancements
enable automated patch generation for memory bugs [19, 25, 28, 39,
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43]. These works typically assume known patch locations or rely on
sanitizer reports for root cause analysis. However, automated repair
for IaC misconfigurations remains underexplored [12, 23, 27, 35].
Existing approaches either use formal methods with SMT-based
repair [27], require human intervention [23], provide only reme-
diation steps [35], or focus on simple scenarios like spelling er-
rors [12]. The most closely related work is InfraFix [27], which
normalizes multiple declarative IaC languages into a shared inter-
mediate representation and uses an inferred desired system state to
guide SMT-based repair synthesis. In contrast, IacFix starts from
deployed security findings that identify non-compliant resources
but provide neither the responsible source location nor a complete
desired configuration. IacFix therefore performs cross-abstraction
fault localization and historical-fix-guided source patch generation.
Moreover, InfraFix uses SMT to synthesize repairs, whereas Iac-
Fix uses SMT after patch generation to verify that the reported
violations are removed without over-removal or newly introduced
configurations.
Patch Validation. Li et al. [21] found approximately 12% of secu-
rity patches are defective, with 7% failing to fully fix security issues
while 5% introduce new ones. Validation approaches include static
analysis [20], dynamic testing [16, 37], and formal methods [18]. Yu
et al. [40] showed that over 40% of test-validated patches are actually
incorrect, confirming that test suite-based validation fundamen-
tally overestimates patch correctness. Unlike these test-dependent
approaches, IacFix provides formal security guarantees via SMT-
based verification without requiring pre-existing test suites.

7 Conclusion

In this work, we introduced IacFix, a multi-agent tool designed to
automate the end-to-end process of repairing security misconfig-
urations in Infrastructure as Code. Using the capabilities of LLMs
and enhancing them with specialized agents for fault localiza-
tion, patch generation, and validation, IacFix combines agentic
approaches with formal verification methods. Our rigorous evalua-
tion on real-world IaC packages, including comprehensive ablation
studies, demonstrates the effectiveness of our approach in address-
ing the key challenges of automated IaC security repair. IacFix
represents a significant advancement in automated security reme-
diation, providing a practical solution for the growing challenge of
cloud infrastructure security management.

Data Availability Statement

Our evaluation uses production IaC code packages from AWS’s
internal deployment system, ensuring that the results reflect real-
world code complexity and deployment configurations. Due to the
proprietary nature of the production code and internal security poli-
cies governing production infrastructure, the dataset and associated
artifacts cannot be made publicly available.
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