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As quantum computers approach the fault tolerance threshold, diagnosing and characterizing the
noise on large scale quantum devices is increasingly important. One of the most important classes
of noise channels is the class of Pauli channels, for reasons of both theoretical tractability and
experimental relevance. Here we present a practical algorithm for estimating the s nonzero Pauli
error rates in an s-sparse, n-qubit Pauli noise channel, or more generally the s largest Pauli error
rates. The algorithm comes with rigorous recovery guarantees and uses only O(sn) measurements, an
O(sn2)-time classical computation, and Clifford quantum circuits. Using data from an IBM 14-qubit
device, we validate a heuristic version of the algorithm that trades off using O(n2) measurements
in exchange for simplified Clifford circuits. These data show that accurate and precise estimation
of the probability of arbitrary-weight Pauli errors is possible even when the signal is two orders of
magnitude below the measurement noise floor.

I. INTRODUCTION

Estimating noise in quantum computers will become
increasingly important as we begin to move into the
phase of testing quantum error correction on current
noisy intermediate-scale devices [1]. Much current ef-
fort is focused on identifying methods that will continue
to be applicable as the system size increases beyond the
few qubit regime [2–8]. In such larger systems it is im-
portant to identify not only the errors that occur when
qubits are operated singly or in small groups but also
the additional errors that occur when the device is oper-
ated in a manner and in conditions that will be required
for the implementation of error-corrected logical qubits.
If we are able to characterize the noise and noise types
(such as control errors, decoherence and crosstalk errors)
in such a system then that will allow us to better di-
agnose and fix such errors, for instance by enabling cal-
ibration in the presence of crosstalk. Characterization
of the noise will also allow the construction of tailored
quantum error-correcting codes and decoders and cus-
tomized fault-tolerant protocols designed to counteract
the specific noise in the system. Such bespoke systems
have been shown to be more effective than their generic
counterparts [9–13].

While compressed sensing [14–19] extends the reach of
process tomography [20] in the regime where quantum
channels can be assumed to be sparse, it is still unable to
achieve scaling past a handful of qubits. Even with the
sparsity assumption, the Hilbert space of a multi-qubit
machine makes it intractable to estimate all possible pa-
rameters in an efficient and fast way.

However, practical methodologies have been developed
that can transform the noise in a device to noise that
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is well-approximated by a Pauli channel [21–23]. Such
methods can be implemented without impacting the er-
ror rates of the device. This reduces the number of pa-
rameters of interest to 4n, where n is the number of
qubits of the device. In [24] it was shown how to sam-
ple these parameters in an efficient way and [25] showed
how by averaging over a local Pauli basis the sampling
could be made scalable. However it is clearly not scal-
able to estimate all 4n parameters. Despite this apparent
intractability, as we move towards quantum devices that
are potential candidates for error-correction it is clear
that our regime of interest becomes a machine where the
relevant error rates, and in particular multi-qubit error
rates, will be sparse and thus their estimation potentially
scalable. Given this sparsity the question then becomes
are we able to extract such sparse error rates in manner
that is efficient and scalable with respect to the sparsity.
In this paper we show this can be done.

Here we expand on the work presented in [24] to show
how to efficiently extract all Pauli error rates, where
one can make the assumption that the Paulis with er-
rors above a threshold of interest (ε) are s-sparse. In
particular it is important to be able to recover any spe-
cific high weight (multi-Pauli) errors that might exist in
the device. While it might be expected there will be k-
nearest-neighbor correlations that will be influenced by
the topology and underlying physics of the device itself,
ideally any protocol used should also highlight and re-
cover any unexpected long range correlations that might
exist.

In Ref. [24], the authors essentially derived a variant of
the Kushilevitz-Mansour algorithm [26] for learning deci-
sion trees via the Fourier spectrum and applied it to the
case of Pauli channels. In the present work, we leverage
more recent insights from the theory of sparse Fourier
transforms [27] to derive nearly optimal algorithms for
sparse Pauli channels. SF: return to this later...



2

II. PRELIMINARIES

The notation used in this paper is set out in detail in
appendix A, however the following summary covers the
relevant terms. A Pauli channel E acting on a quan-
tum state ρ is of the form E(ρ) =

∑
j pjPjρPj , where

pj is the error rate associated with the Pauli opera-
tor Pj . The Pauli error rates pj form a probability
distribution. These are closely related to, but distinct
from, the Pauli eigenvalues, which are defined to be
λj = 2−nTr

(
PjE(Pj)

)
. Thus, when a state ρ is sub-

jected to the noisy channel E , the Pauli error rate pj
describes the probability of a multi-qubit Pauli error Pj
affecting the system. In contrast the Pauli eigenvalues de-
scribe how faithfully a given multi-spin Pauli operator is
transmitted. The Pauli error rates pj and eigenvalues λj
are related by a Walsh-Hadamard transform (where the
transform is ordered by Pauli commutation relations —
see appendix A for a further discussion). For any natural
number N , then we write [N ] to mean {0, . . . , N − 1}.

In an analogy with discrete Fourier transforms, the
Pauli error rates can be thought of as the frequency or
spectral domain components of the time domain signal,
being the Pauli eigenvalues. Here we wish to sparsely
sample the dense time domain signal (the eigenvalues)
and reconstruct the entire (but sparse) frequency domain
(the error rates).

The underlying assumption is that for a quantum chan-
nel on n qubits we have a sparse underlying Pauli error
rate. Here we are going to assume there are only s� 4n/2

Pauli error rates with probabilities greater than ε in this
distribution. This is what we mean when we refer to an
s-sparse model.

Under the s-sparse assumption, we show how to esti-
mate all the error rates greater than ε with high accuracy
with polynomial sampling and time complexity.

Our recovery methodology builds on the main result
of Ref [24] and an adaptation of the classical algorithms
described in Refs [27, 28]. In Ref [24] Flammia and Wall-
man show how to recover the Pauli fidelities of a stabi-
lizer covering (i.e. 2n Paulis) to relative precision ε us-
ing O

(
ε−2n

)
measurements. The circuit modifications

required to be made to that algorithm are shown in Fig-
ure 1. The recovery of all 4n Pauli fidelities would require
2n applications of this algorithm, which is clearly not
scalable in n. While Ref [24] presents a binary search al-
gorithm for high-weight Pauli errors that is efficient in the
number of Pauli errors that need to be determined, nu-
merical reconstructions confirm that the number of Pauli
eigenvalues that have to be determined are close to the
theoretical bounds of O( 1

ε2 log(. . . )) Pauli eigenvalues per
Pauli error rate and consequently it would prove difficult
to use in practice.

We show how the s-sparse Pauli error rates can be
ascertained by making a practical and scalable number
of queries of Pauli eigenvalues. We will assume the Pauli
eigenvalues are determined using the algorithm from [24]
(although they can, in principle, be determined by using
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FIG. 1. (a) shows the protocol (slightly modified) as de-
scribed in [24]. A single n-qubit Clifford is used to select a
random n-qubit stabiliser set. Paulis are then used to twirl
the channel, before it is returned to the computational basis
for measurement. The procedure is repeated for various values
of m. The Cliffords determine which of the 2n Pauli fidelities
are recovered by the circuit. (b) shows a further modification
of the circuit, where instead of using a generic n-qubit Clif-
ford only two-qubit Cliffords are used. (Where the device has
an odd-number of qubits a single Clifford can be used on one
of the qubits.) Since there are only random Paulis in the se-
quence between the Cliffords, a further two qubit Clifford per
pair is sufficient to return the computation to the computa-
tional basis. As discussed in the text for each chosen value of
m, the circuit is repeated for multiple sequences with different
randomly chosen Paulis, but for fixed Cliffords. Collectively
each of the runs for multiple-choices of Paulis carried out over
several different lengths of m are knows as an experiment. (c)
shows how once an experiment has been chosen for Step 1 of
the procedure (1), further experiments are created in order to
provide the information needed to provide the offsets required
to identify the Pauli (see text). As shown in (2) each of the
two qubit Cliffords needs to be cycled sequentially through
the four other 2-qubit stabiliser groups (i.e. the four that are
different from the initial choice). This means that for each
sequence in Step 1, a further 2n experiments needs to per-
formed (3), leading to 2n+1 experiments per stabiliser group
chosen. For the second group an offset of one qubit should be
chosen, meaning the local stabiliser groups now span different
qubit pairs. Simple Pauli twirls can be carried out on any odd
or isolated qubits.
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any other appropriate method). We show how to form
queries that are efficient not only in s but also in the
number of experiments required to recover all s-sparse
Paulis, delivering a mechanism that is efficient and easy
to implement experimentally.

III. ESTIMATING SPARSE PAULI RATES
FROM NOISY FIDELITY

We will adapt and expand the work of Refs [28] and [27]
(the reconstruction algorithms) to the current circum-
stance. The problem looked at by Scheibler et al. [28] and
later (in the regime of noisy signals) by Li et al. [27] in-
volved decoding a signal x ∈ RN , which contains N = 2n

samples, indexed by m a binary index i.e, where m ∈ Fn2 .
In our circumstances we are not analysing the fre-

quency domain of a signal, but rather the global proba-
bility distribution of the Pauli errors in a quantum device
and the eigenvalue distribution of the Paulis in a super-
operator representation of the averaged noise channel.
For an n-qubit device we have N = 4n, being the num-
ber of distinct Pauli eigenvalues, which requires the index
m to be 2n bits long i.e. m ∈ F2n

2 . We discuss the index
we use shortly.

As discussed above, for a particular n-qubit Pauli Pj ,
the error rate associated with that Pauli is pj and the
eigenvalue of that Pauli (representing how faithfully that
multi-spin Pauli can be transmitted through the averaged
noise channel in the device) is λj .

In this case we have a Walsh Hadamard transform co-
efficient, computed as:

λk =
∑

m∈F2n
2

(−1)〈k,m〉pm, (1)

where 〈k,m〉 represents the inner product of the Paulis
represented by these bistrings. The symmetrical nature
of the Walsh-Hadamard transform (including this vari-
ation, see appendix A for more details) means we also
have:

pm =
1

N

∑

k∈F2n
2

(−1)〈m,k〉λk. (2)

To relate this to our problem we note that each n-qubit
Pauli can then be represented by a binary string 2n bits
long. We imagine expressing each Pauli as a bit string,
mapping I → 00, X → 01, Y → 10, and Z → 11.

Given this mapping the algorithms presented in [28]
and [27] are broadly applicable (we will note where ad-
justments have to be made) and of course we wish to
exploit our ability to make 2n simultaneous commuting
measurements.

Below we give a broad overview of the reconstruction
algorithms as applicable to our needs. For specific details
the reader is referred to Ref [27] and for reconstruction
guarantees in our specific case, to Theorem 1. We first

deal with the noiseless case.
The main idea behind the algorithm is to note that

each Pauli eigenvalue is made up of a linear combination
of all the Pauli error rates. By sub-sampling the eigenval-
ues, we are able to split up the Pauli error-rates, figura-
tively creating buckets of error rates, where each ‘bucket’
contains a linear combination of a smaller number of er-
ror rates. Provided that there are sufficient buckets, then
in the sparse regime most of these buckets will only con-
tain a few Pauli error rates with weight ≥ ε. If we can
identify these buckets we can evaluate these error rates
and this information will allow us to reconstruct all the
sparse error rates. With this in mind, the reconstruction
algorithm can be broken down into three main steps:

1. Determining the sub-sampling bins and performing
experiments to sample the required eigenvalues.

2. Construction of the correct offsets (and subsequent
sampling) to enable identification of single Pauli-
bins (single-tons) and the Pauli which occupies
them.

3. Running the decoder, to ‘peel back’ single-tons,
converting multi-Pauli bins to single-Pauli bins.

We describe these three steps in an intuitive manner
below. Proofs as to the efficacy of the algorithm de-
scribed are contained in Appendix D.

Step 1. The intuition behind the first step is that
it is possible to sample a specific pattern of eigenvalues
that will allow the reconstruction of the global probabil-
ity vector, but where various probabilities are binned (i.e.
added together). For instance, given a global probability
vector with 4n values it is possible to rewrite this as a
quasi-probability vector (p̃) with 2n values, each value
being composed of the sum of 2n of the original global
probability values. In the regime where our sparsity is
< 2n then we will show that with appropriate random
sampling a large number of these quasi-probability vec-
tor values (which we will call buckets), will be composed
of none or one of our sparse Pauli errors, i.e. those with
a weight ≥ ε.

Whereas [28] imagined using specific bit patterns of
binary strings to index the requisite eigenvalues to sam-
ple, we wish to exploit the ability of a quantum device
with independent measurement on each qubit to sam-
ple from a bit string of 2n values. As previously dis-
cussed the protocol in [24] shows how to measure, to
multiplicative precision, the Pauli eigenvalues of 2n com-
muting Paulis using one randomized-benchmarking style
experiment. The constraint that the Paulis measured be
mutually commuting is exactly the constraint we require
for the sub-sampling to allow us to create the required
quasi-probability vector.

So let us assume we have a randomly chosen stabiliser
group, stabilising an n-qubit state. The stabiliser is a lin-
ear subspace of F2n

2 (using our representations of Paulis)
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such that 〈a, b〉 = 0 for all a, b ∈ S, with 2n group ele-
ments. The group itself will consist of the trivial Pauli
(P⊗nI ) and 2n − 1 non-trivial Paulis.

So let Ψj represent the jth element of the chosen sta-
biliser group. Our quasi probability vector (consisting of
2n bins each containing 2n distinct Pauli errors) becomes:

p̃j =
1

2n

∑

l∈Fn2

λΨl(−1)〈j,l〉, j ∈ Fn2 . (3)

The effect of this is that 2n sampled Pauli eigenvalues
(that is the eigenvalues relating to the Paulis forming
the stabiliser group), when transformed by the Walsh
Hadamard transform, gives us 2n bins, each containing a
sum of 2n error rates.

The first assumption of the algorithm then becomes
that there will be a number of bins that only contain one
Pauli error rate with a weight ≥ ε (the other Pauli errors
allocated to that bin being, effectively, zero).

This will depend on the size of the bins and the spar-
sity of the Pauli error rates, and is discussed further in
Appendix D.

So how do we construct our stabiliser group? The most
obvious way is to sample a random n-qubit Clifford (see
[29] for how to do this). However as n grows past a few
qubits, then on current devices the number of single and
multi-qubit gates required to construct such a Clifford
circuit will run the risk of flattening the signal required
to estimate the eigenvalues. A better way for current de-
vices is to use a random subset of n-qubit stabilisers that
can be formed from a single round of non-overlapping
2-qubit Clifford gates. This has the added advantage of
making it trivial to work out how to perform step 2.

Step 2. The question then becomes how do we detect
which bins contain a single Pauli error rate? To do this
the reconstruction algorithms use the shift/modulation
property of the Walsh-Hadamard transform, specifically:

λm+p
WHT←→ (−1)〈p,k〉pk . (4)

By taking each element of the stabiliser group and off-
setting the sample with a shifting bit pattern (e.g. for
four qubits, the sample would be offset by the five follow-
ing bit patterns [0, 0, 0, 0], [1, 0, 0, 0], [0, 1, 0, 0], [0, 0, 1, 0],
[0, 0, 0, 1]) then the Pauli error rates consigned to that
bin are no longer merely summed but rather are added
or subtracted depending on whether the inner product
of their ‘bit-strings’ and the relevant pattern is zero or
one. This result will be illustrated in more detail in Al-
gorithm 2 and Lemma 1, where we also discuss how to
use bit-flip error dectection codes to make the decoding
more robust to noise.

p̃j,d =
1

2n

∑

l∈[2b]

(−1)〈j,l〉λ(d+Ψl), j ∈ Fn2 , d ∈ {20 . . . 22n} .

(5)
This leads to a number of remarkable effects. If the bin

is empty (i.e. contains no Pauli error rates with non-zero

errors) each of the offset bins (i.e. for a particular j each
p̃j,d, d ∈ {20 . . . 22n}) will also be zero. If the bin contains
only one non-zero Pauli error rate then the magnitude of
the sum of each of the offset bins will be constant, and
the sign of the sums will identify exactly which Pauli
has the non-zero error rate. (For example using the four
qubit offsets shown above, if the absolute values of the
bins were all 0.001 and the signs of the 4 offset bins were
+−−+, this could only be caused by a single Pauli error
rate of 0.001, with a bit string of 0110). In every other
case, the bin contains multiple Pauli error rates (a multi-
Pauli bin), which leads us to the PEELING decoder (see
step 3).

So how can we construct the experiments that will al-
low us to extract the ‘shifted’ eigenvalues? For instance,
one might note that for any particular stabilizer group S,
the offset bit pattern applied to each of the elements of
the group are unlikely to form a stabiliser group.

It transpires that where we use a stabiliser group cre-
ated by local two-qubit Cliffords (on each qubit pair),
we can do this simply by iterating each distinct qubit
pair through four further (different) two-qubit stabiliser
patterns. There are five two-qubit stabiliser groups in
total, labelled S⊗2

1...5. We set these groups out in detail,
together with the two-qubit circuit needed to create them
in fig. 4. The initial stabiliser is chosen by selecting ran-
domly from S⊗2

1,2 for each qubit pair. This becomes the
stabiliser for the purpose of Step 1. This circuit is used to
conduct the first experiment and extract 2n Pauli eigen-
values. The offset pattern required for this step 2, is con-
structed by iterating over each qubit pair, and replacing
the circuit chosen in Step 1, with one of the other 5 (for a
total of 4 further experiments per qubit pair). The total
number of experiments required is therefore 2n + 1. By
analysing each of the experiments formed we will be able
to pull out of the all the eigenvalues determined by such
experiments. Figure 1 shows the circuits used for each
experiment and illustrates the method described above.

Step 3. If we use a variety of sub-sampling matri-
ces (that is we repeat Steps 1 and 2 for more than one
random initial choice of Cliffords) we are now in the po-
sition where we have identified a number of Pauli error
rates (from bins that contain only one Pauli error rate)
and we will also have a number of bins that contain more
than one Pauli error rate (multi-Pauli bins). For any
two different stabiliser groups, different Pauli error rates
will have been hashed into different buckets. Where we
have identified a single Pauli error rates under, say, sta-
biliser group 1, that same error rate may be in a different
bucket under stabiliser group 2, a bucket it shares with
one or more different high weight Paulis (i.e. it may be in
a multi-ton bucket under stabiliser group 2). However,
because we know the value of this Pauli error rate (since
it was a singleton under stabiliser group 1), we can re-
move it from the bucket created by stabiliser group 2.
The hope being that after this removal we are left with
a bucket that now has only one Pauli error rate left in it.
This removal of the value of a previously identified sin-
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gleton from a different stabiliser group’s bucket is known
as ‘peeling back’ the known values – giving the PEEL-
ING decoder its name. The goal being that when we peel
back our identified error rates, we might create more bins
that now contain only one Pauli error rate. This can be
applied in an iterative fashion until we have identified all
Pauli error rates (all the bins are empty) or have no fur-
ther single Pauli error rates to peel back, and all these
steps can be viewed in Algorithm 3. In the latter case
the reconstruction algorithm has failed, although we will
know the magnitude of the error rates we have failed to
identify.

Dealing with noise. Ref [27] shows how to adapt the
reconstruction algorithm to deal with noise, where it is
assumed the noise is of the form

pm =
1

N

∑

k∈F2n
2

(−1)〈m,k〉λk + εm , (6)

where εm ∼ N (0, σ2
m).

The ‘signal’ noise in our case is the error in our eigen-
value reconstructions caused by finite sampling. These
finite sampling errors occur because of the limited num-
ber of sequences and measurement ‘shots’ per sequence
occurring when the experiments are carried out. These
errors are analysed and bounded for the present proto-
col in [24], where they show how the reconstruction error
rates are multiplicative, that is the percentage error rate
remains constant even as the the sum of 1 - the Pauli
eigenvalue approaches 0. To reduce noise, the number
of sequences and shots per experiment needs to be in-
creased. However, despite the fact that the noise comes
from such sources, we can assume that the errors from
the least square fitting procedure used to determine the
eigenvalues are normally distributed and thus that the
noise is normally distributed. Should it be required the
variance of the eigenvalue reconstruction can be suffi-
ciently determined by bootstrapping the protocol from
the observed measurement outcomes (this is described in
detail in [25]).

The PEELING decoder only requires two adjustments
to account for noise, namely the zero Pauli verification
and the single Pauli search protocols.

For the former, under the exact model we identify a
bin as being empty if the value of the bin (and each of
the offset bins) is zero. Where we have noise, we simply
relax the requirement that the bins are exactly equal to
zero before identifying them as empty. We can bound an
acceptable small value as indicating an empty bin, given
the number of ‘noisy’ zeros in the bin and our estimate of
the noise. This will lead to a floor of Pauli error weights
we can recover, i.e. we are unlikely to recover those Pauli
errors with a value so small they are swamped by the
noise in the bins. This is an inevitable consequence of
the noise.

The single Pauli identification process has two aspects
that need to be considered. The first is ‘does the bin
contain only a single Pauli?’, the second is ‘if so: which

Pauli?’. For a noisy oracle the first question is dealt with
the same way as the noisy zero, i.e. we only require the
magnitudes of the offset bins to match to within some
noise parameter. While this runs the risk of not noticing
some small Pauli error rates that are also in the bin, it
appears to work well in practice. The second is more akin
to a noisy bit flip channel, in that the noise may cause us
to incorrectly identify a ‘1’ as a zero or vice-versa. (This
is more likely when the noise is commensurate with or
greater than the Pauli error weight.) One simple method
of dealing with this is to repeat sample with different
offsets, and then take a majority vote (see [27] for more
details), however our numerical simulations do not sug-
gest that this is necessary. Finally we can use a number
of random offsets and some additional fixed offsets chosen
in such a way they form a classical error correction code
to further protect the algorithm from noise. While this
does not alter the sample scaling, it will impact the num-
ber of experiments but it comes with a robust recovery
guarantee and forms the basis for the recovery guarantee
described in the next section and appendix D.

IV. RECOVERY GUARANTEE FROM NOISY
PAULI EIGENVALUES

Using the algorithm illustrated above and leveraging
the proofs contained in [27], we can construct the re-
covery guarantee shown below relating to our ability to
recover Pauli error rates with bounded error from noisy
Pauli eigenvalues. Moreover, the necessary sampling and
computing complexities are both polynomial with the
sparsity s and number of qubits n. The intuition behind
the guarantees is that by increasing the number of offset
observations we can induce an exponential decay in the
the chance of the bin detector subroutine failing. If the
bin detection succeeds, then as shown in [27] an oracle-
based peeling decoder will succeed with high probability.
The error bound arises through a suitable choice of the
gap between a noisy result and increasing resolution of
bin detector as the number of offset observations increase.

Assumption 1. Let p ∈ R4n be the WHT coefficient
vector with support K = supp(p). We make the following
assumptions:

A1 The support set K is chosen uniformly at random
from all subsets of [N ] of size exactly s. The spar-
sity s = |K| = O(4δn) is sub-linear in the dimension
4n for some 0 < δ < 1. (see appendix C for a dis-
cussion of this assumption)

A2 Sufficient sequences are sampled that noise arising
from an imperfect estimation of Pauli eigenvalues
can be modelled by an identical normal distribution
centered around the eigenvalue with variance ξ2.

A3 Each coefficient pm for m ∈ K is lower bounded by
ρ0, and ρ0 ≥

√
4ν2 where ν is the standard devia-
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(a) (b) (c)

FIG. 2. (a) This figure shows the ability of the reconstruction algorithms to recover experimentally inspired sparse Pauli
distributions. The distributions were from a 14 qubit device, and therefore the oracle consisted of 228 = 268, 435, 456 potential
eigenvalues. The text (section V) contains a full description as to how the eigenvalue oracles were constructed. Varying
levels of normally distributed noise ∼ N (0, σ2) was added to the oracle, and the algorithm was run to try and recover all
the different Pauli eigenvalues. The scatter plot shows the accuracy with which the Paulis in the original distribution (with
a weight ≥ 10−5) were recovered for various levels of noise. In all cases the eigenvalues sampled consisted of those retrieved
via 58 random benchmarking style experiments. As a separate experiment 4 different randomly generated many body Paulis
with error rates normally distributed around µ = 0.005, σ = 0.001 were inserted into the probability distribution and the
algorithm was run in an attempt to recover these Paulis. The relative errors in recovery were ascertained over 100 runs of this
experiment and are plotted as (b), inset in the main graph. As can be seen these Pauli error rates were recovered with high
relative precision in all cases. Finally the one norm trace distance between the original probability distribution (p) and the
reconstructed probability distribution (p̃), being 0.5 × |p − p̃| was calculated for 100 different randomly generated samples of
noise and plotted in the right hand chart (c). As can be seen the entire probability distributions are consistently recovered to
high precision.

tion of the unit bin error induced by the imperfect
eigenvalues.

Theorem 1. Let Assumption 1 hold for the target Pauli

eigenvalues λ̂ and the corresponding Pauli error rates p.
Then for any sparsity regime s = O(4nδ) with 0 < δ < 1,
the above algorithm computes the s-sparse Pauli error
rates p̂ with a noise bound ||p̂− p||∞ ≤

√
4ν2, where by

retaining a sample complexity that scales only as O(sn)
and with a computation complexity that scales as O(sn2)
the algorithm achieves a vanishing failure probability PF
for sufficiently large n.

Proof. See appendix E

V. EXPERIMENTALLY INSPIRED
NUMERICAL VERIFICATION OF THE

PROTOCOL

In order to demonstrate the efficacy of the algorithm
we have used data extracted from an IBM device. In
Ref. [25] the full locally averaged Pauli error rates were
extracted from a 14 qubit IBM device. Using this data
set, which consists of 214 locally averaged eigenvalues,
we randomly projected the averaged noise onto the full
Pauli probability simplex in order to simulate a full Pauli
probability distribution. This reconstructed distribution
involves an arbitrary, random, splitting of averaged data
into its constituent components, although if re-averaged
would match the experimentally derived data. In this

sense, it is a realistic, experimentally inspired distribu-
tion. The probabilities were then transformed (using the
Walsh Hadamard transform) to give the noise-free eigen-
value oracle.

The data used had an error free probability of approx-
imately 86%, with approximately 200 Paulis having an
error rate above 10−5, 600 above 10−6 and 2,000 above
10−8. In this part of the paper we were principally in-
terested in the first regime i.e. above 10−5. In [27, 28]
the sparsity of the error rates is identified by a number
δ, where the number of error rates s is related to the po-
tential number of error rates (4n for an n-qubit device)
as s ≈ (4n)δ. The regime numerically explored in this
part of the paper relates to a δ ≈ 0.25.

As can be seen from Figure 2 the sparse recovery proto-
col performs well in this regime (δ ≤ 0.25), requiring only
a fraction of the eigenvalues that would be required for a
full recovery of all Pauli error rates. The limiting factor
in this regime is the noise in the oracle, which equates
directly to the number of measurements/sequences sam-
pled as part of the original measurement error (see [24]
for relevant reconstruction guarantees). It appears that
the effect of the protocol is to allow recovery of the Pauli
error rates to, approximately, an order of magnitude less
than the noise in the oracle. Importantly where there are
many body Pauli errors ‘hiding’ in the distribution the
protocol reveals and evaluates such Pauli error rates to a
high degree of relative accuracy (Figure 2(b)).

Appendix B discusses the regime where (δ > 0.25).
In that case continued recovery of Paulis with low error
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rates requires some changes to the local stabiliser groups
used (or a switch to global random stabiliser groups).

VI. DEVICES � 30 QUBITS

Here we address the practicality of the protocol once
system size becomes greater than, say, 30 qubits. The
protocol executed on the device remains identical as sys-
tem size increases, however, each experiment returns suf-
ficient information to reconstruct 2n eigenvalues, which
when n is > 30 might prove problematic to store in a
typical computer’s working memory and to manipulate.
All, however, is not lost.

One can take advantage of the fact that the Hadamard-
Walsh transform commutes the marginalisation of the
observed probabilities and the process of fitting required
to ascertain the SPAM free eigenvalues (see [24]). The
actual observations only require n bits of data to store.
We can, therefore, marginalise the observations to obtain
overlapping sets of 2m eigenvalues (where we choose m
to be the largest computationally tractable number for
our classical computer). This will mean that we have
multiple sets of 2m buckets, each potentially containing
22n−m Pauli error rates. Given this, the s-sparse assump-
tion now becomes s < 2m. However, in systems of this
size, where this is not the case, then most of the error
rates will be extremely small.

VII. CONCLUSION

We have shown that for sparse Pauli channels we can
learn all Pauli errors, even those with associate with high
weight Paulis, using realistic experimental resources that
scale with the sparsity of the Pauli errors. In particular
we have demonstrated that using only a few local two
qubit gates and a number of quantum experiments that
scale linearly (with a factor of about 4), we can recover
upto 4δn of the highest error Paulis, where δ ≤ 0.25. Our
numerical analysis indicates in the regime where 0.25 ≤
δ ≤ 0.5 we can still recover these errors with a number of
experiments that only scale quadratically in the number
of qubits.

We back these experimental protocols with rigorous
performance guarantees that confirm, with physically
plausible assumptions, we only require to sample a num-
ber of Pauli eigenvalues that scale with O(sn), where
s is the assumed sparsity of the Pauli error probabili-
ties in question. This coupled with our ability to utilise
the protocols presented in [24] and [25] to learn up to
2n commuting Pauli eigenvalues per experiment gives us
the ability to use the protocol in a way that scales with
experimental resources as described above.

This work provides an experimentally realisable
method of identifying the relevant Pauli errors in large
scale quantum devices, even if there are unexpected long
range correlations between the qubits. The ability to do

so will be vital as we seek to mitigate the errors in such
devices, to learn the noise patterns that exist when such
devices are operated holistically and will allow better de-
signing and tailoring of error correction protocols in such
devices.

Appendix A: Notation and Preliminaries

Given a set of n qubits with Hilbert space dimensions
d = 2n, we can introduce the following notation. Let
Pn denote the group of Pauli operators on all n qubits
and Pn = Pn/〈i〉. There is a natural isomorphism be-
tween multiplication on Pn and bit-wise addition of 2n-
bit strings Z2n

2 given by

a ∈ Z2n
2 , a←→ Pa = Paxaz = iax·azX[ax]Z[az], (A1)

where ax, az ∈ Zn2 and X and Z are the standard single-
qubit Pauli matrices, and Pa ∈ Pn is understood to be a
canonical coset representative. Here X[ax] = Xax1⊗. . .⊗
Xaxn , and similar for Z[az]. Using this isomorphism, we
can directly use a ∈ Z2n

2 to denote the Pauli matrix Pa.
For any two Pauli matrices Pa and Pb, we have PaPb =
(−1)〈a,b〉PbPa where

〈a, b〉 = ax · bz + az · bx mod 2 (A2)

is symmetric and bilinear.

In this paper we use a variant of the Walsh Hadamard
transform, where the ordering is determined by the com-
mutation relations between the Paulis (represented as bit
strings). The natural ordering of a Walsh Hadamard
transform matrix can be calculated from the Kronecker
product of a binary matrix, thus:

WHT-natural ordering =


 1 1

1 −1



⊗n

(A3)

In this case, like the sequency order and dyadic order
variants of the Walsh Hadamard transform we reorder
the columns of the transform matrix. Unless otherwise
expressly noted, we use a WHT where the (i, j)th entry
of the Hadamard transform matrix is given by (−1)〈i,j〉

where the inner product is calculated using the commuta-
tion relation of the Paulis represented by the bit-strings i
and j. The advantages of using this variant of the WHT
is that when it is used to transform Pauli eigenvalues to
Paulis probabilities and vice-versa (eq. (1) and eq. (2)),
the position of the Paulis in the various transformed vec-
tors remain constant.

We define a stabilizer group S to be a linear subspace
of Z2n

2 such that for all a, b ∈ S, 〈a, b〉 = 0. Thus a
stabilizer group forms a commuting subgroup of the full
Pauli group. Moreover, for a set X ⊆ Pn, we can define a
stabilizer covering O which consists of stabilizer groups
such that O = {Sj} and X ⊆ ⋃j Sj .
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We define the commutant of a set G ⊆ Pn to be a
group CG 6 Pn which satisfies

CG = {a ∈ Pn : ∀g ∈ G, 〈a, g〉 = 0}. (A4)

And we can further define the anti− commutant AG of
G ⊆ Pn to be the quotient group Pn/CG.

1. Quantum Channels and Model Assumptions

For a general linear quantum channel L : Cd×d →
Cd×d, it can be represented in Kraus operator form:

L(ρ) =
∑

k

AkρB
†
k. (A5)

In this paper we are interested in a specifiy type of chan-
nel, namely a Pauli channel. A Pauli channel E acting
on a state ρ can be represented as

E(ρ) =
∑

a

paPaρPa, (A6)

where pa is the error rate associated with Pauli operator
Pa. Moreover, we are more interested in a specific class of
operations that is trace preserving channel, and a trace
preserving Pauli channel must satisfies

∑
a∈Pn pa = 1

and consequently the set {pa} forms a probability dis-
tribution. These Pauli rates are closely related to the
Pauli eigenvalues {λj} where λj = 2−nTr[PjE(Pj)]. In
fact, the Pauli eigenvalues describe how faithfully the
Pauli channel transmits a particular Pauli.

For any set T ⊆ U(d), we define T−twirling of a chan-
nel L to be

LT =
1

|T|
∑

T∈T
T LT † (A7)

The procedure in [24] deals with some specific error
scenarios, in order to avoid the difficulties from general
model, we need to add some necessary and reasonable
assumption for the error model.

Definition 1. (GTM noise). A noise model is time-

stationary if the noisy implementation Ũ(t) of a gate U
at time t is a linear map that is independent of t and
if state preparations and measurements are respectively
described by fixed operators and POVMs. A noise model
for the Pauli group is called GTM (gate-independent,
time-stationary, Markovian) if it is time-stationary and
there exists a completely positive trace-preserving map
Λ such that P̃ = PΛ for all P ∈ Pn.

Definition 2. (Weak, stable). A noise map L is c−weak
is the Pauli twirl LPn is close to the identity channel
in the operator norm. A SPAM parameter A is called
c− stable if A ≥ 1− c.

(a)

(b)

Y

FIG. 3. (a) shows the additional recovery possible if protocol
described in appendix B is used. Here we increase the number
of experiments by varying each set of qubits over each of the
5 previously identified local stabiliser groups. This requires
O(n2) experiments. On a practical level this is only required
when many very low weight Paulis need to also be recovered,
and will of course require many more measurements to obtain
the fidelities with increasingly small amounts of noise. (b)
shows the recover of 1000 different Paulis with error rates as
low as 10−7 with high relative accuracy, even with a noise
of σ2 = 10−5 applied to the fidelity results. Inset a more
detailed look at the recovery in the regime between 10−6 and
10−8. with noise levels of σ2 = 10−5

Appendix B: Experiments in the regime 1
4
< δ < 1

2

While the experimental protocol presented in the main
text is likely to be all that is required in most practical
regimes, if the number of Paulis to be recovered is high,
then a slight modification might be needed. Unlike the
situation where one is using completely random stabiliser
groups, the local stabiliser protocol can fail when trying
to reconstruct many low-error Paulis that differ only in
one or two Paulis, in such a way that they cannot be
separated by the local stabilisers. This might occur, for
instance, in the regime where δ > 0.25. In such cir-
cumstances, one can cycle each distinct set of two qubit
pairs through the 5 stabiliser groups identified, and then
generate the offset buckets for each of them. The num-
ber of experiments that need to be performed are the
original experiment (1), then a further 4 for each qubit
pair (4), times the number of qubit pairs (n/2), times
the number of experiments needed to generate the off-
sets on the remaining n− 2 qubits (4(n− 2)), for a total
of 1 + 8n(n − 2) = O(n2) total experiments. The eigen-
values gathered this way allow the creation of n/2 prop-
erly offset sub-sampling matrices of 2n+2 buckets each
containing 2n−2 Paulis. This appears to be sufficient to
exactly recreate the global probabilities upto δ = 0.5.
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Figure 3 illustrates the extra recovery power available.

Appendix C: Practical experimental and algorithm
implementation - overview

In appendix E we prove theorem 1, giving recoverabil-
ity guarantees, based on the assumptions contain in as-
sumption 1. The full details of the components of the
decoder required to support the recovery guarantee are
contained in appendix D.

Here we describe in more detail the intuition behind
the algorithm, the experiments prescribed and a simpli-
fied, practical extraction algorithm. [? ] contains code
and examples showing how the following algorithm can
be used to recreate the figures in this paper.

Determining a suitable value for C

Our proofs relating to the recovery of s-sparse Pauli
errors require an assumption that each element in the
support set K is chosen independently and uniformly at
random from [N ]. At first glance it may appear that this
is not likely to be the case in a quantum device as the
Pauli errors are likely to cluster around low-weight Pauli
errors rather than be uniformly distributed over the 4n

different possible Pauli errors. However where we choose
random n-qubit stabilisers (global stabiliser groups) as
the basis for sampling the Pauli eigenvalues, this effec-
tively randomizes the “bin” into which we consign any
specific Pauli error rate allowing us to satisfy the uni-
formly random distribution requirement.

Given this we can continue to use the “balls-and-bins”
model utilized in [Lemma X]. We can use this insight,
together with our ability to simultaneously sample 2n

commuting eigenvalues to determine practical values for
C given our bin size of B = 2n.

Since the sparsity s� N , we have with high probabil-
ity that the the maximum number of Paulis (balls) in one
bin will be 1

1−δ , which in the sparsity regime of interest
will be < 2. Assuming we have an s−sparse distribution,
with B := 2n being the number of bins sampled. Then,
the sparsity coefficient η, given by B = ηs, is at least 1.
This means that we only require C, being the number
subsampling groups to be 2, to recover all of the edges in
O(s) iterations with probability at least 1−O(1/s) (see
[Insert Ref - was Appendix B of Li]). It can then be seen
that as each experimental run recovers 2n eigenvalues,
we need to perform one experimental run for each bin
plus one for each of the offsets of the bin times the num-
ber of subsampling groups. Giving the minimum num-
ber of experimental runs as 2(2n+1). As we discuss later
by increasing the number of offsets we can increase the
recovery guarantees, but at the cost of sampling more
eigenvalues (although still scaling with n).

In the case where our device is too large for η ≥ 1,
for instance where we have had to marginalise over the

|q1〉 H P

|q2〉 H P • •
|q1〉 H

|q2〉 H

(a) II ZX YZ XY (b) II IX XI XX

|q1〉 H P P

|q2〉 H • •
|q1〉 H P

|q2〉 H P

(c) II ZY XZ YX (d) II IY YI YY

FIG. 4. Some example sub-circuits required to perform the
transform into the local stabiliser group appearing in Figure 1.
The inverse gate will be of a similar form, but will have the
relevant Paulis compiled into it, in order to undo the Pauli
twirl. Note in (a) and (c) the order the stabilisers appear in
the figure are important and different from the more natural
ordering appearing in the body of the papers. The order can
be changed by an appropriate circuit (to exactly match the
text) but will require an extra two-qubit gate. Otherwise,
care just needs to be taken in the operation of the decoder
(and identification of the corresponding bucket). Finally the
order of time is from left to right, i.e. left-most gates are
applied first.

measurements as log(B) ≥ 30, then we can increase our
effective C by marginalising over randomly chosen qubits
and creating our sub-sampling matrices from such ran-
domly chosen sub-samples of the measurement outcomes.
This will allow us to retain the recovery guarantees with-
out increasing the number of experiments on the device,
although with increased computational cost in setting up
and performing the peeling decoder.

Using local circuits

Our numerical simulations, based on available realistic
data, indicate that randomly chosen global stabilisers are
not in fact necessary to distribute the Pauli errors widely
enough to allow recovery. It appears that local stabiliser
groups suffice. This allows us to dramatically reduce cir-
cuit complexity while keeping the number of experiments
required to a minimum. Figure 1(c) details the local two-
qubit stabiliser groups that can be selected to perform an
extraction experiment that is viable on most current de-
vices. In fig. 4 we show the local Clifford circuits that
can be used (with their corresponding inverse) at the be-
ginning (end) of the measurement circuits to create these
local stabiliser groups. In [24] it was shown that using
such circuits we can estimate 2n Pauli fidelities, with rel-
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ative precision ε, using O(ε2n) measurements.

Having chosen the series of stabilisers to measure, to-
gether with the circuits of offsets we will have all the
relevant fidelities required to use the noisy peeling de-
coder.

In algorithm 1 we show how to operate the decoder on
a practical level, assuming that there are a large number
of Paulis sitting below the level of interest (i.e. with an
error rate � ε). To understand how it works one should
note that there are two main components to dealing with
the noise. The first is when deciding if the ‘bucket’ is
zero, i.e. the only values in the bucket and its offsets are
noise. We initially start willing to assume this is the case
and slowly become less willing to accept that the bucket
is really zero as we start to try and recover smaller and
smaller error rates. This means that initially the decoder
will concentrate only on buckets that have relatively large
Pauli errors in them and will be less likely to mistake
noise as indicative of an error.

For instance, assuming a reconstruction error nor-
mally distributed with a standard deviation of 0.01,
then if a bucket contained 214 0-error Paulis with such
noise, we would expect the mean of such a bucket
to be centered around 0, with a standard deviation
of
√

(0.012/214) ≈ 7.8 × 10−5. Therefore allowing 3
standard deviations we would expect the square of
the noise in the bucket to be less that ≈ 5.5 × 10−8.
By ignoring buckets with a squared value less than
5.5 × 10−8 and slowly decreasing this number to, say,
5.5× 10−10 one can ensure that higher error rate Paulis
are first recovered, before exploring possibly empty
buckets for low error rate Paulis. The second component
is the willingness to accept that there is only one value
in the bucket offsets. This time we start with a strict
check, we only accept a Pauli if the noise is below a
threshold and slowly relax this as we aim to recover
Paulis that happen to have increasing amounts of noise
in the buckets with them.

Algorithm 1 Noisy Peeling Decoder

Require: M ← Paulis in groups (C sets), . Figure 1

Require: λΨl,c for l ∈Mc c ∈ [C], . Eigenvalues

Require: λ(Ψl,c⊕b) for l ∈Mc c ∈ [C],b ∈ 2[2n] . Offsets

1: Zs ← initial zero sensitivity

2: Ss ← initial singleton sensitivity

3: P ← initialise empty list of Paulis + errors

4: . Set up quasi probability ‘buckets’.

5: for c=1, . . . , C do

6: p̃j,c ← 1
2n

∑
l∈[2n]

λΨl,c(−1)〈j,l〉, j ∈ Fn
2 . Equation (3)

7: p̃j,c,b ← 1
2n

∑
l∈[2n]

λ(Ψl,c⊕b)(−1)〈j,l〉, j ∈ Fn
2 , b ∈ 2[2n]

8: end for

9: . Populate P with singletons.

10: for = 1, 2, ..., arbitrary do

11: for c=1, . . . , C do

12: for p̃ ∈ [p̃j,c, p̃j,c,b], j ∈ Fn
2 , b ∈ 2[2n] do

13: if not IsCloseToZero(p̃, Zs) then

14: if IsSingleton(p̃, Ss) then

15: (P,E) ← SingletonPauliAndSize(p̃)

16: P ←(P,E)

17: . Remove from other sets

18: PeelBack(M[C]/c,(P,E))

19: end if

20: end if

21: if
∑
P ≈ 1 then

22: return P . Success!

23: end if

24: end for

25: end for

26: if no new Paulis added since previous iteration then

27: Zs ← Zs - Decrease willingness to assume zero

28: Ss ← Ss + Increase willingness to accept singleton

29: end if

30: end for

31: return Incomplete P . !Success

Appendix D: Recovery Algorithm

In this section, we propose in detail a hashing-based
subsampling recovery algorithm. Consider a Walsh-
Hadamard transformation among n-qubit Pauli eigenval-
ues and Pauli error rates like (1). In order to recover a
set of sparse Pauli error rates with noisy eigenvalues, it
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is necessary to consider a noisy variation

λ̂k =
∑

m∈F2n
2

(−1)〈k,m〉pm + wk, k ∈ F2n
2 . (D1)

Note that we employ wk to indicate the sampling errors of
the eigenvalues, and for simplicity we are assuming that
they are all independent Gaussian random variables with
distribution N (0, ξ2). The proposed algorithm follows
the SPRIGHT framework of Ref. [27]. It first samples
Pauli eigenvalues and forms several groups of bins. The
algorithm implements the Peeling Decoder algorithm 3
to gain information from the sampled bins.

To subsample bins from noisy eigenvalues, this algo-
rithm employs C subsampling groups, each of which con-
tains a binary matrix Mc ∈ F2n×2b

2 and a set of P offsets.
These offsets provide redundancy designed make the re-
covery algorithm robust to such limited sampling noise.
Before constructing explicit algorithms, we shall intro-
duce a method for choosing offsets by using good error
correcting codes [27].

Definition 3. Let P = P1 + P2 with Pi = O(n) for i =
1, 2. We choose P1 random offsets dt for t = 0, · · · , P1−1
chosen independently and uniformly at random over Fn2 ,
and P2 coded offsets dt for t = P1, · · · , P − 1 such that
the offset matrix G = [· · · ; dt; · · · ; ] ∈ FP2×2n

2 consti-
tutes a generator matrix of a linear code with parameters
[P2, 2n, βP2] with β > P, where P is the upper bound of
the probability that the sample error will change the sign
of a single-ton bin.

In what follows, it will be convenient to define a 2n×2n
matrix Jn given by

Jn = In ⊗X =




0 1
1 0

. . .
0 1
1 0


 , (D2)

where all unspecified entries are 0. This is the symplectic
form that controls the commutivity relations in the Pauli
group. That is, if p, q ∈ F2n

2 correspond to Paulis P
and Q respectively, then 〈p, q〉 = pTJnq obeys PQP =
(−1)〈p,q〉Q. (Note that most authors define Jn = X⊗In,
but we have adopted this alternative convention to help
illustrate our construction of the hash functions MT

c m =
j.)

Algorithm 2 Subsampling and WHT

1: Input : Offsets dc;t, dc;t for observation index t ∈ [P ] and

subsampling index c ∈ [C];

2: Input : Subsampling matrices Mc ∈ F2n×2b
2 for some b >

0 and c ∈ [C].

3: Modify : M′c ← JnMcJb ∀ c ∈ [C].

4: for all c ∈ [C], t ∈ [P ], and ` ∈ F2b
2 do

5: k ←M′c`+ dc;t

6: Estimate : λ̂k

7: end for

8: B ← 22b

9: for all c ∈ [C] and t ∈ [P ] do

10: Uc;t[j]← 1
B

∑
`∈F2b2

(−1)〈j,`〉λ̂M′c`+dc;t

11: Output Uc;t[j]

12: end for

The indices on each array are considered to be modulo
their respective dimension, and each element of the sum-
mation M′

c`+dc;t is calculated in the field F2. The algo-
rithm calculates bin coefficients using the corresponding
binary matrices and by taking sum over the whole field
F2b

2 . After this subsampling process, each subsampling
group contains P sets of B = 22b bins.

Lemma 1 (Basic Observation Model). The B-point
WHT subsampled bin coefficients with index j ∈ F2b

2 can
be written as:

Uc;t[j] =
∑

m:MT
c m=j

pm(−1)〈dc;t,m〉 +Wc;t[j], ∀t ∈ [P ].

(D3)

Moreover the sample error is as follows

Wc;t[j] =
∑

m:MT
c m=j

Wm(−1)〈dc;t,m〉,

where Wm is the WHT coefficient of noise samples wk.

Proof. Denote pm +Wm by p̃m, so the noisy Pauli eigen-
values can be transformed to

λ̂k =
∑

m∈F2n
2

(−1)〈k,m〉p̃m, ∀ k ∈ F2n
2 .

Therefore, from Algorithm 2, we can compute that for
all t ∈ [P ]

Uc;t[j] =
1

B

∑

`∈F2b
2

∑

m∈F2n
2

(−1)〈m,M
′
c`〉(−1)〈j,`〉(−1)〈m,dc;t〉p̃m.

The key observation is

〈m,M′`〉 =mTJnM′`
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=mTJn · JnMJb`

=(MTm)TJb`

=〈MTm, `〉,

where the second equation comes from Modify part in Al-
gorithm 2, and the third is due to the following property
of J

Jn · Jn = I2n ∀n ∈ Z∗. (D4)

Thus the bins can be simplified as follows,

Uc;t[j] =
1

B

∑

m∈F2n
2

∑

`∈F2b
2

(−1)〈M
T
c m+j,`〉(−1)〈m,dc;t〉p̃m

=
∑

m:MT
c m=j

p̃m(−1)〈m,dc;t〉

=
∑

m:MT
c m=j

pm(−1)〈dc;t,m〉 +Wc;t[j],

where Wc,t[j] is defined in the lemma.

It is clear from the calculation in algorithm 2, the noisy
part in (D3) remains a Gaussian distribution N (0, ν2)

where ν2 = ξ2

B . Moreover, we can combine each Uc;t[j]
for different t ∈ [P ], and get a vector

Uc[j] := [Uc;0[j], · · · , Uc;P−1[j]]T ,

and an analogous vectorization can be implemented on
offsets

Dc := [dc;0 · · ·dc;P−1].

Therefore, Lemma 1 can be rewritten as follows.

Lemma 2 (Bin Observation Model). The B-point
WHT subsampled bin with index j ∈ F2b in the c-th sub-
sampling group is

Uc[j] =
∑

m:MT
c m=j

pm(−1)〈Dc,m〉 + Wc[j], (D5)

where Wc[j] =
∑
m:MT

c m=jWm(−1)〈Dc,m〉 and Wm is

the WHT coefficient of noise samples wk.

Proof. This is a variation of Lemma 1.

After subsampling and calculating bins, it’s straight-
forward to design a protocol to extract information from
these bins. The idea is to construct a bipartite graph G
with s left nodes representing nonzero Pauli error rates
and BC right nodes representing bin vectors Uc[j].

We draw an edge from each left node (a nonzero Pauli
error rate) to every right node that contains that Pauli.
Each Pauli error rate will occur exactly once in each sub-
sampling group, the degree of the left nodes is therefore
C. We can use the resulting degrees of the right hand
nodes to partition them into three types. We call a bin

with only one nonzero Pauli error rate a single-ton, and
similarly there are zero-ton and multi-ton bins that con-
tain zero or more than one Pauli error rate respectively.
Shortly we will describe in detail a method to detect
which type of bin a particular node has been partitioned
into. After invoking such a bin detector, the peeling de-
coder can be designed to peel out the detected single-ton
Pauli error rates by subtracting them from every multi-
ton bin in which they appear, removing the associated
edge from the graph. This will reduce the degree of that
right-hand node, potentially turning it from a multi-ton
bin into a singleton bin. For the range of parameters that
we have chosen and the assumptions outlined above, iter-
ating this decoder to discover new single-tons and reduce
multi-tons will converge to reduce the graph to zero-ton
and single-ton bins with high probability.

One subtlety to applying the peeling decoder to this
graph is that the graph might have cycles. Peeling on
a graph with cycles will in general lead to dependencies
in the random variables, which complicates the analy-
sis. However, as we show below in lemma 5, large local
neighborhoods of the peeling graph look locally tree-like
with high probability, therefore we can peel for a large
number of steps before encountering a cycle. With the
correct choice of parameters, the tree-like neighborhood
can be made large enough throughout the graph to en-
sure convergence of the peeling decoder.

In the algorithm below, we apply an array T that indi-
cates the variance of the propagated noise part, Wc;t[j],
in each bin. These numbers help track the bin detec-
tor error propagation from the calculation in line 10 of
Algorithm 3. The equation in line 9 of that algorithm
describes how to update T. Lemma 7 shows the need
and utility of this parameter.

The peeling decoder algorithm is based on a subroutine
that we call Bin Detector (it is set out in algorithm 4).
We will denote it by BD(Uc,Dc, T ). The subroutine,
BD, will take a bin, the offsets chosen and a parameter
T as inputs, and it will output an estimate for the type

of the bin B̂, and if the bin is a single-ton it also returns
the estimated index m̂ and Pauli error rate p̂m̂.
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Algorithm 3 Peeling Decoder

1: Input : observation vectors Uc[j], offsets Dc and array

Tc[j] initialized by 1 for j ∈ F2b
2 , c ∈ [C];

2: Input : the number of peeling iterations I;

3: for i ∈ [I] do

4: for all c ∈ [C] and j ∈ F2b
2 do

5: (B̂, m̂, p̂m̂)← BD(Uc[j],Dc,Tc[j])

6: if B̂ = single-ton then

7: for all c′ ∈ [C] and c′ 6= c do

8: Locate bin index jc′ ←MT
c′m̂

9: Tc′ [jc′ ]← Tc′ [jc′ ] + Tc[j]
P1
− (P1+1)B

P1N

10: Uc′ [jc′ ]← Uc′ [jc′ ]− p̂m̂(−1)〈Dc′ ,m̂〉

11: end for

12: else if B̂ 6= single-ton then

13: continue to next j.

14: end if

15: end for

16: end for

According to the sparsity assumption, this peeling pro-
cess will succeed with high probability. Intuitively we can
see this from our ability to choose subsampling matrices
M in such a way that we can find bins that typically
contain only zero or one nonzero Pauli error rate. In [27]
the authors provide a proof that if the bin detector BD
always returns an exactly correct answer, then the oracle-
based peeling decoder has a failure probability that van-
ishes with the sparsity. So it suffices to propose a suitable
design for the bin detector and a corresponding recovery
guarantee.

In designing such a bin detector we will need to esti-
mate the index of the relevant Pauli in the bin. For index
estimation in the setting when there is noise we will need
to make our estimation robust. One approach is to use
some repetition of detection and a majority voting. A
better approach is to use some form of error correcting
code. Lemma [?] confirms that offsets chosen in accor-
dance with Definition 3 can be used to estimate the in-
dices. In what follows, we will use the following definition
of a sign function,

sgn [x] =

{
0 if x ≥ 0,

1 if x < 0.
(D6)

With this definition, we have the following lemma.

Lemma 3. Given a single-ton bin (m, pm) observed with
noise

U = pm(−1)〈d,m〉 +W, (D7)

and supposing that the variance in each row (offset, d) of
the bin is equal to Tν2, then the sign of each observation

satisfies

sgn [U ] = 〈d,m〉 ⊕ Z, (D8)

where Z is a Bernoulli random variable with probability

upper bounded as Pm =
√

Tν2

2πp2m
e−

p2m
2Tν2 .

Proof. The first term in (D8) follows trivially from the
sign of the power of minus one in (D7) and the fact that
pm, being a probability, is always positive. The second
term, Z, will be 1 if and only if |W | is larger than pm so
that it can change the sign generated by the first term
of (D7). Therefore, Z is Bernoulli distributed with a
probability we can bound as follows:

Pr(Z = 1) =
1

2
Pr(|W | > pm) = Pr(W > pm)

≤
√

Tν2

2πp2
m

e−
p2m

2Tν2 = Pm, (D9)

where T is the number extracted from the array T in Al-
gorithm 3. The last inequality follows from a tail bound
of a normal distribution and our assumption on the vari-
ance, for details see [30].

Remark 1. If we assume that the maximum degree of
right nodes in the bipartite graph G is not larger than
P1, Pm < 1

2 is satisfied for all m ∈ F2n
2 (using A4 in

Assumption 1 and Lemma 9). We will bound the proba-
bility that this right-hand degree assumption is not true
in Lemma 8.

In what follows, we will ignore the subscripts c and
indices j of the bins when it will not lead to any misun-
derstanding.

Now Lemma 3 can be used to identify m̂, the index of
the Pauli error rate in a single-ton bin. Given the offsets
chosen in Definition 3 and recalling Lemma 1, we have
the following equation from the code generator G for the
signs of every element in a bin,




sgn [UP1
]

...

sgn [UP−1]


 = 〈G,m〉 ⊕




ZP1

...

ZP−1


 . (D10)

Since the bit length of index m is 2n, we can choose the
number P2 as follows. We choose any linear code with
rate R and distance d, and a decoder that can decode
up to at least a minimum distance β2n/R for parame-
ters β,R = Θ(1). Obviously this requires d ≥ β2n/R.
The additional constraint on β is that β is larger than
the probability P of any of the Bernoulli random vari-
ables Zi to be 1. Then we can choose P2 = 2n/R. That
is, we are looking for a classical linear code with param-
eters [2n/R, 2n, d ≥ β2n/R]. There are a number of
pre-existing candidate codes that can be decoded up to a
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constant fraction of the minimal distance in linear time
in the length of the code exist that satisfy these strin-
gent conditions. For example, expander codes [31] can
be implemented to construct the code generator G and
the parity check matrix H, and the greedy linear-time
decoder [31] can correct errors with weight up to d/4.
The decoder of the corresponding code is required to re-
trieve the estimate m̂. Since the manner of coding and
decoding is flexible, here we only use Decode to indicate
the decoder.

m̂ = Decode







sgn [UP1
]

...

sgn [UP−1]





 . (D11)

With this we can specify the modified algorithm to
detect the bin U with the offsets as in Definition 3 along
with the corresponding number T .

We are now ready to give a precise specification of the
bin detector algorithm.

Algorithm 4 Bin Detector: BD(Uc,Dc, T )

1: Input: bin Uc, offsets Dc and the number T to indicate

error size;

2: Parameter: real numbers γ1, γ2 ∈ (0, 1);

3: if 1
P1

∑P1−1
t=0 U2

c;t ≤ T (1 + γ1)ν2 then

4: B̂←zero-ton

5: Return (B̂, nil, nil) . zero-ton verification

6: end if

7: m̂← Decode([sgn [UP1 ] , · · · , sgn [UP−1]]T )

8: p̂m̂ ← 1
P1

∑P1−1
t=0 (−1)〈dc;t,m̂〉Uc;t . single-ton search

9: if 1
P1

∑P1−1
t=0 (Uc;t− (−1)〈dc;t,m̂〉p̂m̂)2 ≤ T (1 + γ2)ν2 then

10: B̂← single-ton

11: Return (B̂, m̂, p̂m̂) . single-ton verification

12: else

13: B̂← multi-ton

14: Return (B̂,nil, nil)

15: end if

Appendix E: Proof of Main Theorem

The following discussion about each kind of failure
along with the bound of the oracle-based peeling decoder
processing in [27] shows an exponentially decaying bound
of the failure probability.

We now repeat the statement of the main theorem.

Theorem 1′. Let Assumption 1 hold for the target Pauli

eigenvalues λ̂ and the corresponding Pauli error rates p.
Then for any sparsity regime s = O(4nδ) with 0 < δ < 1,
the above algorithm computes the s-sparse Pauli error

rates p̂ with a noise bound ||p̂− p||∞ ≤
√

4ν2, where by
retaining a sample complexity that scales only as O(sn)
and with a computation complexity that scales as O(sn2)
the algorithm achieves a vanishing failure probability PF
for sufficiently large n.

Proof. Firstly we consider the stipulated sample and
computational complexities. From Theorem 2 in [27],
it’s shown that the oracle-based peeling decoder suc-
ceeds with probability 1 − O(1/s) for a sparse set as
long as C = O(1) and B = O(s). Therefore, to pre-
pare these bins, the sample complexity of this system is
M = BPC = O(sP ).

To construct the bins and the corresponding graph,
the computational complexity can be calculated by the
complexity from the construction algorithm. Note there
are P offset coefficients d and each Uc,t[j] comes from the
sum of B samples in Algorithm 2. To construct the total
set {Uc,t[j]}C,P,B , the we can use a fast WHT (which
has complexity O(B logB) to calculate a B-point WHT)
for each offset. Therefore, the computational complexity
for this part is

Z1 = O(PB logB) = O(Psn).

The second part of computational complexity comes from
the computation of Algorithm 3. Each step in the bin
detector checks the character of the bin with O(P ) cal-
culations, and there are O(B) iterations. Accordingly,
the complexity is

Z2 = O(PB) = O(Ps).

Therefore, the total computational complexity is Z =
Z1 + Z2 = O(Psn).

Utilising the law of total probability we can bound the
failure rate of the entire algorithm as

PF ≤Pr
(
Peeling decoder fails

∣∣Ecbin

)

+ Pr (Ebin|D,H) + Pr (Dc) + Pr (Hc) , (E1)

where Ebin denotes the event that any invocation of the
bin detector (in the execution of Algorithm 3) returned
one or more of the following: (a) an incorrect identifica-
tion of the type of bin; (b) wrong indices for a detected
single-ton, or (c) a mis-estimate of the Pauli error rates

of a detected single-ton by more than
√

4ν2. D denotes
the event the maximum degree of right nodes in G is less
or equal than P1. Let H be the event that all the peeling
routes are in the procedure are cycle-free. The subscript
c denotes the complement of the event, e.g. Ecbin, de-
notes that no bin detection error occured in the entire
execution of Algorithm 3.

The first term in (E1) is the chance that the oracle-
based peeling decoder fails, even though the bin de-
coder is always correct. This probability scales as O(1/s)
(Proposition 4 in [27]).

To bound the second term, it will be more convenient
to consider the probability that every invocation of a bin
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detector works correctly given D and H. Let M denote
the number of times the peeling decoder calls the bin
detector subroutine. This probability can be expressed
as follows,

Pr

(
M⋂

i=1

Eci |D,H
)

=Pr

(
EcM |

M−1⋂

i=1

Eci , D,H

)
Pr

(
M−1⋂

i=1

Eci |D,H
)

=Pr

(
EcM |

M−1⋂

i=1

Eci , D,H

)
· · ·Pr (Ec1|D,H) ,

where Ei denotes the event that the ith call of bin de-
tector returns a wrong answer. According to Lemma 7,
the parameter T will always correctly estimate the vari-
ance if all the earlier bin detectors work correctly. From
Lemma 10, each term in the above equation will be lower
bounded by

Pr (Ec|D,V,H) ≥ 1− e−O(P1),

where V here just indicates that all the previous bin de-
tectors work correctly. So we have

Pr

(
M⋂

i=1

Eci |D,H
)
≥
(

1− e−O(P1)
)M

≥ 1−Me−O(P1).

Moreover, since M , the number of times the bin detector
routine is called, is at most BCs, the upper bound of the
second term is

Pr (Ebin|D,H) ≤ BCse−O(n) ≤ e−O(n).

Lemma 8 provides that the third term in (E1) is also
exponentially decaying with P1:

Pr (Dc) ≤ e−O(P1) ≤ e−O(n),

where the last inequality comes from the definition of
P1 from Definition 3. Similarly Lemma 5 and Remark 2
provide the magnitude of probability Hc:

Pr (Hc) ≤ O
(

loglog log(s) s

s

)
≤ e−O(n),

Therefore, the total failure rate of our peeling decoder
algorithm is vanishing as the number of qubits n. And
from Definition 3, the total offset consists of random off-
set P1 = Θ(n) and the coding offset P2 = Θ(n), thus
P = Θ(n) and complexities have been proved.

Appendix F: Tail bounds

In this section, we prove several statements bounding
the failure probabilities of various events that can cause
the bin detector outlined as algorithm 4 to fail.

One of the main lemmas that we will need is the fol-
lowing tail bound on Gaussian random variables.

Lemma 4 (Tail bound [27, Lemma 11]). Given g, k ∈
RN where k is an isotropic Gaussian random variable
k ∼ N (0, ν2

1N ), then the following tail bound holds:

Pr

(
1

N
‖g + k‖2 ≥ τ1

)
≤e
−N4

(√
2τ1/ν2−1−√1+2θ0

)2

(F1)

Pr

(
1

N
‖g + k‖2 ≤ τ2

)
≤e−

N
4

(1+θ0−τ2/ν2)
2

1+2θ0 , (F2)

for τ1, τ2, and θ0 satisfying

τ1 ≥ ν2(1 + θ0), τ2 ≤ ν2(1 + θ0), θ0 =
‖g‖2
Nν2

.

Since we will use this Lemma 4 to get a failure bound,
it is critical to show the sample errors within the differ-
ent offsets for a particular bin are independent. However,
given that bins are created as shown in line 10 in Algo-
rithm 3, it is not immediately clear that the sample errors
remain independent. To show this independence let us
first extend the definition of the sample errors Wc;t[j] to
take into account the effect of the peeling decoder algo-
rithm 3. Recall that for any particular bin we have P
(being, P1+P2) offset bins.

Definition 4. For a specific bin, regard Uc[j] as a vector
of length P as in Lemma 2. Denote the set of indices
of the current contained non-zero Pauli error rates by P.
Denote the P1 sample errors, being the sample errors that
occur in the offsets of that bin where the offset indices are
t ∈ [P1], for a certain timestamp in the peeling decoder
Wc;t[j] as

Wc;t[j] := Uc;t[j]−
∑

m∈P
(−1)〈dc;t,m〉pm.

And similarly denote the P2 sample errors, being those
those that occur in the bins with offset indices t ∈ [P2],
as

Wc;t+P1
[j] := Uc;t+P1

[j]−
∑

m∈P
(−1)〈dc;t+P1

,m〉pm.

We can combine all of these sample errors to be Wc[j]
following the manner of Lemma 2.

In case of the discussion about the independence
of errors and the variance evolution, we first intro-
duce some results to rule out some intricate situa-
tions. To define this more rigorously, consider the
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directed neighborhood N l
e in the bipartite graph con-

sists of nonzero Paulis (left nodes) and all the bins (right
nodes). This N 2l

e with length 2l and an edge e = (v, c) is
an induced sub-graph containing all edges and nodes on
paths e1, e2 · · · , e2l from node v where e 6= e1.

Denote the event that for every edge in the bipartite
graph, this sub-graph N 2l

e is cycle-free by Tl. If Tl oc-
curs all the first l peeling iterations will progress inde-
pendently and there is no initial error propagating to a
single bin with more than once in the first l iterations. It
has been shown in [27] that with sufficiently large s and
N , the effective part of the bipartite graph behaves with
a cycle-free manner.

Lemma 5 (Ref. [27, Lemma 6]). For any iteration l, the
probability of the complement of Tl is bounded as

Pr (T cl ) ≤ c0 ·
logl s

s
,

for some constant c0.

Remark 2. Li et al [27] shows the probability pl to de-
pict an arbitrary edge to be held after l peelings given
the sub-graph is tree-like or cycle-free is calculated in an
iterative approach.

pl =





1 l=0(
1− e−

pl−1
η

)C−1

otherwise
, (F3)

where η is the factor B
s and C is the number of subsam-

pling groups.

If we take C = 6 and η = 1, which is a reasonable set-
ting, the probability will decrease to the machine epsilon
in only three iterations. And in general this pl vanishes
exponentially with the exponent with of l. With the law
of total probability, the probability of that there exist
any edges after l ∼ O(log log(s)) iterations, denoted by
hc, is

Pr(hc) = O

(
loglog log(s) s

s

)
. (F4)

Therefore, the event that there exist bins getting peeled
by some earlier bins in a cycle manner during the whole
process happens with probability of the same magnitude
of (F4), which is convergent to zero as s is sufficiently
large.

Lemma 6. For an arbitrary timestamp in Algorithm 3,
sample errors in each of the P1 sample errors for a par-
ticular bin Uc[j] remain independent of each other given
the peeling route is cycle-free.

Proof. For an initial bin subsampled from Algorithm 2,
consider an arbitrary pair of offsets labeled by t1, t2 ∈

[P1] in the same bin Uc[j]

Wc;t1 [j] =
∑

m:MT
c m=j

Wm(−1)〈dc;t1 ,m〉,

Wc;t2 [j] =
∑

m:MT
c m=j

Wm(−1)〈dc;t2 ,m〉.

Since all the errors Wm are i.i.d. Gaussian random vari-

ablesN (0, ξ
2

N ), it is obvious that E(Wc;t1 [j]·Wc;t2 [j]) = 0.
So they are independent given that the expected values
of the samples errors are 0.

The peeling decoder in line 10 in Algorithm 3 causes
errors in the estimate of Wc;t[j] to propagate in the fol-
lowing manner

Wc;t[j]←Wc;t[j] + (pm − p̂m̂)(−1)〈dc;t,m̂〉.

We now proceed by induction. As discussed above the
noise is initially independent, so the base case is satisfied.
Now assume that the sample errors before peeling are in-
dependent of each other. Observing that the updated
error still has mean zero, we can calculate the expected
value of a product between an arbitrary pair of sample
errors in the offsets of a bin to show independence as
between the offset bins. For convenience, denote the up-
dated error by Wc;t[j]

′. Then we have

E(Wc;t1 [j]′ ·Wc;t2 [j]′)

= E(Wc;t1 [j] ·Wc;t2 [j] + (pm − p̂m̂)(−1)〈dc;t2+dc;t1 ,m̂〉

+Wc;t1 [j] · (pm − p̂m̂)(−1)〈dc;t2 ,m̂〉

+Wc;t2 [j] · (pm − p̂m̂)(−1)〈dc;t1 ,m̂〉) = 0.

Note the last two terms are expected to be zero since
in each term the original error is independent from the
additional one according to the condition that the peeling
process is cycle-free.

In Algorithm 3, we employ an array T to keep track
of the variance of sample error for each bin. This array
gets updated whenever the algorithm peels a bin using an
estimated Pauli error rate. We now show that this does
indeed correctly track the variance of the sample errors
in the bins.

Lemma 7. Suppose that at a given arbitrary timestamp
in Algorithm 3 all the bin detector subroutines called ear-
lier have correctly identified their bins. And the peeling
route is cycle-free. Then for each bin and its correspond-
ing offsets Uc[j], the sample error for that bin and each
of its offsets Wc[j] have the same variance Tc[j] · ν2.

Proof. Since this statement is based on the premise that
all of the earlier bin detector runs were accurate, we can
assume that the index m̂ = m is correct. We will still
write m̂ to distinguish these index estimates from the
original index m. The idea is to calculate the variance
after a peel by induction with the fact that for any two
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random variables,

Var (X + Y ) = Var (X) + Var (Y ) + 2Cov (X,Y ) . (F5)

Assume that the statement in the lemma holds before
a peeling. Then we need to show that if we subtract
an estimated Pauli, p̂m̂, from a bin in a different sub-
sampling group that contains this Pauli, the statement is
preserved as the updating of T . To do this we will work
out the variance of the sample error in each term and the
covariance between these sample errors. Armed with this
we will be able to prove that the statement is preserved
after peeling.

We now consider the peeling process causes error prop-
agation for the error part of the bin Uc[j] as follows

Wc;t[j]←Wc;t[j] + (pm − p̂m̂)(−1)〈dc;t,m̂〉. (F6)

The variance of the first term is by induction Tc[j]ν
2,

while the variance of the second term is not so trivial.
The estimated Pauli comes from the single-ton search,
where all the first P1 observations get summed after
added a random sign. Since all the random signs of
Wm̂ terms are annihilated before summation, and all the
other error parts still remain random, the variance of this
second term in (F6) is

Var (pm − p̂m̂) =
Tc′ [j

′]× ν2

P1
+

(P1 − 1)B × ν2

P1N
. (F7)

Because of the assumption that all the initial errors in
different bins are independent and the condition that the
whole peeling routes are cycle-free, it can be viewed obvi-
ously that these two term remains independent. There-
fore, we have calculated variance as follows

Var (Wc;t[j])after /ν
2 = Tc[j] +

Tc′ [j
′]

P1
+

(P1 − 1)B

P1N
,

which is consistent with what we have claimed.

In order to prove Theorem 1 and find a bound on the
variances of the sample errors, it is necessary to find an
upper bound on the parameter T , which needs to be ana-
lyzed for both the graph and the algorithm. Denote by G
the bipartite graph of which each right node represents
a bin observation, each left node represents a nonzero
Pauli error rate, and edges come from the hash function
relation:

MT
c m = j. (F8)

That is, a bin-observation-node Uc[j] is connected to
error-rate-node pm if and only if it holds that MT

c m = j.
A right node is a single-ton node if and only if it has a
single edge connected to it. Every time we peel a left
node (that is we identify a Pauli error) we remove the
edges connecting it and the right nodes. Each peeling
therefore decreases the degree of the right nodes.

The following two lemmas help us bound the integer

array T as we peel along the graph G. We first bound
the right degree of G.

Lemma 8. The maximum degree of the right nodes in
G is less or equal than P1

2 with probability 1− e−O(n).

Proof. Put the right nodes in some sequential order, and
define events {Xi}BCi=1 where Xi denotes the ith node and
is linked to more than P1/2 left nodes. According to the
bin observation model (D5), each bin connects with N

B
Pauli error rates (most of which will be zero), so the ex-
pected degree of a right node is s

B where s is the number
of left nodes. Since the protocol chooses B = O(s), the
expected degree e = s

B ∼ O(1).
Note that by Assumption 1, the support set of the

Pauli error rates is chosen randomly. Therefore, concen-
trating on a specific bin i, we can introduce a random
variable di that denotes the degree of bin-observation-
node i (a right node), and introduce the variable dij
which is 0 if the corresponding jth Pauli error rate is
zero or if pj is not in the ith bin, and 1 otherwise. Then
we have the relation

di =
∑

j

dij , (F9)

since this counts the support in the ith bin. These vari-
ables dij are actually all Bernoulli variables and the only
correlation among them comes from the constraint that
there are exactly s elements in the entire support. This
constraint means that the dij are negatively correlated,
and so the probability of dij = 1 can be upper bounded
by considering the event that all the other Pauli rates
linked with this bin are zero,

Pr (dij = 1) ≤ sB

N(B − 1)
.

Now consider another set of i.i.d. Bernoulli variables
{d′ij}j each of which is 1 with probability sB

N(B−1) . We

then have

Pr (Xi) = Pr



N/B∑

j=1

dij ≥
P1

2


 ≤ Pr



N/B∑

j=1

d′ij ≥
P1

2


 .

Since the expected value of the sum of {d′ij} is s
B−1 , the

Chernoff bound is suitable for this case, and we find

Pr (Xi) ≤Pr



N/B∑

j=1

d′ij −
s

B − 1
≥ P1

2
− s

B − 1




≤e
− [(B−1)P1−2s]2

2(B−1)[(B−1)P1+2s] .

According to the union bound, the event X which de-
notes that there exist some left nodes with degree larger
than P1

2 follows from the upper bound,

Pr (X) ≤ BCPr (Xi) ≤ BCe
− [(B−1)P1−2s]2

2(B−1)[(B−1)P1+2s] .
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That this is at most e−O(n) follows since B = Θ(s), s =
Θ(Nδ), and P1 = Θ(n).

The degree bound we have just proven allows us to
bound the maximum element of the array T.

Lemma 9. Suppose the maximum degree of the right
nodes in G is not larger than P1

2 . Then the maximum
element of the array T is at most 4 if all the earlier bin
detectors work correctly.

Proof. The recursive equation for T in Algorithm 3 is

Tc′ [jc′ ]← Tc′ [jc′ ] +
Tc[j]

P1
+

(P1 − 1)B

P1N
.

There exists a time sequential order for each nonzero
Pauli error rate to be detected. For each step i and bin
Uzi , being the next bin in which we will find a nonzero
Pauli rate. Let Tmax denote the current maximum ele-
ment in a subset Tpeeled of T. Tpeeled contains T of bins
in which we have already found a nonzero Pauli error.
Also, we use T ′max to indicate the maximum T that will
exist after the next step.

According to the assumption, the maximum degree of
an arbitrary right node is less than min(P1/2, N/B), and
the number of peels needed is never more than the max-
imum degree of that node. Note our assumption is that
the previous bins have been accurately detected, so the
process will always choose nonzero Pauli error rates (and
the corresponding bins) to peel. The noise in the peeling

bin will increase by at most Tmax

P1
+ (P1−1)B

P1N
. Each T is

initialized as 1 and denote the number of peeling by κ,
therefore

T ′max ≤ 1 + κ ·
(
Tmax

P1
+

(P1 − 1)B

P1N

)

≤ 1 +
Tmax

2
+ 1

Then by induction, because initially the maximum ele-
ment in Tpeeled is equal to 0 and in each step this value
will increase as the above formula. Therefore, the max-
imum element we can get is the limit of this equation,
which is Tmax ≤ 4.

According to the above two lemmas, the integer Tmax

indicates that the upper bound of the maximum element
in the array T is not larger than 4 with high probability
for a sufficiently large N . This fact will help us to prove
an exponentially decaying bound on the failure probabil-
ity.

In order to compute the failure rates and make the al-
gorithm realizable, we assumed (as in A3) the minimum
nonzero Pauli error rate ρ0 satisfies ρ2

0 ≥ 4ν2 = 4ξ2/B.
In anticipation of applying the union bound, let us define
the following error categories and their probabilities. For
brevity, we will denote a zero-ton, single-ton, or multi-
ton by just the letters z, s, or m, and we denote the true
value of the bin by B.

Definition 5 (Failure modes for bin detection). The bin
detection algorithm failure modes are defined as follows:

• The single-ton false negative probability:

Pr(SFN) := Pr(B̂ = z |B = s) + Pr(B̂ = m |B = s)

• The single-ton false positive probability:

Pr(SFP) := Pr(B̂ = s |B = z) + Pr(B̂ = s |B = m)

• The multi-ton ↔ zero-ton confusion probability:

Pr(MZ) := Pr(B̂ = z |B = m) + Pr(B̂ = m |B = z)

• The index error probability:

Pr(I) := Pr(B̂ = s, m̂ 6= m |B = s,m)

• The value error probability:

Pr(V) := Pr(B̂ = s, |p̂m̂ − pm| >
√

4ν2 |B = s,m, pm)

Of course these probabilities are not all independent.
However, by the union bound it suffices to bound each of
these bad events individually and the total failure prob-
ability will be at most the sum of the probabilities of
these failure modes. We will show that all of these failure
probabilities decay exponentially with P1, the number of
randomly chosen offsets.

Lemma 10. Let E denote the event that an arbitrary
bin detection with inputs as those in Algorithm 3 returns
either the wrong bin type, the wrong index or an estimated
Pauli error rate with error larger than

√
4ν2. Let D be

the event that the maximum degree of right nodes in G
is not larger than P1/2. Let V be the event that all the
earlier bin detectors work correctly. And denote the event
that every peeling route is cycle-free by H. There exists
a bound that

Pr (E|D,V,H) ≤ e−O(n). (F10)

Proof. This theorem means that the bin detector algo-
rithm succeeds with high probability whenever D, V and
H occur. To show it, we have to bound the failure prob-
abilities for each failure mode of the bin detection algo-
rithm and then implement the union bound. We will
prove most of our statements by bounding failure prob-
abilities with expressions of the form e−O(P1). This is
equivalent to a bound of the form e−O(n) since P1 = Θ(n)
by Definition 3. Also note that conditioning on events D,
V and H allows the use of Lemma 7 and Lemma 9, specif-
ically that the variance of noise in each row of this bin is
Tν2 from Lemma 7, and that this T is no more than 4
according to Lemma 9.

We first consider the single-ton false negative proba-
bility in Definition 5. Note in this case, the underlying
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bin contains only one Pauli error rate along with noise,
that is

Uc = pm(−1)〈Dc,m〉 + W. (F11)

Let f1 = Pr
(
B̂ = z |B = s

)
. Then by definition, the

probability can be upper bounded by the probability of
a single-ton bin passing the zero-ton verification:

f1 ≤ Pr

(
1

P1
‖pmsc,m + W‖2 ≤ T (1 + γ1)ν2

)
,

where sc,m is the vector with t-th element to be the ran-
dom sign of index m and the offset dc;t. Since here the
noise vector W comes from the sum of noise w, it’s obvi-
ous that all the elements of W are Gaussian distributed
with variance Tν2.

Therefore, according to the tail bounds of Lemma 4,
the following holds as long as γ1 < ρ2

0/Tν
2.

f1 ≤ e
−P1

4

(ρ20/Tν2−γ1)
2

1+2ρ20/Tν
2
. (F12)

Now let f2 = Pr
(
B̂ = m|B = s

)
. This kind of fail-

ure happens if and only if the single-ton bin fails during
single-ton verification,

f2 = Pr

(
1

P1
‖Uc − p̂m̂sc,m̂‖2 ≥ T (1 + γ2)ν2

)
.

Considering the underlying structure of this bin (F11),
this probability can be bounded using a conditional
probability. We first denote the event {|p̂m̂ − pm| >√

4ν2 or m̂ 6= m} by E0. Then we observe

f2 ≤ Pr (E0) + Pr

(
1

P1
‖Uc − p̂m̂sc,m̂‖2 ≥ T (1 + γ2)ν2

∣∣∣Ec0
)
.

Using the tail bound (F1), we have that

Pr

(
1

P1
‖Uc − p̂m̂sc,m̂‖2 ≥ T (1 + γ2)ν2

∣∣∣Ec0
)

≤ e
−P1

4

(√
1+2γ2−

√
1+2×4/T

)2

. (F13)

Then using union bound, we can deal with the first term

Pr (E0) ≤ Pr
(
|p̂m̂ − pm| >

√
4ν2
)

+ Pr (m̂ 6= m)

≤ Pr
(
|p̂m̂ − pm| >

√
4ν2
∣∣∣m̂ = m

)
+ 2Pr (m̂ 6= m) .

(F14)

Note above, the estimated Pauli error rate can be calcu-
lated according to Algorithm 4, so we obtain the bound

Pr
(
|p̂m̂ − pm| >

√
4ν2
∣∣∣m̂ = m

)

=Pr

(∣∣∣∣∣
sTc,mUc

P1
− pm

∣∣∣∣∣ >
√

4ν2

)

=Pr
(
|Y |/P1 >

√
4ν2
)
≤ 2e−

4P1
2T , (F15)

where Y is the sum of P1 i.i.d. Gaussian variables with

N
(

0,
(
T + (P1−1)B

N

)
ν2
)

like (F7), and the last inequal-

ity comes from the Chernoff-Hoeffding bound [32]. Ac-
cording to Lemma 9 powers in (F13) and (F15) are both
scaling linearly with P1, thus the probabilities decay ex-
ponentially with P1.

Since the second term in (F14), Pr (m̂ 6= m), is es-
sentially the probability of the index error, the failure
probability of such a decoding process also decays expo-
nentially with P2. In accordance with (D10), the sign
vector [sgn [UP1 ] , · · · , sgn [UP−1]]T is the sum of a code-
word 〈G,m〉 and a vector of noise. Since the decoding
process fails only if the weight of the noise is larger than
distance βP2 and each element of the noise is an inde-
pendent Bernoulli random variable with error probability
upper bounded by P, the index error probability can be
bounded by Chernoff-Hoeffding bound:

Pr (m̂ = m) ≤ e−
(β/P−1)2

3 P2 . (F16)

Moreover, as noted in Remark 1, we have Pm < 1
2 for

all m ∈ F2n
2 . Given the assumptions of D, V and H, we

choose the maximum one to be P. Therefore, using the
law of total probability we have

f2 ≤e
−P1

4

(√
1+2γ2−

√
1+2×4/T

)2

+ 2e−
4P1
2T

+ 2e−
(β/P−1)2

3 P2 . (F17)

Recall the Definition 3 to learn the magnitude of P1, P2,
and we have a bound f2 = e−O(n).

We now turn to the case that the bin detection algo-
rithm incorrectly recognizes a zero-ton or a multi-ton bin
as a single-ton bin, i.e., we consider the single-ton false
positive probability. For this, we need to consider the
general underlying bin structure

Uc = Scp + W, (F18)

where Uc is either zero-ton or multi-ton, and only con-
tains the P1 fully random offsets when choosing as Def-
inition 3. Here Sc ∈ {±1}P1×N/B is the sign matrix
constructed according to Lemma 2.

Now consider the probability of the bin detector
falsely detecting a zero-ton as a single-ton, and denote

Pr
(
B̂ = s|B = z

)
by f3. By definition, the probabil-

ity of f3 can be bounded by the probability of zero-ton
verification failing

f3 ≤ Pr

(
1

P1
‖W‖2 ≥ T × (1 + γ1)ν2

)
.
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According to the tail bound (F1), this failure probability
can be bounded by an exponentially decaying function

f3 ≤ e−
P1
4 (
√

1+2γ1−1)2 . (F19)

Now let f4 = Pr
(
B̂ = s|B = m

)
. The kind of error

probability can be evaluated under the multi-ton model
when it passes the single-ton verification step for some
estimated index-value pair (m̂, p̂m̂)

f4 ≤ Pr

(
1

P1
‖Uc − p̂m̂sc,m̂‖2 ≤ T × (1 + γ2)ν2

)
.

Let

gc = Scp− p̂m̂sc,m̂, (F20)

and let the sample error be W = k. Then the law of
total probability can be used as follows:

f4 =Pr

(
1

P1
‖g + k‖2 ≤ T (1 + γ2)ν2

)

≤Pr

(
1

P1
‖g + k‖2 ≤ T (1 + γ2)ν2

∣∣∣‖g‖
2

P1
≥ 2Tγ2ν

2

)

+ Pr

(
‖g‖2
P1
≤ 2Tγ2ν

2

)
. (F21)

Note that the first term can be bounded by (F2) since the
conditional part shows the lower bound of the parameter
θ0 as defined in Lemma 4

Pr

(
1

P1
‖g + k‖2 ≤ T (1 + γ2)ν2

∣∣∣∣∣
‖g‖2
P1
≥ 2Tγ2ν

2

)

≤ e−
P1
4

γ22
1+4γ2 . (F22)

The second term can be bounded as follows. Let α =
p− p̂m̂em̂, and we have

Pr

(
‖g‖2
P1
≤ 2Tγ2ν

2

)
= Pr

(
‖Scα‖2
P1

≤ 2Tγ2ν
2

)
.

We denote the support set of the vector α by L0, and
define the ρ0-essential support of α to be

L =
{
i ∈ F2n

2

∣∣ |αi| ≥ ρ0

}
. (F23)

Denote the cardinality of L by L. Then the above proba-
bility can be bounded by an application of the Chernoff-
Hoeffding bound.

With the same argument as in the proof of Lemma 6,
the sample error in each row in vector g is independent,
and so is the square of that error. When we calculate
‖g‖2, we can regard it as a sum of P1 independent ran-
dom variables. Also, each term in this sum contains the
same structure, and identically distributed parameters,

so we can claim each term is identically distributed.

Therefore, we first analyze the expected value E of
each variable in this sum. Take one of these terms Xi as
an example,

Xi :=


∑

j∈L0

(−1)〈di,j〉αj




2

, (F24)

where {di} is a set of independent random 2n-bit strings.
The expected value E of Xi satisfies the following bound

E = E(Xi) ≥ Lρ2
0. (F25)

Note that above we used the fact that any random strings
are independent.

Moreover, since we want to show this term will be large
with high probability, we should consider the random
terms in each Xi, and that is

Ri =
∑

u>v
u,v∈L0

(−1)〈di,u+v〉2αuαv, (F26)

where the order is in lexicographical order. Note the rest
part of Xi is a deterministic one, so we only calculate the
variance for this Ri. It’s straightforward that we have

Var (Ri) = E[R2
i ], (F27)

and the only contributed terms are those without random
signs in R2

i . For example, if we consider a specific u, v
and the term (αuαv)× (αwαx) with some (w, x) 6= (u, v)
(assume w > x), the probability that the sign is always

+1 is no larger than L2

4n (here we handle the probability
as the different Paulis occur evenly). Moreover, consider

there are altogether L(L−1)
2 terms in Ri so the probability

is as follows

Pr


Var (Ri) =

∑

u>v
u,v∈L0

4α2
uα

2
v


 ≥ 1−O

(
L4

4n

)
. (F28)

Then we can use the Hoeffding bound to obtain

Pr

(
‖g‖2
P1
≤ 2Tγ2ν

2

)
= Pr

(∑P1−1
i=0 Xi

P1
≤ 2Tγ2ν

2

)

= Pr

(
E −

∑P1−1
i=0 Xi

P1
≥ E − 2Tγ2ν

2

)

≤ exp

(
−P1(Lρ2

0 − 2Tγ2ν
2)2

2L2ρ4
0

)
+O

(
P1L

4

4n

)
. (F29)

The last inequality used the total probability and that
E[Xi]

2 ≥∑ u>v
u,v∈L0

4α2
uα

2
v.

For any nontrivial signal, we have that 1 < L < P1/2.
As long as 0 < γ2 < ρ2

0/2Tν
2, for any multi-ton there
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exists

f4 ≤e−
P1
4

γ22
1+4γ2 + e

−P1(ρ20−2Tγ2ν
2)2

2ρ40 +O

(
P 5

1

N

)
. (F30)

Next we will consider the multi-ton–zero-ton confusion
probability

Pr(MZ) := Pr(B̂ = z |B = m) + Pr(B̂ = m |B = z).

Denote the first term Pr(B̂ = z |B = m) by f5 and the

second Pr(B̂ = m |B = z) by f6. For f5, recognizing a
multi-ton as a zero-ton, we have the following inequality,

f5 ≤ Pr

(
1

P1
‖U‖2 ≤ T × (1 + γ1)ν2

)
.

Note this probability can be analysed in just the same
way as f4’s, and the only difference is that when we con-
sider f5, the α just based on several underlying Pauli
error rates without any subtraction, so L ≥ 2 for this
case. As long as 0 < γ1 < ρ2

0/Tν
2, for any multi-ton we

have the bound

f5 ≤e−
P1
4

γ21
1+4γ1 + e

−P1
(2ρ20−2Tγ1ν

2)2

8ρ40 +O

(
P 5

1

N

)
. (F31)

Moreover, it is clear that the failure probability of rec-
ognizing a zero-ton bin as a multi-ton bin, namely f6, is
smaller than f3.

Next, consider the index error probability, and denote

Pr
(
B̂ = s, m̂ 6= m|B = s,m

)
by f7. This probability

can be bounded by the probability of estimating a wrong
index m̂ and some Pauli error rate, and still passing the
single-ton verification

f7 ≤ Pr ((m̂ 6= m) ∧ (m̂, p̂m̂) passes verification)

≤ Pr (m̂ 6= m) ≤ e−
(β/P−1)2

3 P2 . (F32)

Note the last inequality is just (F16), and according to
Remark 1, Pm < 1

2 for all m ∈ F2n
2 given that events D

and V happen and we choose the maximum one to be P.
Finally, let’s consider the value error probability, and

denote Pr(B̂ = s, |p̂m̂ − pm| >
√

4ν2|B = s,m, pm) by

f8. Note that we have chosen
√

4ν2 as the error bound
for the Pauli error rate, so similar to the index error
probability, this f8 can be bounded by the probability
of estimating a noisy Pauli error rate and passing the
single-ton verification. We can loosen this bound by only
consider the first event, and we obtain the inequality

f8 ≤ Pr
(
|p̂m̂ − pm| >

√
4ν2
∣∣∣m̂ = m

)
+ Pr (m̂ 6= m)

≤ 2e−
4P1
2T + e−

(β/P−1)2

3 P2 . (F33)

Note the last inequality comes from combination of (F15)
and (F16). According to Remark 1, we again have Pm <
1
2 for all m ∈ F2n

2 given that events D, V and H happen
and we choose the maximum one to be P.

According to Definition 5, we have treated all of the
failure cases of the bin detector algorithm. Using the
union bound, we can get the following inequality

Pr (E) ≤
8∑

i=1

fi.

As we illustrated at the beginning of this proof, events D,
V and H have showed that the variance of noise in each
row of this bin is Tν2 from Lemma 7, and that this T is no
more than 4 according to Lemma 9. Furthermore, they
imply that θm is strictly smaller than 1

2 for all m ∈ F2n
2

in (F17), (F32) and (F33). Since constraining the peeling
graph G to obey this event is independent of the above
analysis of the failure probabilities of the bin detector, it
will hold that

Pr (E|D,V,H) ≤ e−O(P1).

This completes the proof.
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