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Access control policies are programs used to secure cloud resources. These polices should only grant the
necessary permissions that a given application needs. However, it is challenging to write and maintain policies
as applications and their required permissions change over time.

In this paper, we focus on the Amazon Web Services (AWS) IAM policy language and present an approach
that, given a policy, synthesizes a modified policy that is more restrictive and better abides to the principle
of least privilege. Our approach looks at the actual access history (e.g., access logs) used by an application
and computes the least permissive local modification of the user-given policy that still provides the same
permissions that were observed in the access history. We treat the problem of computing the least permissive
policy as a generalization problem in a lattice of possible policies (i.e., the set of local modifications). We
show that our synthesis algorithm comes with correctness guarantees and is amendable to an efficient
implementation that is easy to parallelize. We implement our algorithm in a tool IAM-PolicyRefiner and
evaluate it on policies attached to AWS roles with access logs. For each role, IAM-PolicyRefiner can compute
easy-to-inspect refined policies in less than 1 minute, and the refined policies do not overfit to the requests in
the log—i.e., the policies also allow requests in a left-out test set of requests.
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1 Introduction

Cloud computing provides on-demand access to IT resources via the Internet and access control
policies that are the mechanism cloud users use to secure resources in the cloud. Theses policies
are programs written in a domain-specific language and can describe who has access to what
resources, and under what conditions. It is a known best practice that access policies to cloud
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resources should abide to the least-privilege principle [2, 8, 44]—i.e., one should only grant the
smallest set of permissions that a given application needs.

While reducing privilege is the ultimate goal, in the early phases of development, writing lax
policies can help developers move fast and focus on building the application. For example, users that
are new to access control policy languages, often inquire about policies on Stack Overflow [53, 54],
or use managed policies provided by cloud providers [36].

Even once an application is more mature, users might still write lax policies because they do
not know the exact permissions their application needs, or they do not fully grasp the semantics
of the policy language. Although users typically revisit their needs and modify their policies to
remove unused privileges once applications are deployed, doing so can be time consuming. While
there have been approaches that use formal methods to to help user verify access control policies
or checking whether a modified policy is less permissive than the original one [3-5, 12], users still
have to manually write and modify their policies, a task which requires specific expertise and time.

Refining AWS IAM Policies. This paper focuses on the Amazon Web Services (AWS) IAM policy
language and presents a technique to automatically synthesize modifications of user policies that
make them closer to least privilege.

Our approach is based on the assumption that a policy should not allow more permissions
than those observed when running an application. Given a policy P and a set of concrete requests
R granted by the application over a period of time (e.g., requests observed over 90 days on the
user’s AWS CloudTrail logs [33]), we want to compute the least-permissive readable policy P'—i.e.,
a modification of P such that the following three desiderata hold:

Readability The modified policy P’ is syntactically similar to the original policy P. For example,
the policy presented in Figure 1b can be modified to the syntactically similar policy shown
in Figure 1c. In this paper we formalize the notion of readability by defining a search space
of policies that are syntactically similar to the policy P; intuitively all policies in the search
space should preserve the structure (i.e., what attributes were used to describe allowed/denied
requests) of the original P and only modify attribute values in limited ways. This requirement
prevents one from considering policies that are hard for the user to inspect/understand, as
well as very large policies that simply enumerate all possible requests, thus overfitting to the
observed requests.

Soundness The modified policy P’ allows all requests in R and does not allow more requests than
the original policy P does. This requirement guarantees that the refined policy is at most as
permissive as the original one while still allowing all the observed events.

Tightness The modified policy P’ is the least permissive of all sound and readable policies—i.e.,
P’ is a solution to the problem we are trying to solve.

Our first key insight is that for AWS IAM one can formalize the set of readable modifications (for a
well-defined natural notion of readability we define) of the original policy P as a lattice ordered
by which policies are more permissive. This formalization allows us to use techniques inspired by
abstract interpretation [28] and least-general generalizations [19] to compute what is provably the
tightest policy in the lattice that accepts all requests in R. By carefully designing a lattice of readable
modifications, we also obtain that the refined policies, although less permissive than the original
ones, will not overfit to the requests in the log and generalize to unseen request (we empirically
evaluate this claim).

A Well-Studied Paradigm. The idea of computing least general generalizations to “learn” from a
set of examples is quite ubiquitous in computer science. Plotkin [24, 25] was the first to discuss
least generalizations in the context of learning propositional logical formulas from examples,
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where he introduced an algorithm called anti-unification to solve this problem. Anti-unification
has also been used to compute least general tree patterns from tree structures, with applications
to learning program transformations [52] and programming by examples [26]. An algorithm for
computing least general generalizations over a lattice appears already in Mithell’s book [19] on
machine learning under the name of find-s. The find-s algorithm has been rephrased in abstract
interpretation terms by Reps and Thakur [28] in their work on generating precise (i.e., least general)
abstractions from data. Our presentation follows this last approach using the functions f (that
maps one concrete element to an abstract element), and LI (that maps two abstract elements to one
abstract element that contains both), as well as the idea of representing sets of possible policies via
abstract domains and lattices.

Phrasing our problem into a well-established generalization framework, makes our approach
grounded in a solid theory.

Formal Guarantees. The key contribution of our work is that it identifies properties of the AWS
IAM language that enable a compositional and modular abstraction approach where the functions
needed to compute least general generalizations are designed in terms of simpler building blocks.
The formal properties of our approach make it reusable. For example, we propose an extension
of our technique that takes advantage of the ability of cloud providers to detect vulnerabilities
in existing policies in the form of descriptions of likely undesired requests (e.g., unused-access
findings in AWS IAM Access Analyzer [50]). Given a set of undesired requests R that a policy P is
allowing, we propose a synthesis approach based on most general specialization that computes the
most permissive modification of P that rejects all requests in R.

The techniques presented in this paper take advantage of the structure of the AWS IAM policy
language. Because some other policy languages (but not all!), such as Google Cloud IAM Policy [9],
Azure IAM Policy [17], and Cedar [7] also use forms of allow/deny statements with a similar
semantics to that of AWS IAM, the high-level structure of our technique could be in the future
extended to these languages.

Contributions. In this paper, we make the following contributions:

e We formalize a notion of least-permissive readable access control policies for AWS cloud
resources based on observed requests, together with the corresponding synthesis problem of
automatically generating such policies (§ 2).

e We present an algorithm for automatically synthesizing least-permissive readable policies that
is based on the concept of least-general generalization. The algorithm uses the monotonicity
properties of JAM policies (§ 3) to break the problem of synthesizing least-permissive readable
policies into simpler and generalization problems of synthesizing least-permissive predicates
for attributes (§ 4). We provide concrete generalization approaches for predicates over all the
basic datatypes used in the AWS IAM language policy (§ 5).

e We implement the approach in a tool, IAM-PolicyRefiner, and evaluate it on policies and
request logs from AWS accounts (§ 7). IAM-PolicyRefiner is fast (<5s per policy), effective
(modified policies allow up to 99% fewer actions and modify up to 100% resource attributes
values), and does not overfit to the given requests (the refined policies allow all requests in a
left-out test set of requests).

2 Motivating Example

Let us consider an example where an instructor named Emma plans to use AWS to manage a class
where teaching assistants (TAs) need to download and grade student submissions. Also, TAs need
to upload their graded versions of the submissions so that students can access them.
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To make sure the TAs have all the needed permissions, Emma wants to run a mock version of
the class before the semester starts.

An Initial Policy. Emma starts by creating the policy T in Fig. 1b that gives broad permissions needed
for the IAM role TA involved in the application [41]. Informally, users who are assigned the role
TA should be able to retrieve the objects of the S3 [32] bucket (the AWS cloud object storage) for
accessing submissions or uploading graded submissions. To define the TA role, Emma creates four
statements that respectively give permissions to list, download, and upload student submissions,
and to encrypt/decrypt data to support server-side encryption when storing the data in S3 [43].

The first statement s; allows TAs to list objects (i.e., submissions) in the S3 bucket. The statement
allows any request that performs the action named s3:ListBucket on any resource with name
plclass, such that the prefix of the requested S3 object path matches the wildcard * (i.e., any
string). We simplify the resource for readability; AWS uses a more complex resource format called
ARN [31]. While Emma eventually wants to restrict permissions for TAs to a specific path, i.e., the
directory where submissions are stored, she does not know yet the final name of the directory.
Therefore, for now she creates a field s3prefix but leaves it unconstrained (i.e., the *).

The second and the third statements, s, and ss, respectively handle read and write permissions
to the S3 bucket. These statements respectively allow requests that perform any action that
starts with s3:Get (e.g., s3:GetObject, s3:GetObjectTagging), or that starts with s3:Put (e.g.,
s3:PutObjectTagging, s3:PutObjectAcl). Both statements require the resource paths to start
with plclass. Emma does not know the exact path for the directory the TAs will use and thus
leaves a * wildcard at the end of the path. Emma uses two separate statements for read and write
permissions to distinguish permissions for the student-submission and graded-submission folders.

The fourth statement s, handles permissions for the AWS Key Management Service (KMS) [35],
which is used for server-side encryption of AWS S3 bucket. The statement allows requests that
perform any valid AWS KMS action on any resource whose name starts with instance645:,
from a sourcelIP of the form 10.0.0.0/0 (CIDR [45] of the IP address that matches the first 0 bits
of the IP address, meaning all IP addresses). Because Emma has not set up any key before the mock
run of her application, she leaves the key name as a wildcard. Similarly, Emma expects TAs to work
on VPN that has a specific range of IP addresses, but since she does not know yet what that range
will be, she leaves a very permissive IP range to get started.

Collecting Access Logs. While the extra permissions Emma has provided are fine for the mock run,
once the application is used during the actual class, Emma wants to tighten the permissions for each
TA role to avoid problems such as TAs accidentally overwriting student submissions or checking
student submissions assigned to another group the TA is not responsible for. The challenging part
is to identify what requests the application needs to run. One possible approach would be to set up
all detailed paths and conditions for different TAs, but such an approach is tedious, error-prone,
and time consuming, especially if Emma is not an experienced AWS user.

Because Emma holds TA practice sessions through a mock run, we can treat the requests observed
during the mock run are representative of the ones needed by the application.! For example, if
an action that is currently granted by the policy T is never observed in the access log, providing
permissions for such an action is probably not necessary. The above argument is the key premise
of our work: we can learn what permissions are needed by the application by observing what
permissions are used in practice.

1We assume that the logs do not contain “malicious” requests that a TA has issued to access more controls than needed.
This assumption is reasonable because applications are often run in shadow mode before being openly deployed.
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ri:(action : s3:ListBucket, s1:(allow, S;:(allow,
resource: plclass, action : s3:ListBucket, action : s3:ListBucket,
s3prefix: fall/sub/h1, ...), resource: plclass, resource: plclass,
ry:(action : s3:ListBucket, s3prefix: * s3prefix: fall/x
resource: plclass, ) )
s3prefix: fall/grade/t2, ...),

r3:(action : s3:GetObject,

resource: plclass/fall/sub/t2/jane.pdf, ...), sy: (allow, s (allow,
rq:(action : s3:GetObject, action : s3:Getx, action : s3:GetObject,
resource: plclass/fall/grade/h1/luke.zip, ...), resource: plclass/x, resource: plclass/fall/x,
rs:(action : s3:GetObject, ) )
resource: plclass/fall/grade/t1/jane.pdf, ...),
re:(action : s3:PutObject, s3:(allow, sg:(allow,
resource: plclass/fall/grade/h1/luke.doc, ...), action : s3:Putx, action : s3:PutObject,
r7:(action : s3:PutObject, resource: plclass/*, resource: plclass/fall/grade/*,
resource: plclass/fall/grade/t1/jane.doc, ...), ) )

rg:(action : kms:Decrypt,
resource: instance645:key/5df8,

sourcelP: 10.226.204.212, ...), s4:(allow, sg:(allow,
rg:(action : kms:Encrypt, action : kms:* action : [kms:Encrypt, kms:Decryptl],
resource: instance645:key/5df8, resource: instance645:%, resource: instance645:key/5df8,
sourcelP: 10.226.211.100, ...), sourcelP: 10.0.0.0/0 sourcelP: 10.226.0.0/16
rip: (action : kms:Decrypt, ) )
resource: instance645:key/5df8,
sourceIP: 10.226.104.212, ...)
(a) Set of requests R (b) Initial policy T (c) Refined policy T"

Fig. 1. Given a set of requests R (Figure 1a), and a policy T (Figure 1b), IAM-PolicyRefiner computes a
policy T” that is less permissive than T while still granting all requests in R (Figure 1c). Furthermore T” is
syntactically similar to T (the red text is replaced with the green text). Dashed lines separate which requests
are granted by which statements.

AWS provides a service called CloudTrail [33] that logs requests received by an application and
Figure 1a shows a list of the requests R observed (in a simplified version of the CloudTrail format
due to space) for the TA role TA over a period of time. Each request contains action, resource, and
context information. Figure 1 also aligns each request with the corresponding statement that allows
it (denoted by the dashed lines).

Refining T using IAM-PolicyRefiner. The goal of IAM-PolicyRefiner is to automatically modify
the policy T and obtain a refined policy T" that provides enough permissions to grant all requests
in R, but so that the refined policy also generalizes to similar requests outside of R. More formally,
the refined policy T" should match the following goals:

Readability T" is syntactically similar to T; the difference can be explained to the user (i.e., Emma).
Soundness T allows all requests in R and does not allow more requests than T does.
Tightness T" is the least permissive of all sound and readable policies.

Given the policy T in Figure 1b and the set of requests R shown in Figure 1a, IAM-PolicyRefiner
computes the refined policy 7”7 shown in Figure 1c. The policy T" is syntactically similar to the
policy T (the red parts in the original policy T have been changed to the corresponding green parts
in the refined policy T7), but allows fewer requests that are tied to each TA role.

The first refined statement s{ allows fewer requests than the original statement s; by restricting
the s3:prefix value to a specific path named fall/*. s3:prefix limits the accesses on a specific
prefix of the resources—i.e., it only allows the access to specific group of students.
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The second refined statement s; now allows requests that perform the s3:GetObject action
(policy T allowed all possible actions starting with s3:Get) on any resource whose name starts
with the string plclass/fall/ restricting specific path of the group assigned to the TA (whereas
policy T allowed requests on all resources with names starting with plclass/*).

The third refined statement s; only allows the s3:PutObject action (i.e., TAs can only upload
assignments) to the specific resource path plclass/fall/graded.

The fourth refined statement s; allows requests that perform kms:Encrypt or kms:Decrypt
actions (whereas policy T allowed all possible kms actions) and only on the resource with
name instance645:key/5df8. Furthermore, a request should come from a source IPAddress
that matches the first 16 bits of the IP address 10.226.0.0 (a range of VPNs), whereas the original
statement T allowed requests from all IP addresses. (We simplify the condition key for readability;
AWS provides various condition keys as a global context and service context [47].)

The policy T" is sound as it still allows all the requests observed in R and each field imposes
more restrictions than T did. Furthermore, T" is readable: it has the same structure as T and it only
applies minimal changes to the given predicates that can be easily inspected from the red-to-green
diff (e.g., it only changed the mask of the sourceIP). We will formalize this notion in Section 4.3.1.

Arguing that T" is tight is a bit trickier as there are still requests that are not observed in R that
T" will allow—e.g., accessing an object at path plclass/fall/sub/t1/ which might exist in the
bucket, but does not appear explicitly in the set of requests.

While it is possible to write a policy Pg that only allows the requests in R, the policy Pgr would
not only be unreadable, but it would also overfit to the data in R. For example, the policy Pg will fail
to allow requests when students submit assignments with different file names than those observed
in the requests R. Furthermore, for the policy Pg to only allow events in R, the policy would also
need to inspect fields that the original policy T did not contain—e.g., timestamps or destination IPs.

This last example surfaces a key design choice of IAM-PolicyRefiner: the refined policy T"
should be the tightest policy—i.e., the one that allows the fewest requests—in the space of “readable”
modifications of T. In this paper, we choose to formalize readability as follows: a policy is readable
if an only if it belongs to a search space Pr that is carefully designed to only contain policies that
are small syntactic modifications of the original policy T (formally defined in Section 4.3). Because
the search space Pr is defined to only contain small variations of the policies, it is trivial to prompt
a user of IAM-PolicyRefiner with a clear diff between the refined policy and the original policy.

One way to think about our work is through the lens of “inductive bias”. Our policy search space
Pr imposes an inductive bias by only allowing readable variations of T. The set Pr contains an
infinite space of possible policies (but not all IAM policies). The tightness definition makes sure
that we pick the least permissive of all such policies (e.g., we do not generate P itself).

A contribution of this paper is that the set Pr of readable modifications of T is defined so that it
forms a join-closed semi-lattice, a formalization that enables to compute least-general generalizations
from requests efficiently and compositionally as shown in the rest of the paper.

3 The AWS Policy Language and its Properties

In this section, we first describe the AWS Policy language and its semantics, and then discuss
properties of the semantics that will be useful for designing IAM-PolicyRefiner.

3.1 Semantics of IAM Policy Language

The AWS policy language is defined as serialized JSON?, but in this paper, we describe a simplified
abstract syntax of the core constructs of the policy language to simplify our exposition. Figure 2

Zhttps://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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Policy — Statement™
Statement — (Effect,Principal, Action, Resource, Condition?)
Effect — allow | deny
Principal — principal: string®
Action — action: string®
Resource — resource: string”
Condition — condition: Operator®
Operator — (OperatorName, ConditionKeyName, Value®)
OperatorName — StringEquals | StringEqualsIfExists | StringlLike |
StringNotEquals | IpAddress | ...
ConditionKeyName — aws:sourceVpc | aws:sourcelp | s3:prefix | ...

Value — String | Num | Bool | IP

Fig. 2. Abstract syntax for the AWS IAM policy language (? denotes optional elements and * denotes lists).

shows the abstract syntax for the IAM policy language®. IAM policy is a set of statements that can

either allow or deny a set of requests. Each statement defines an Effect to indicate whether to

allow or deny a request, and a set of predicates over variables, (e.g., principal, action, resource)

to describe when a request is matched by the statement . For example, the statement s; described

in Figure 1c would be captured using the statement in the AWS IAM syntax shown in Figure 3.
To avoid dealing with complex syntax, we present the abstract

view of predicates and statement used in Figure 1b. We assume ... . .11,

a set of variables V, which represent the possible fields in a  action : "ss:Listbucket’,

request—e.g., action, resource, and s3prefix are variables. Jaimior Q’ld‘“”‘

StringLike: {
Statements. We formalize a statement s as a pair (e, ¥) where "s3:prefix: "fall/x" 33}

e is either the value allow (we call these statements allow-

statements) or the value deny (we call these statements deny- Fig. 3. AWS IAM Syntax for state-
statements), and ¥ : V > pred is a partial function that ment s7 in Figure 1c.

maps variables to predicates. For example, in the statement

s2 = (allow, ¥,) in Figure 1b, ¥, maps the variable action to

the predicate stating that the action of a request should start with s3:Get (i.e., the predicate is
represented by the pattern s3:Get*). Each variable v € V is associated with a predicate of a
specific type in IAM and we use o(v) to denote it. Common predicate types are simplified regular
expressions to restrict values of strings and integer comparisons, but in this section we will not go
into these details. We use V (s) to denote the set of variables in the domain of ¥—i.e., all the values
for which the partial function is defined. Every statement always contains the variables action
and resource.

We often simplify the notation for predicates to avoid clutter. For example, to denote the predicate
that describes the set of all strings denoted by the pattern s3:Get* we simply write the pattern
s3:Getx itself instead of the more precise notation Av.v € L(s3:Get*) (where L(pat) denotes
the set of strings accepted by a pattern pat). Similarly, we write IP masks to denote predicates
denoting certain sets of IP addresses and drop lambda terms when the are clear from the context.
To relate our formalization to Figure 2, all syntactic terms used to denote predicates in the IAM

3principal is optional for some policy types such as identity-based policies [34] and condition is optional for all policy
types
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syntax (whether via conditions or other forms) are represented as predicates. The translation from
syntax to predicates is a simple syntax-directed transformation.

Requests. A request r : V. — val maps a variable to its value. For example the first request in
Figure 1a maps the variable action to the value s3:ListBucket, the variable resource to the
value plclass, and variable s3prefix to the value fall/sub/h1. Each variable v € V is associated
with a value of a specific type in IAM; we use 7(v) to denote the type of the values associated
with 0. Common value types are integers, floats, IP addresses, Booleans, and strings. Every request
contains the variables principal, action, and resource, whereas others are optional. We omit
principal and include only subset of variables in each request of Figure 1a to save the space. For
example, variable s3prefix only appears in some of the request elements. In practice, requests
might not contain values for all the variables, so we allow r to map variables to the special value
null—e.g., in Figure 1a we assume the variable resourcetag does not appear in any request, and
we would have ry(resourcetag) = null. If a variable can be assigned a null value, its type can be
thought of being a “nullable” value—i.e., its type contains null as an element.

Intuitively, a request matches a statement if, for every variable appearing in the statement, the
request’s values are models of the corresponding predicates in the statement.

Definition 3.1 (Statement-Matching Requests). Given a request r and a statement s = (e, ¥) we
say that s matches the request r if and only if, for every v € V(s), the value r(v) is a model of the
predicate ¥[v]. We write M(s) to denote the set of all requests matched by s—i.e, M(s) = {r e R |
/\UEV(S) \P[U] (r(v))}

For example, the statement s4 = (allow, ¥,) in Figure 1b has three keys action, resource, and
sourceIP and matches last three requests in Figure 1a. In particular, the value of each variable
in the last request o of Figure 1a is a model of the corresponding predicate in the statement
(missing keys in the statement are ignored), e.g., rjp(action) = kms:Decrypt is a model of the
predicate ¥4[action] = kms: *, and rio(sourceIP) = 10.226.104.212 is a model of the predicate
¥, [sourceIP] =10.0.0.0/0.

Note that in our formalization we simplify the syntax of IAM policies and simply assume that
each variable is associated with its predicate. Our implementation maps the JSON representation
of statements to this predicate format; this translation is straightforward and syntax-directed and
we do not present it formally, though we provide some examples in Section 5.

Policies. A policy P = {s1,5s2,...,Sn} is a set of statements and we use AS(P) (resp. DS(P)) to
denote all the allow (resp. deny) statements in P. We write P = (AS(P), DS(P)) to directly denote
these two sets and a and d instead of s to denote an allow or deny statement respectively.

Definition 3.2 (Granted Requests). A policy P grants a request r, written as “[ P]|(r) = true”, if
and only if there exists an allow statement that matches the request, i.e., 3s4 € AS(P). r € M(sa),
and there does not exist a deny statement that matches the request, i.e., Vsp € DS(P). r ¢ M(sp).
We write Granted(P) to denote the set of all requests granted by the policy P, which can be defined
as follows.

Granted(P) = (| ] Meap\( [ M(sp))
sA€AS(P) speDS(P)

Therefore, we formally write [ P]|(r) = r € Granted(P).

3.2 Monotonicity of AWS Policies

Our policy-refinement algorithm (Sec. 4.2) uses two important properties of the AWS IAM language.
First, the set or requests M(s) matched by statement s grows monotonically with respect to the
set of values matched by the predicates appearing in s.
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THEOREM 3.3 (MONOTONICITY W.R.T. PREDICATES). Given two statements s; = (e, V1) and s, =
(e,¥,), if V(s1) = V(sz) and for everyv € V(s1) we have that ¥;[v] — ¥;[v], then M(s1) € M(sz).

Second, the set of requests allowed by a policy are monotonically increasing (resp. decreasing)
with respect to the set of requests the allow statements (resp. deny statements) match.

THEOREM 3.4 (MONOTONICITY W.R.T. STATEMENTS). Let P; be a policy such that AS(P;) =
{a1,...,an} and DS(P;) = {d,...,dm}. For every policy P, the following is true:
o IfAS(P;) ={aj,...,a,} such that for every 1 < i < n we have M(a;) € M(a}) and DS(P,) =
DS(P,), then Granted(P;) C Granted(P,).
o If AS(P;) = AS(P;) and DS(P;) = {d!,...,d}} such that for every 1 < i < m we have
M(d;) € M(d;), then Granted(P,) 2 Granted(P).

For what concerns our refinement problem, Theorem 3.4 guarantees that if we compute a policy
in which all allow statements match a subset of the requests matched by the corresponding allow
statements in the original policy, and all deny statements statements match a superset of the requests
matched by the corresponding deny statements in the original policy, our policy is guaranteed to be
sound and allow no more requests than the original policy. Theorem 3.3 tells us how we can refine
individual statements to guarantee that they match fewer (or more) requests—i.e., by modifying
individual predicates in isolation so that they imply the original predicates. The next section uses
these two properties to build the refinement algorithm used by IAM-PolicyRefiner.

Beyond AWS IAM. The techniques presented in this paper take advantage of the monotonicity
properties of the AWS IAM policy language. Because other policy languages, such as Google Cloud
IAM Policy [9], Azure IAM Policy [17], and Cedar [7] also use forms of allow/deny statements with
a similar semantics to that of AWS IAM, these languages enjoy similar monotonicity properties—i.e.,
making individual allow (resp. deny) statements match fewer (resp. more) requests results in the
overall policy granting fewer requests. Therefore, the high-level structure of the modular algorithm
we present in Section 4 can be adapted to these other authorization languages. However, the
design of the policy search space (Definition 4.9) will have to be modified to fit the structure of the
statements used in other languages, and new predicate abstractions will need to be designed to fit
the predicates of other languages (see Section 5.7).

Some authorization languages, e.g., Rego [27] (which targets structured documents and not IAM
requests), do not follow the same paradigm as AWS IAM and are instead based on ideas from logic
programming. These languages do not fit our algorithm (at least not directly).

4 Refining AWS Policies from Data Using Least General Generalization

In this section, we formalize the problem of finding a least general policy that is consistent with a
given set of events. We draw a connection to the principle of least general generalization [24, 25]
and use the properties of AWS IAM stated in Theorems 3.3 and 3.4 to show how least general
generalizations can be computed in a modular way for AWS IAM policies.

4.1 The Policy Refinement Problem and its Connection to Least General Generalization

Given a policy P and set of requests R that are granted by P, our goal is to identify a new policy
P’ that grants all requests in R, but no more requests than those granted by P. As discussed in
Section 2, this definition admits two trivial solutions: the most general solution is the policy P itself
(which does not inch toward least privilege), and the least general solution is the policy Pg that
grants exactly all requests in R (thus overfitting). Neither of these policies is a desirable solution.
The problem at hand requires to find ways to “slightly” generalize from the given examples (and
not overfit), but also to restrict access to follow the least-privilege principle. To achieve this goal,
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we can impose a bias over what set of policies we are interested in (e.g., we want to disallow the
policy Pg). We can thus introduce the notion of a policy search space Pp, which is a set of policies
we are interested in, and our goal is to then find the most restrictive policy in Pp.

Definition 4.1 (Policy Refinement). Given a policy P, a set of requests R, and a policy search space
Pp, we say that P* € Pp is a least-privilege policy consistent with the requests R if:

Soundness R C Granted(P*) C Granted(P).
Tightness there does not exists a policy P’ € Pp such that R C Granted(P’) C Granted(P*).

The policy refinement problem is to find a least-privilege policy consistent with the requests R.

In Section 2, we had presented a third requirement that the above definition does not capture:
Readability P* is syntactically similar to P and the difference can be explained to the user.

To capture this requirement we can carefully define the set Pp to only contain policies that are
syntactically similar to P. We formally define the search spaces used in our implementation and
their properties in Section 4.3, but here we provide some examples of what they look like.

Example 4.2 (Policy-Refinement). Consider the policy T in Figure 1b and the requests R in Figure 1a.
We can define the set Pr so that it only contain variations of T that have the same set of statements
and with the same variables—e.g., the refined policy T" in Figure 1c satisfies this requirement.
Furthermore, the policies in Pr use predicates that are syntactically similar to the ones in the policy
T—e.g., the red-to-green changes in Figure 1.

4.2 Computing Unique Refined Policies

We next present the algorithm IAM-PolicyRefiner uses to solve the policy-refinement problem.
Because the search space Pp might admit multiple incomparable solutions, Definition 4.1 requires
P* to be a least-privilege policy consistent with the requests instead of the least-privilege policy.

Example 4.3 (Ambiguous Search Spaces). Consider a policy Py that allows all requests where the
value of the variable resourcetag is unconstrained by *. Assume we are refining the policy with
respect to two requests in Ry where the respective values for the variable resourcetag are aaa
and aa. Now assume that our search space Pp,, allows predicates where at most one wildcard * can
appear in each string predicate. Given these requests, we can compute at least two possible refined
policies that are both sound and tight with respect to such a policy search space: one constraining
the value of resourcetag to *aa (i.e., all values that end in aa) and one to aax (i.e., all values that
start with aa). However, neither of these two policies is tigheter than the other.

Example 4.3 showed that the structure of the search space influences whether one can compute
a unique refined policy. To address this problem, we provide sufficient conditions that restrict the
search space of possible policies and guarantee that the problem admits a unique solution. The
following definitions use concepts from abstract interpretation to capture when a set of elements
can be mapped to a unique representation of the set of those elements.

Definition 4.4 (Concrete and Abstract Domain). A concrete domain C is a set of values, in our
setting, a set of requests. An abstract Li-closed (join-closed) semilattice is a partially ordered set
(A,C) where: (i) A is the abstract domain: in our case, policies matching sets of requests; (ii) C
is a partial order on elements in A: in our case, whether a policy allows a subset of the requests
allowed by another policy; and (iii) for any two elements x, y € A, the join (or supremum) of the
two elements m = x Ll y is the unique element of A such that x E m, y C m, and for every w € A,
ifxEwandy C w,thenm E w.

To relate C to A, we use a concretization functiony : A — 2C maps an abstract element to the
set of concrete values that it represents, and an abstraction function  : C + A such that §(c)
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maps a concrete element ¢ to the least element in A with respect to C—i.e., for every ¢ € C, the
function f(c) guarantees that there is no element a € A such that a C f(c) and ¢ € y(a). It is also
convenient for A to contain an element L that is smaller than every other element in A with respect
to C.

Because the join LI computes the least element, the operation is by definition associative and
commutative. In our setting, A will represent a set of policies and our goal is to find the least policy
in A that is consistent with a set of concrete requests (i.e., the set C).

Definition 4.5 (Well-behaved Abstraction). We say that a tuple A = (C,A,C, B,y, L, L) is a well-
behaved abstraction if all the components respect the above definitions.

Example 4.6 (Well-behaved Abstraction for Integers). We illustrate the above definitions with
well-behaved abstraction A<s = ({0,1,2,3,4,5}, {false,v < 0,0 < L,v < 2,0 < 3,0 <4,0<5}—
, B<s, Y<s, L<s, false) that maps numbers in the set {0, 1,2, 3, 4, 5} to predicates of the form v < c.
Intuitively, given a set of numbers {4, 2, 1}, we want their abstraction to yield the predicate v < 4—
i.e., the least predicate that is consistent with those numbers. Hence, we can define f<5(c) =v < ¢
and U<s(v < a,0 < b) =0v < max(a,b). The order over abstract elements is logical implication —,
and y<s simply returns all the numbers that satisfy the inequality.

THEOREM 4.7 (UNIQUENESS OF LEAST ELEMENT). Given a well-behaved abstraction A = (C, A, C
, By, U, L), for every set of concrete elements C' C C, there exists one unique least element a* in A
such that (i) C' C y(a*), and (ii) for every a € A, if S C y(a) then a* C a. Furthermore, a* can be
defined (and computed) as a* = | | ¢ B(c).

Theorem 4.7 gives us a perfect recipe for solving the policy refinement problem. Given a policy
P, if we can define a well-behaved abstraction Ap = (Granted(P), Pp, T, pp, yp, Lp, Lp) from the
concrete domain Granted(P) to an abstract domain of IAM policies (i.e., a policy search space)
that are less permissive than P, we can compute the unique least permissive policy P* for a set of
requests R as | |.cg B(c). Furthermore, because the join operator is associative and commutative,
we can efficiently compute P} in a map-reduce style as refine(P, R) = reduce(L, map(f, R), L).

4.3 From Computing Refined Policies to Computing Refined Predicates

In the previous section, we presented an approach for computing refined policies from a set of
requests. However, we have not provided an actual algorithm as we have not defined a policy
search space Pp and the corresponding well-behaved abstraction operations fip, yp, and Lip.

Doing so for AWS IAM policies is challenging. First, there are multiple ways to modify the multiple
statements appearing in a policy to match the provided requests. Second, individual statements can
contain predicates of different kinds—e.g., numerical constraints, regular expressions—and with
multiple restrictions—e.g., regular expressions can only contain wildcards and no Kleene stars.

In this section, we define a parameterized search space for policies and show how we can reduce
the problem of computing refined policies for such a search space to a simpler problem of computing
refined statements first and then to computing refined predicates appearing in the statements.

Most important, our definitions of policy search space (Definition 4.9), statement search space
(Definition 4.8), and predicate abstractions (Section 5) formalize what we consider to be the set
of readable modifications of a given policy—i.e., the modified policies must preserve the set of
statements and their variables, and can only “slightly” modify the predicates appearing in each
statement.

4.3.1 The Modular Policy Search Space Pp. We define the search spaces we will consider in this
paper when refining policies—i.e., what is the set $Pp. In section 5, we will define specific ways in
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which each predicate in a statement can be modified. For now, we assume that for every predicate

¥ [v] corresponding to a variable v, there exists a predicate search space ®y[,), i.e., a set of predicates

each of which describes a subset of the models of ¥[v] and are syntactically similar to ¥[ov].

Furthermore, the set ®y[,] contains a bottom element Ly[,] that has no satisfying values/models.
We first define statement search spaces and then policy search spaces.

Definition 4.8 (Statement Search Space). Given a statement s = (e, ¥;), the statement search space
S; contains statements that maintain the sets of variables and predicate structures of s. Formally,
(e, ;) € Sew,) iff V(¥) = V() and Vo € V(¥s), ¥;[v] € Dy, [o] (the predicate search space).

All statements in S; grant subsets of the requests granted by s

Note that, by definition, all requests we use to refine a policy are already allowed by some allow
statement in the policy and are not denied by any deny statement. In general, there are two ways to
make a policy less permissive (Theorem 3.4): 1) we can make the allow statement that allowed the
requests under consideration less permissive, or 2) we can make a deny statement more restrictive.
Because allow statements are necessary to allow any permission and deny statements are not
always used in all policies and cannot directly be associated with allowed requests, it is more
natural to focus on search spaces that make allow statements less permissive.

Definition 4.9 (Policy Search Space). Given a policy P such that AS(P) = {ay,...,a,} and
DS(P) = {dy,...,dm}, the policy search space Pp is comprised of policies that can modify only
allow statements. Formally, {a},...,a;,d1,...,dn} € Ppiff V1 < i < n. a} € S, (see Def. 4.8).

Whenever we write S, y) and Pp we assume they are defined as in Definitions 4.8 and 4.9.

Example 4.10 (Policy Search Space). Consider the input policy T in Fig. 1b. The output policy T"
in Fig. 1c is an example of what a policy in Pr looks like. In particular, each statement s; in Fig. 1c
belongs to the statement search space S, of the corresponding statement s; in Fig. 1b. Note that
even if we had a deny statement in the input policy, £r would only contain policies that modify
the allow statements and leave the deny statement unaffected.

All policies in Pp grant subsets of the requests granted by P

4.3.2  Modular Policy Refinement for Pp. The design of the policy search space is such that, as long
as the elements of each predicate search space ®y [, are similar to the predicate ¥[v], then every
policy in Pp is similar to P and therefore satisfies our readability requirement—i.e., the policies in
Pp are modifications of the allow statements in P and preserve their variables.

Moreover, our definition has another nice property that is formalized in the following theorems.

We use pred(s) (resp. pred(P)) to denote all predicates appearing in the statement s (resp. policy
P), and given a predicate ¢/, we use val(y’) to denote all models of the predicate 1. Definition 4.11
states that as long as we have abstractions for the predicates appearing in the a statement—i.e., we
have a way to turn concrete values into least general predicates—we can use these abstractions
to build abstractions for such a statement. The idea is that one can map the values appearing in
a request matched by a statement to the predicates of the corresponding variables and use the
well-behaved abstractions of each predicate to compute least predicates.

Definition 4.11 (Statement Abstractions). Let s = (e, ¥) be a statement, and for every predicate
¥ € pred(s) assume that we have an abstraction Ay = (val(y), @y, —, By, vy, Uy). The statement
abstraction As = (M(s), Ss, Cs, Bs, ¥s» Ls, Ls) is defined as follows:

e If e = allowthen s’ T, s” iff M(s") € M(s"").If e = deny then s’ C; s” iff M(s”) € M(s’).
o Bs(r) = (e, ¥") such that V(¥) = V(¥') and Vv € V(¥), ¥'[v] = By[01 (r(0)).
o ys(e, V") = M(¥).

Proc. ACM Program. Lang., Vol. 8, No. OOPSLA2, Article 298. Publication date: October 2024.



Automatically Reducing Privilege for Access Control Policies 298:13

o (e, ¥1) Ucew) (e2,¥2) = (e, V') if for every variable v € V(¥) we have ¥'[v] = ¥;[v] Uy[y)
¥, [v]. (Note that due to Definition 4.8 we have V(¥) = V(¥;) = V(¥,) = V(¥').)
e 1, = (e, ¥,) where for every variable v € V(¥) we have ¥, [0] = Ly[,.

Example 4.12. Consider the first two requests r; and r; in Fig 1a, and the statement s; in Fig 1b.
We can define S, (1) = (allow, ¥;) as follows (we will clarify in Section 4.3 how the individual
predicates are computed): ¥;[action] = Av.o = s3:ListBucket, ¥;[resource] = Adv.v = plclass,
¥ [s3prefix] = Av.v € L(fall/sub/h1)—i.e., a regular expression that only accepts one string.
Similarly, we can define f, (r2) = (allow, ¥;) as follows: ¥,[action] = Av.v = s3:ListBucket,
¥, [resource] = Av.v = plclass, ¥, [s3prefix] = Av.v € L(fall/grade/t2). When we apply the
join operator Li;, to the two statements f, (1) and fs, (r2) we obtain a statement (allow, ¥ ;)
with the following predicates: (i) ¥ 2[action] = Av.v = s3:ListBucket, (ii) ¥; z[resource] =
Av.v = plclass, and (iii) ¥ 2 [s3prefix] = Av.o € L(fall/x).

We will show a well-behaved abstraction for string predicates where ¥y ;3 [s3prefix] is the the
least element obtained by joining ¥ [s3prefix] and ¥, [s3prefix] in Section 5.3.3.

A statement abstraction is well-behaved when its predicate abstractions are well-behaved.

THEOREM 4.13 (STATEMENT ABSTRACTIONS ARE WELL-BEHAVED). Given a statements = (e, ¥),
if for every predicate y € pred(s) the abstraction Ay is well-behaved, then the abstraction Ay is
well-behaved and S only contains statements with the same effect e.

Theorem 4.13 guarantees that if s is an allow-statement, the least general statement in S
consistent with a set of requests R is the one that allows as few requests as possible while allowing
all requests in R. Interestingly, if s is a deny-statement the least general statement in S consistent
with a set of requests R is the one that allows as many requests as possible while denying all requests
in R. This last property will be useful in a different problem setting we consider in Section 6.1.

Definition 4.14 shows how to build policy abstractions by mapping requests to the corresponding
statements and then using statement abstractions.

Definition 4.14 (Policy Abstractions). Let P be a policy with allows statements AS(P) = {ay, ..., an}
(®y is a set of predicates and — denotes logical implication) and deny statements DS(P) =
{di,...,dn}. Assume that we have an abstraction Ay = (val(y), @y, —, By, vy, Uy) for every
predicate ¥ € |J; pred(a;). The policy abstraction Ap = (Granted(P),Pp,C, fp,yp,Up, Lp) is
defined as follows:

e P’ Cp P” iff Granted(a’) C Granted(a”).
e Bp(r)={al,...,a,,dy,...,dn} such that forevery 1 <i < n,

- a;=1lg ifr € Uj;M(a;) orr ¢ M(a;), and

- a; = fq,(r), otherwise (i.e., apply the f-function of the first statement a; matching r).
e yp(P;) = Granted(Py).
o {aj,....ap,d1,....dm} Up{d? ....a di,....dm} ={a] Ug @3,...,a} Ug, a2, dy, ... dn}.
e lp= {J—als~~~,J—an’d1’~~~>dm}~

The policy abstraction presented in Definition 4.14 is not, in general, well-behaved.

Example 4.15 (Overlapping Statements). Consider a policy with two statements that allow every
possible action, but restrict the set of possible resource to ones that match the predicates ax (starts
with an a) and *b (ends with an b), respectively. Assume a request where the value of the variable
resource is ab, which is matched by both the first and second statements. The abstraction presented
in Definition 4.14 will refine the first statement by, let’s say, changing the regular expression a* to
abx*, and replace the predicate in the second statement with L (i.e., the statement will not match
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any request). The resulting policy is not the least permissive one, but instead a least permissive
one as one could have instead replaced *b in the second statement with *ab (and made the first
statement L). This problem is well-known in abstract interpretation over disjunctive domains [23],
where one cannot have a least element due to the ambiguity of disjunction.

If the two statements had matched disjoint sets of requests (e.g., they had predicates a* and b*),
this problem would not appear and the abstraction given in Definition 4.14 would be well-behaved.

If all allow statements match disjoint set of requests and all the predicate abstractions are
well-behaved, the resulting policy abstraction is also well-behaved.

THEOREM 4.16 (POLICY ABSTRACTIONS ARE WELL-BEHAVED). Let P be a policy with a set of allows
statements AS(P) = {ay, ..., an}. If all allow statements match disjoint sets of requests—i.e., for every
1<i< j<nwehaveM(a;) N M(aj) =0 and for every predicate y € | J; pred(a;) the abstraction
Ay is well-behaved, then the abstraction Ap is well-behaved.

It is decidable to check if two statements match disjoint sets of requests (this check can be done
using the tool Zelkova [4]). It is important to note that even if statements match overlapping sets of
requests, the abstraction given Definition 4.14 is not well-behaved, but it will still produce policies
that are sound and readable, though they might not be guaranteed to be the tightest as the join
operator is not guaranteed to return a least element.

COROLLARY 4.17 (UNIQUENESS OF LEAST PERMISSIVE PoLricy). Let P be a policy with allow state-
ments that match disjoint sets of requests. Let Ap = (Granted(P),Pp,C, fp,yp,Up, Lp) be the
corresponding well-behaved abstraction. Given a set of requests R C Granted(P), there exists exactly
one least-permissive policy P* in Pp consistent with R, which can be computed as P* = | |,cg f(r).

The above theorems give us a way to make the policy refinement problem modular and easy
to customize. Instead of designing complex abstractions for arbitrary policies, we can focus on
defining abstractions for individual predicate types, which will be the main goal of Section 5.

5 Policy Abstractions for Least General Generalization

The previous section showed how we can reduce the problem of refining policies to the problem
of refining predicates appearing within statements. Theorems 4.13 and 4.16 show that we simply
need to create a well-behaved abstraction Ay = (val(y), Oy, —, By, yy, Uy) for every predicate
¥ € pred(P) . In this section, we show what types of predicates we need to model the syntactic
features supported by AWS IAM and define abstractions for each type of predicate.

The specific abstractions we present are one possible choice of well-behaved abstractions and
are the ones used in our evaluation. However, our implementation allows one to swap specific
abstractions for different ones (some of which we discuss in this section).

Notation. Whenever we write a predicate with a free variable v, we assume that v is the input
to the predicate—e.g., instead of writing ¥[action] = (Av.v = s3:ListBucket), we simply write
v = s3:ListBucket. We use c to denote constants—e.g., a specific action name or an integer. For
every well behaved abstraction A;, we include a bottom element L, that describes an empty set of
values—i.e., y;(L;) = 0—and therefore often omit the description of y; for bottom values.

5.1 Equal and Not-Equal

Equal. An equality predicate i/ is of the form v = ¢, where c is a constant. For example, this type of
predicate can be used to specify that a certain action is allowed—e.g., action = s3:ListBucket—on
a specific resource—e.g., resource = plclass. Because equality predicates only allow a single
value c, our abstraction will only contain the equality predicate v = c itself and the bottom predicate
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1. that is not satisfied by any values/model. Intuitively, the abstraction stays at 1. until a value
c is observed, in which case it generalizes to v = c.

Definition 5.1 (Equal Abstraction). For a predicate v = ¢, we define the well-behaved abstraction
A= = ({c}, @=¢, =, P=c, Y=cs U=¢, L) as follows:
o O, ={v=c L=}
¢ fc(a) = (v =a).
® y—c(v=c)={c}.
o 1 L ¥ is ¢y if ¢ — 11, and i), otherwise.

THEOREM 5.2 (EQUALITY ABSTRACTIONS ARE WELL-BEHAVED). Given a predicate v = c, the
abstraction A_. is well-behaved.

Proor. The abstract domain only contains the elements ®-. = {v = ¢, L.}, where L_, —» v =c.
The abstraction is well-behaved since -, and LI-. return the least elements in all possible cases. In
particular, if , — iy, then ¥y U= ¢, = ¢, otherwise, it means that {; — i/, (due to the limited
structure of the lattice), and thus ¥ L=, {2 = /. Commutativity follows from the fact that the least
element is correctly computed.

[m]

Not-Equal. A not-equal predicate ¢ is of the form v # ¢, where c is a constant. For example, this
type of predicate can be used to specify that a certain resource should be accessible to everyone
but one specific user—e.g., aws:username # darth [48].

A predicate v # c is very permissive as it matches any value different than c. We define the
abstraction A, so that a predicate stays at L., until a value d is observed, in which case it
generalizes to v = d (this predicate captures the case in which the application only observes one
possible value d and not multiple values that are different than c). If two different values are
observed, let’s say d; and d,, the abstraction generalizes to v # c.

Definition 5.3 (Not-Equal Abstraction). For a predicate v = ¢, we define the well-behaved abstrac-
tion Ay = (val(# ¢), Py, =, Pres Ves User L) as follows:
e val(#c) ={d | d+# cA1(c) =1(d)}—ie., values of type 7(c) that are different from c.
e O, ={v=d|d#ctU{v#c}U{Ls}
b ,Bic(d) =ov=d.
o yoc(v=d)={d}and yzc(v #c) ={a|la#cAdecval(#c)}.
o We define the join as follows:

h Yo —
Un Uze Y2 = {2 Y1 — ¥

v # ¢ otherwise

THEOREM 5.4 (NOT-EQUAL ABSTRACTIONS ARE WELL-BEHAVED). Given a predicate v # c, the
abstraction Ay, is well-behaved.

Another option for this abstraction is to allow a finite disjunction of equalities up to a bound
k and only generalize to v # ¢ when the bound k is exceeded. For example, we could have that if
three values d;, dy, ds are observed, then the resulting predicate is v € {dy, d3, d5}; but once a fourth
value dy is observed the predicate is generalized to v # c.

Our implementation also provides abstractions for case-insensitive equal and not-equal operators
(e.g., to represent StringEqualIgnoreCase) that can be defined analogously to the ones we just
defined by just ignoring the cases of the inputs.
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5.2 Order Comparisons

Certain types such as numbers and dates admit order comparisons through operations such as <,
>, <, and >. We present the construction for the case in which the predicate i is of the form v < ¢,
where c is a constant (the other cases are similar). For example, this type of predicate can be used
to specify that some attribute should be bounded—e.g., s3:max-keys < 5000 [38].

Intuitively, the abstraction stays at L. until a value d is observed, in which case it generalizes to
v < d.If different values are observed, let’s say dy, . . ., d,, we then generalize to v < max(dy, ..., dn).

Definition 5.5 (Comparison Abstraction). For a predicate v < ¢, we define the well-behaved

abstraction A<, = (val(< ¢), P<¢, =, P<es Y<or U<es L<c) as follows:

e val(<c)={d|d < cAt(c)=1(d)}—ie., values of type 7(c) that are smaller than c.
e d. . ={v<d|d<ctU{L}

o fec(d)=0v<d

* y<c(w<d)={d"|d <d}.

e Because our abstract domain is a total order, ¥4 Li<. ¥ is 7 if 2 — 11, and ¢/, otherwise.

THEOREM 5.6 (ORDER ABSTRACTIONS ARE WELL-BEHAVED). Given a predicatev < c, the abstraction
A< is well-behaved.

The abstraction A for a predicate of the form v > c is defined similarly by replacing the <
operator with > in the elements of the abstract domain. We can also define similar abstractions for
A< and A, by compiling them into equivalent formats witho < ¢ —1and v > ¢ + 1, respectively,
for appropriate definitions of —1 and +1. Note that in this last case we assume a non-dense numerical
domain where —1 and +1 can be naturally defined (e.g., natural numbers). Similarly to what we
mentioned for inequalities, one can also define finer abstractions where one keeps finite disjunctions
of equalities before generalizing to comparison operators.

5.3 String Predicates

String values are perhaps the most used values in the AWS IAM policy language. It is common to
use simplified regular expressions with wildcards—which we call patterns—to describe sets of such
values. We assume an alphabet of characters ¥ and use X* to denote all strings over this alphabet.
We use ¢ to denote the empty string of length 0. A pattern pat is a sequence goWj oy - - - W0, (such
that n > 0) where each o; € " is a string and each W; € {?, x} is a either a character wildcard ?
(i.e., any possible character) or a string wildcard * (i.e., any possible string). A string is accepted by
a pattern whenever there is a way to replace the wildcards with parts of the input string so that the
result is the string itself. Given a string o = ¢; - - - ¢, and a pattern pat = oWy oy - - - Wy, 05, We say
that a mapping w : {Wj, ..., W,} — X*is a valid match for o on pat iff o = gp(Wy) oy - - - © (W) 0y
and forevery 1 < i < n,if W; = ? then o(W;) € X, and if W; = x then w(W;) € X*. We use Q(o, pat)
to denote the set of all matches and assume a total order over them. We use Q(o, pat)[0] to denote
the first match in the order. We say a string o is accepted by a pattern pat iff Q(o, pat) # 0. We
write £ (pat) to denote the set of strings accepted by pat and say that a pattern pat implies another
pattern pat’, i.e., pat — pat’, iff L(pat) € L(pat’). We also assume a special pattern pat, that
defines the empty set of strings, i.e., L(pat,) = 0.

We will often simply write pat in place of the more verbose predicate v € L(pat). Our search
space will consist of variations of the pattern pat where wildcards can be replaced with patterns
that narrow the set of possible strings. First we define ways to create abstractions for wildcards—i.e.,
? and *—and then show how to combine such abstractions for full patterns.
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5.3.1  Wild-Character Abstraction. The following abstraction A, captures the case in which we
are trying abstracts sets of strings of length 1 (i.e., characters). Initially, the abstraction is just L
and when one character d is observed it generalizes to d itself—i.e., only the character d should be
accepted. If different values are observed, we then generalize to ?.

Definition 5.7 (?-Abstraction). The abstraction A, = (T, O, C r, B2, ¥2, LIz, Lo) is defined as:
e & =X U{?}U{L,}.
e fr(d) =d.
® y2(d) = {d} and y»(?) = 2.
e The join is defined as follows:

X y—ox
xhy=1qy x—y
? x,yeXandx#y

THEOREM 5.8 (?-ABSTRACTION Is WELL-BEHAVED). The abstraction A is well-behaved.

5.3.2  Prefix and Suffix Abstractions for *. When considering strings accepted by a wild string *,
there are many ways to perform an abstraction from a finite set of strings, but not all of them are
well-behaved. We present well-behaved abstractions and describe versions that are not.

The following abstraction Apr.r captures the case in which we are trying abstracts sets of strings
of variable length by taking their longest common prefix. We write 1cp(oq, 02) (resp. 1cs(oy, 02))
to denote the longest common prefix (resp. suffix) of two strings o7 and o,. We use || to denote
the length of a string even when the string denotes a pattern—e.g., |ab| = |a?| = |*b| = 2.

Definition 5.9 (Prefix Abstraction). The abstraction Aprer = (%, Ppref, S, Porefs Yorefs Upref,
Lprer) is defined as follows:
o Oprer =X U{oW | 0 € 2" and W € {?,*} U {Lyrer}}—i.e., constant strings or strings
followed by a wildcard. Note that every element of the set is also a pattern.
® Boref(0) = 0.
L4 Ypref(pat) = L(pat).
e The following cases are evaluated in order
X y—ox
xX—>y
X Upref Yy =
z? z=1lcp(x,y)and |z|+ 1= |x| = |y| and x # z? and y # 2?
zx z=1lep(xy)

LEMMA 5.10 (ORDER ABSTRACTIONS ARE WELL-BEHAVED). The abstraction Aprer is well-behaved.

It is easy to modify the above abstraction to one that finds longest common suffixes instead of
prefixes: Asur = (X%, Psuf, C £, Psufs Ysufs Usufs Lsuf)-

Ideally, one would want to combine these two abstractions into one that abstracts both in terms
of prefixes and suffixes—e.g., the abstraction of aa, aaa, aca should be the conjunction of a* and *a.
In this particular case, we can see that one can express such a conjunction can be expressed as a*a,
but in general this is not always possible. For example, after abstracting the first two strings aa and
aaa, the abstraction should be the conjunction of aa* and *aa, but the combination aaxaa would be
incorrect in this case as it would only accept strings with at least 4 as! However, the combination is
always sound when the strings used to build it have length greater or equal to the length of the
prefix plus the length of the suffix. In our implementation, we support all such abstractions (pref,
suf, and pref + suf with appropriate length checks); the default one is pref.
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5.3.3 Patterns. We now define abstractions for string patterns. We assume Ax = (X%, O, C
, Bx, Y, U, Lx) is a well-behaved abstraction for * such as Aprer or Agys. Given a pattern pat =
oW o1 - - - W0y, the abstraction Ap,e works as follows. Given a set of strings o1, . . ., 0y, it finds
the first possible match for each string in the pattern and then applies the wildcard abstractions
described in the previous sections for the substrings matched by each wildcard.

Definition 5.11 (Pattern Abstraction). Given a pattern pat = ooWjoy - - - W, 05, we can define the
abstraction Ay, with the following components:
o O = {opx101 - - X0y | x; € Py} U {pat_ }.
® Brat(0) = 0px107 - - - x50, such that x; = Q(o, pat) [0](W;).
® ypat(pat’) = L(pat’).
e The join is defined as:

pat; pat, — pat,
pat; Lipat pat, = ypat, pat; — pat,

J

002101~ Zn0n Pat; = 6px] 01 - - - X;,0, and for every i,z; = x} Ly, x?

The above abstraction is not always well-behaved as shown by the following example.

Example 5.12 (Ambiguous Pattern). Consider the pattern pat,,,;, =a*ax and the following strings:

e 0| = aaaa with set of matches Q (o1, pat,y,,) = [(aq, €), (a, a), (¢, aa)];

® 0y = aaaaa with set of matches Q (o3, pat,,,,) = [(aaa, €), (aa, a), (a, aa), (¢, aaa)l;

e 03 = abaa with set of matches Q (o3, pat,,,,) = [(b,a)].
The function fpa¢,,,, only considers the first match and thus maps the first and second wildcards
to the two sets of values {aq, aaa, b} and {¢, ¢, a}, respectively. Thus, the abstraction computed by
Apat,,,, on these input strings is axa* itself. However, there exists a tighter abstraction a(?)a(a*)
(we highlight the updated wildcard abstractions using parenthesis) that can be computed using the
matches (a, a), (a, aa), (b, a) for the three strings o1, 03, and o3, respectively.

Patterns like the one in Example 5.12 are uncommon and undesirable in AWS IAM, as they are
ambiguous and can lead to behaviors that are hard to understand. We say that pat is unambiguous
if for every string o, the set Q(o, pat) contains at most one match (it is decidable in polynomial
time to check if a pattern is unambiguous [1]).

THEOREM 5.13 (ORDER ABSTRACTIONS ARE WELL-BEHAVED). Given an unambiguous pattern pat
the abstraction Ap,t is well-behaved.

If a pattern is ambiguous, the abstraction given Definition 5.11 is not well-behaved, but it will
still produce refined patterns that are sound and readable, though they might not be guaranteed
to be tight as the join operator is not guaranteed to return a least element.

Similarly to what we mentioned for other domains, one can also define a fine abstractions for
strings that keeps a finite disjunction of string equalities before generalizing to prefix- or suffix-
abstractions. We discuss this choice in one of our case studies in Section 7.

5.4 Finite Disjunctions

The AWS IAM Policy syntax provides conjunction and disjunction operators [37]. In this section,
we consider disjunctions of other predicates—i.e., ¥y = 3 V -+ V ¢,,. For example, this type of
predicate can be used to specify that actions should be allowed if they start with one of two possible
prefixes—e.g., action € s3:Listx V action € s3:Get*.

In the following, we assume Ay, = (val(y;), y,, C £, By,» Yy,» Uy,» Ly,) is a well-behaved abstrac-
tion for every ;. Intuitively, the abstraction ¢, starts with the predicate Ly, vV ---V 1, and
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iteratively updates each disjunct. At any point, when the current abstract value is ] V --- V 1/,
given an input value d the abstraction finds the first disjunct ¢ such that val(;) contains d and
updates the predicate 1] by computing the i-th join with the i-th beta function applied to d—i.e.,
the new i-th disjunct is /] Ly, fy, (d). All other disjuncts are untouched. This abstraction is similar
to the one for multiple allow statements in Theorem 4.16.

Definition 5.14 (Disjunction Abstraction). The abstraction Ay = (val(Yv), Py, =, Byy» Yyu» Uy )
is defined as follows:

o Dy, = (Y] VoV | Vi € By,

e By, (c) =y V.-V, such that for every i, if ¢ € val(V;<;i/;) or ¢ ¢ val(); then /] = Ly,
else i/ = By, (c) (i.e., only put it in the first i that matches).

* vy (W1 V - V) = Uiy ()

® YLV VY Uy YTV VY = Y Uy YTV VY Uy, Yy

o Ly, =1y V- VL.

The abstraction Ay, is very similar to the one we defined for policies (see Example 4.15) and
therefore requires similar restrictions—i.e., each disjunct should match disjoint sets of values.

THEOREM 5.15 (DISJUNCTION ABSTRACTIONS ARE WELL-BEHAVED). Given a predicate Yy = {1 V
-V, if the predicates {1, . ..,y describe disjoint sets of values—i.e., for every distinct i and j,
val(Y;) Nwval(y;) = 0—the abstraction Ay is well-behaved.

If the disjuncts are not disjoint, the abstraction given in Definition 5.14 is not well-behaved,
but it will still produce refined predicates that are sound and readable, though they might not be
guaranteed to be tight.

5.5 Finite Conjunctions

In this section, we consider conjunctions of other predicates—i.e., o = {3 A - -+ A ¢,. For example,
this type of predicate can be used to specify that a request value should be in a specific range—e.g.,
s3:max-keys < 5000 A s3:max-keys > 4000.

In the following, we assume Ay, = (val(¥;), Py, C £, By,» Yyi» Uy» Ly,) is a well-behaved abstrac-
tion for every ;. Intuitively, the abstraction ¥, starts with the predicate L, A --- A 1y, and
iteratively updates each conjunct for every value being considered (note that every value must
match every conjunct since we are taking the conjunction).

Definition 5.16 (Conjunction Abstraction). The abstraction Ay, = (val(Y), Py, =, By,» Yy.» Uy,)
is defined as follows:

o Oy ={Y;A--- ANy | Viy] € Dy, }.

o By, (c) =Py, (c) A+ A By, (c) (note that c must satisfy every y; by definition).
® Yy (Yr A AR = vy (8).

YL A A Uy, YA A= Uy YA Ay Uy, U

o Ly =Ly A= ANdLy,.

THEOREM 5.17 (CONJUNCTION ABSTRACTIONS ARE WELL-BEHAVED). Given a predicate , =
Y1 A -+ Ay, the abstraction Ay, is well-behaved.

5.6 Other AWS IAM Predicates

In this section, we describe special predicate types not discussed in the previous sections.
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Null and IfExists Operators. AWS IAM contains a Null operator that is used to check that a
certain variable does not appear in a request. We can define Null as an equality constraint since we
have defined our requests to allow the special value null to denote the absence of a value.

Similarly, the IfExists operator is used to deal with requests that may or may not con-
tain values for a specific variable [42]. For example, one can write StringlLikeIfExists: {
ec2:InstanceType: "t1.*" 3} to express that a request does not need to contain the variable
ec2:InstanceType, but if such a variable is present in the request, it should match the pattern
t1.* We can represent this operator as a disjunction of a Null and a StringlLike predicates—i.e.,
the value of ec2:InstanceType is null or it matches the pattern in the StringlLike operation.

ARN operator. ARN (AWS Resource Name) [31] is a special string format provided by AWS where
strings are comprised of six fields divided by : —e.g., plclass. AWS IAM provides special ARN
string-comparison operators which restrict the semantics of matched strings to be valid ARNs. Our
string abstractions can handle ARN operators.

Negation. AWS IAM allows a few negated operators—e.g., StringNotLike—which are error-
prone and uncommon in practice. In general, it is hard to define abstractions in the presence of
negation as this operator breaks monotonicity. For negated predicates, we define a trivial abstraction
that contains only the original predicate—i.e., the refined predicate is always the original one.

Quantifiers. AWS IAM also provides “quantified” predicates. For example, the predicate
ForAllValues:StringlLike: { "aws:TagKeys": [ "ax", "bx" 1 3} matches if the variable
aws:TagKeys does not appear in the request or its value matches one of the patterns a* or b*.
Quantified predicates can be desugared into predicates for which we have defined abstractions. For
example, the above predicate can be rewritten as a predicate of the form IfExists(ax V bx).

Policy Variables. AWS supports policy variables that can be used to dynamically instantiate ele-
ments from the request context in a condition—e.g., StringLike: { s3:prefix: "home/${aws:us
ername}/*"}. Because of this dynamic nature, in our implementation we do not modify attributes
containing policy variables.

5.7 Predicates in other Policy Languages

As we discussed at the end of Section 3, other authorization languages such as Google Cloud IAM
Policy [9], Azure IAM Policy [17], and Cedar [7] also use forms of allow/deny statements that
enable modular refinements assuming one has abstractions for the predicates appearing in each
statement. We describe what predicates used in these languages can and cannot be captured using
the abstractions presented so far.

The above languages can contain complex custom functions involving API calls, which cannot
be modeled with the abstractions we presented because the values computed by such API calls
cannot be resolved statically. Cedar allows conditions to be negated using the unless keyword, a
feature that breaks monotonicity. Cedar also allows policy templates, which are families of policies
that can be instantiated with multiple variable values. Our refinement approach would need to be
lifted to support this convenient “compression” feature of Cedar.

Despite these limitations, many actual policies written in practice in these languages, and
particularly in Cedar, often use limited predicates—e.g., disjunctions of equalities, conjunctions of
inequalities, IP addresses—that fall in the setting considered so far (see https://www.cedarpolicy.
com/en/tutorial/context). These policies could be refined using the approach we presented.

We thus believe that our approach could be generalized to other access control languages.
However, due to the aforementioned differences and because for other languages we do not have
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access to example policies and access logs, our presentation, implementation, and evaluation focus
on refining AWS IAM policies.

6 Generalizing from Negative Requests

We have shown how to compute a least-general version of a policy P that still allows all the requests
in a set R. In some cases, it can be useful to solve a dual problem where we have identified a set of
“negative” requests F that we do not want the policy P to allow anymore—e.g., AWS provides tools
that identify permissions that are “suspicious” [51] or have not been used in a certain period of
time [49]. We call these “negative” requests findings. The version of our tool that solves this dual
problem is called IAM-PolicyRefinerNeg.

While when refining policies from positive requests R it is desirable to compute the least-
permissive policy that still allows all the requests in R, doing the same for findings F would not
make any sense; a policy that rejects all requests would always be a solution. In this case, the goal
is to obtain a most-permissive variation of the policy P that does not grant any request in F.

Definition 6.1 (Most General Policies and Policy Refinement from Findings). Given a policy P, a set
of findings F, and a policy search space Dp, we say that P* € Dp is a most general policy that does
not grant the requests in F: Soundness: Granted(P*) C Granted(P) \ F; Tightness: there is no
policy P’ € Dp such that Granted(P*)CGranted(P")CGranted(P)\F. The policy-refinement-from-
findings problem is to find a most general policy that does not grant the requests in F.

The algorithm for computing least-general policies relies on computing joins over an abstract
domain. To adapt the algorithm to compute most-general policies one would require to first find
the most general policies that reject each of the requests in F and then taking their meet (instead of
join). These operations cannot be defined uniquely for allow-statements—e.g., to remove a value
aaa from the string predicate * using the prefix abstraction, one could output any of b*, c*, etc.

To avoid this problem, we exploit the duality of allow and deny statements. Instead of searching
for a most permissive modification of the given allow statements, we search for a new least-denying
deny statement to add to our policy P, something we are already equipped to do thanks to our
algorithm for computing least permissive allow statements in Definition 4.11!

Definition 6.2 (Policy Search Space for Refinement from Negative Requests). Given a policy P =
{s1,...,5n} and an initial deny statement d, the policy search space Dp 4 is comprised of policies
that can add a modified version of d to P—i.e., {s1,...,sp,d’} € Dp iff d’ € S; (Definition 4.8).

The search space Dp 4 only contains policies that are at most as permissive as P.

THEOREM 6.3. Every policy P’ € Dp 4 is at most as permissive as P-, written as Granted(P’) C
Granted(P).

The definition of the search space Dp 4 does not specify what the initial deny statement d should
be. Our policy refinement algorithm works for any initial statement that already rejects all the
findings in F. By default, our implementation uses the “universal” deny-statement (deny, action
: *, resource: %), which rejects all possible requests. This search space allows one to refine
what actions and what resource paths the denied requests can match.

When defining statement abstractions in Definition 4.11, we intentionally did not specify whether
the effect e had to be an allow or a deny and, as discussed in Theorem 4.13, if s is a deny-statement,
the least general statement in S consistent with a set of findings F is the one that allows as many
requests as possible while denying all requests in F, which is exactly what we want! Thus the
algorithm we presented in Section 4.2 can be reused with very little intervention. The idea is that
one can simply compute the most general deny-statement d’ in Sy that denies all findings in F
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Table 1. Summary of results for running IAM-PolicyRefiner.

#of Time (s) # policies # statements # actions # resources # conditions

Name

Yequests 1 cpy  96-vCPUs before after before after before after refined refined

mot 100,000 6.73 1.29 1 1 4 4 148 3 4/4 2/2
rolel 78,568 5.36 1.00 1 1 3 1 4 2 3/3 0/0
role2 76,571 11.02 1.12 2 2 6 4 83 11 6/6 0/1
role3 197,100 75.33 5.46 5 3 76 12 726 20 75/131 27/28
role4 86,003 9.96 1.02 3 1 7 3 10 3 77 0/0
role5 229,580 14.98 3.01 1 1 4 3 6 3 4/4 0/0
role6 151,844 17.99 2.09 1 1 1 1 7 2 1/1 0/0
role7 76,748 10.35 1.14 2 2 4 3 7 4 4/4 0/0
role8 135,049 22.06 2.54 4 2 9 2 39 2 8/12 0/0
role9 65,456 9.62 1.09 1 1 9 6 78 5 5/12 1/2
role10 92,521 13.37 1.31 2 2 6 5 83 13 6/6 0/1
rolel1l 322,100 53.92 5.45 3 2 3 2 235 2 3/3 0/0

using the abstraction Ay (as per Theorem 4.13). Because of how the search space Dp 4 is defined,
the policy {s1, ..., sn, d’} will be the most general policy that denies the requests in F and thus a
solution to the policy-refinement-from-findings problem. Furthermore, from the definition of d,
the abstraction A, is guaranteed to be well-behaved as long as the requests match the restrictions
discussed in the previous sections.

7 Evaluation

IAM-PolicyRefiner is implemented as approximately 3K lines of Scala. IAM-PolicyRefiner takes
as input IAM policies [39] and JSON representations of the requests compatible with CloudTrail. We
use IAM-PolicyRefinerNeg to denote the version of IAM-PolicyRefiner that refines from nega-
tive requests (as discussed in Section 6). On top of the formats supported by IAM-PolicyRefiner,
IAM-PolicyRefinerNeg also supports a “partial” representation of events where only some vari-
ables are present with the semantics that any request that can be obtained by adding missing
variables counts as a negative requests—e.g., if a partial event contains only a value for the variable
action, every request with that action value counts as negative.

At the high level, our implementation of IAM-PolicyRefiner operates as follows (the one
for IAM-PolicyRefinerNeg is similar). First, each request is mapped to the first matched allow
statement. Second, we collect a map from each statement to matched requests and compute the
corresponding abstractions (by mapping variables to the corresponding predicates) and take their
joins. In our implementation, parallelization is achieved by adopting parallel versions of the map and
reduce functions in Scala (i.e., the implementation is the same with and without parallelization)
for the above operations.

Our evaluations is performed on m5.24xlarge Amazon EC2 instance [46]. The machine is powered
by Intel Xeon Platinum 8175M or 8259CL processors, and the machine we chose offers 96 vCPUs and
3894 GiB of memory. To avoid performance variations from JVM cold start and vCPU allocations
on actual CPUs, we run each experiment 6 times for each task, ignore the first run, and report the
average time of the remaining runs.

7.1 Effectiveness of IAM-PolicyRefiner

On top of the motivating example (mot) discussed in Section 2 (for which we manually generated
100K requests similar to the ones used in Section 2), we collected AWS Identity-based policies [34]
attached to 11 AWS IAM roles [41]—i.e., identities used to delegate access to users, applications or
services for repetitive or temporary tasks. The 11 roles (and the attached policies) are actual roles in
4 AWS accounts volunteered by colleagues in our organization. The number of policies attached to
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each role ranges from 1 to 5, and the number of statements in each policy ranges from 1 to 19 (in our
setting, we simply take the union of all the statements even when they are across multiple policies).
We collected AWS CloudTrail logs [33] from the same 11 roles for three contiguous months in 2023
(70K to 320K requests per role).

Table 1 shows how IAM-PolicyRefiner (with parallelization) terminates within seconds on
every benchmark. To better understand performance, we note that the time for mapping requests
to policies is proportional to the number of requests and the number of statements (the slowest
policy has 76 statements). The time taken to compute joins is affected by the number of variables
and conditions in each statement (the slowest policy has 131 resources and 28 conditions).

To strengthen the confidence of our implementation, we used the policy checker from AWS
IAM Access Analyzer [40] and verified that all refined policies are less permissive than the original
ones—i.e., IAM-PolicyRefiner is sound.

QI: How are policies changed by IAM-PolicyRefiner? Columns 5-10 in Table 1 show the num-
ber of policies/statements/actions before and after refining the policies. For actions, we reported
actual numbers of AWS actions allowed; we use the tool Zelkova to compute the full set of al-
lowed actions [4]. Columns 11-12 show what fractions of resources-values/condition-values were
modified—e.g., for role3, 75 out of 131 resource values are modified when producing the refined
policy. Note that each statement can have multiple resource values due to disjunction.

IAM-PolicyRefiner always removes at least one action and modifies at least one resource.
On average, IAM-PolicyRefiner removed 76.46% of the actions (ranging from 50% to 99.15%)
and refined or removed 87.79% of the resources (41.67% to 100%) present in the original policies.
Furthermore, even some policies and statements are entirely removed when they are never required
for the collected requests. For example, the number of policies attached to role3 is reduced from 5
to 3, and overall 64 statements are removed from the policies.

Across all roles, we encountered 12 AWS and customer managed policies, which provide per-
missions for common user use cases. Managed policies typically allow many actions (e.g., one
managed policy in role2 allows 80 actions) on many resources. In these cases, the refined policies
can drastically reduce permissions.

Only 5 roles contained policies with condition values. For these roles, IAM-PolicyRefiner
refined between 0% to 96.43% of the condition values. Conditions are usually set by users to specific
values, thus resulting in fewer opportunities for refinements. Despite this, 27 out of 28 condition
values for role3 were refined by IAM-PolicyRefiner.

Some policies or statements were not matched by any request and were removed altogether.

Q1 summary: IAM-PolicyRefiner is effective at reducing permissions and often modifies
several components of the given policies.

Q2: Do refined policies overfit to the given requests? To assess
whether the refined policies are not overfitting to the given ¢ '
requests, we divide the requests into training and test set
and then refined policies using only requests in the training
set and assess generalization on the test set.

We vary the size of the “training set” between 5 and 100%
of the CloudTrail requests at hand (X% means we select
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the first X% requests in the log), and Figure 4 shows what O 020 30 w0 50 60 70 0 %0 100
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were incorrectly denied and the refined policy partly overfit—e.g., when providing only 10% of the
requests in the log for role 10, only 62% of all requests are allowed.

When refining using only 5% of the requests, 6 roles already allow all requests. When refining
using 50% of the requests, all roles allow all requests.

We analyzed the policies that required more than 5% of the requests to generalize. For these
benchmarks, the beginning of the log contains specific requests that create resources or write data
on resources, and the resources are deleted or data is transferred to other resources later in the log.

Q2 summary: When considering logs spanning longer than 2 months, the policies computed by
IAM-PolicyRefiner generalize well to unseen requests.

Q3: How effective is parallelization? Parallelization using 96 vCPUs improves the execution time
by 8.7x (geometric mean) and brings the total execution times from tens of seconds to seconds,
thus making the IAM-PolicyRefiner practical. We attribute the limited gain of parallelization to
parallelization overhead over low cost of computing the least general generalization.

We verified that the policies computed with and without parellization are the same.

Q3 summary: Parallelization is effective and makes IAM-PolicyRefiner practical.

Q4: Do policies match the restrictions imposed by our theorems? We found that for 2 roles some
requests are allowed by more than one statement, thus violating the “disjoint sets” condition of
Theorem 4.16. In such cases, the policies might not admit a unique minimal policy, but the policy
computed by IAM-PolicyRefiner is still sound (which we validated using IAM Access Analyzer).
Furthermore, as shown in Q3, the policies computed with and without parallelization are identical,
as predicted by our theory.

Q4 summary: 2/11 roles did not meet our assumption, but the refined policies are still sound
and IAM-PolicyRefiner is effective at reducing permissions for such cases.

7.2 Effectiveness of IAM-PolicyRefinerNeg

To evaluate IAM-PolicyRefinerNeg (i.e., the approach presented in Section 6), we collected policies
for 2 accounts and collected 6 roles with corresponding unused findings produced using AWS IAM
Access Analyzer over 180 days [49]. Since the AWS unused finding service became available in the
late of 2023, we could not use the roles described in Section 7.1.

The current version of AWS IAM Access Analyzer [49] only produces findings in the form of sets
of unused actions and does not provide complete requests. Therefore, in this experiment we will
only generalize the action component of the given deny statement (deny, action: ¥, resource: *).

Q5: Quality of TAM-PolicyRefinerNeg refinements? When computing refined policies using the
same action abstraction considered so far (i.e., the prefix abstraction), IAM-PolicyRefinerNeg
returned the universal deny statement (deny, action: ¥, resource: *) for all benchmarks—such a
statement would result in no request being granted! This undesired outcome happens whenever
two findings contain action names from different AWS services—e.g., lambda:DeleteFunction
and logs:CreateGroup—and thus do not share any prefix or suffix.

To address this problem, we took advantage of the modularity of our approach and considered
the more “precise” abstraction for strings that maintains a finite disjunction of string equalities
(last paragraph of Section 5.3). On average, the number of actions allowed by each role is reduced
by 56.58% ranging from 18.18% to 97.7%.

We verified refined policies still allow actions that are allowed by original policies but do not
appear in the set of findings [4]. To avoid producing a deny statement that simply lists all denied
actions, we used a trie to create a smaller list of action values for the policy with longest prefix that
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avoids actions that are allowed by original policies. For example, the trie creates s3:List* when
unused findings contain all possible actions starting with s3:List.

Q5 summary: When using a more precise abstraction, IAM-PolicyRefinerNeg can refine
policies from negative findings.

8 Related Work

Formal Methods for Identity Management. Policy languages have been used in a variety of domains,
e.g., trust management, distributed authorization, role-based access, and formal methods have
been used to reason about them in a variety of ways [11, 13, 15]. The work most related to
ours in this space is Zelkova [4], which targets the same policy language we target, AWS IAM.
IAM-PolicyRefiner and Zelkova are two different automated reasoning tools for AWS IAM policies
and serve different purposes. While IAM-PolicyRefiner is a tool for synthesizing modifications
of AWS IAM policies, Zelkova provides an intermediate SMT-based representation for reasoning
about AWS IAM policies and perform various forms of automated analysis—e.g., checking whether
two policies are equivalent.

Program Repair. Our work can be thought of a form of program repair [14], where the goal is to
find a correct program, starting from an incorrect program and a violated specification (typically
a set of test cases). What differentiates our work from the existing literature on program repair
is that we only have access to an initial (potentially incorrect) policy, but no “failing” test cases
with respect to which we want to modify our policy. Because of this reason, our work defines the
problem of repairing the initial policy in terms of finding the most precise policy in a search space
that is still consistent with the set of accepted requests (i.e., the test cases). The idea of having a
fixed search space is common in most forms of program repair and program synthesis and allows
one to avoid overfitting to the given test cases.

The approach in Section 5.3.3 for identifying what substrings are relevant when modifying
wildcards is similar to how RFixer [22], a tool for repairing regular expressions from examples,
executes a regular expression symbolically to identify what characters can appear in a character
class. Despite this minor similarity, our approaches solve different problems as RFixer’s goal is to
find the smallest modification of an initial regular expression that is consistent with a set of positive
an negative examples, whereas our goal is to find the least general modification of the wildcards in
a regular expression that is still consistent with a set of positive examples.

Generating Access Control from Logs. Cotrini et al. [10] syntactically mine access control rules
from logs, and other approaches use machine learning (ML) to achieve the same task [6, 16, 18,
20, 21, 29, 30]. Our work differs from such approaches in three key ways. First, most existing
approaches generate an entirely new policy from scratch, whereas IAM-PolicyRefiner refines the
policy the user has already provided (i.e., the goal of readability). Second, ML-based approaches
are limited in what syntactic features they can use (typically they only involve few variables
and equality/inequality predicates) and provide no guarantees on the tightness and readability of
the generated policy. Instead, IAM-PolicyRefiner provably solves a formally defined refinement
problem where the goals are (formal definitions of) tightness, soundness and readability. The
only prior refinement work [18] also advocates for the importance of readability. However, their
approach is heuristic (i.e., it does not define readability), targets an artificial refinement language
with only equality predicates and does not support AWS IAM predicates (e.g., strings, which are
ubiquitous in our evaluation and in AWS IAM), and is based on machine learning (thus it does not
have guarantees). Instead, IAM-PolicyRefiner takes a language-based formal approach based on
least general generalization to efficiently find a provably sound, readable, and tight policy in AWS
IAM. Due to the these limitations, we cannot compare to existing tools in our evaluation.
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9 Conclusions

We introduced IAM-PolicyRefiner, a tool that automatically synthesizes refined AWS IAM access
control policies from access logs. IAM-PolicyRefiner frames the problem of computing refined
policies as a least-general generalization problem, an approach that enables modular language
design and efficient parallelization. Our evaluation on policies and logs from development accounts
shows that IAM-PolicyRefiner is fast (<5s per policy), effective (modified policies allow up to
99% fewer actions and modify up to 100% resource attributes values), and does not overfit to the
requests in the given access log.

Our methodology opens opportunities for automatically refining policies in other languages and
frameworks (e.g., Cedar [7], Google GCP [9], Azure [17]).
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