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Abstract

E-commerce stores face an evolving challenge in detecting fraud-
ulent business registrations, as sophisticated actors continuously
adapt their techniques to create deceptive accounts, rendering con-
ventional post-registration measures increasingly inadequate. Real-
time detection at the point of registration is further complicated by
cold-start constraints and strict sub-second latency requirements.
This paper introduces ProFraudGuard, a novel system designed
for proactive, real-time fraud detection. It employs a closed-loop
adversarial training paradigm using an Adversarial Large Language
Model Generator and a Risk Detector to continuously adapt to
evolving fraud tactics. Central to ProFraudGuard is the novel Proac-
tive Adversarial Fine-Tuning (PAFT) algorithm, designed to ensure
stable co-evolution of system components with theoretical conver-
gence guarantees. Experimental results demonstrate that ProFraud-
Guard significantly outperforms existing methods, achieving a 0.91
Precision at the top 10% risk scores and an AUPRC of 0.59. The sys-
tem uncovered 21.51% more fraud cases that evaded prior detection,
offering a potential 17.6% improvement in annualized savings. By
proactively learning from simulated fraudster behavior, ProFraud-
Guard equips detection systems to anticipate and neutralize future
threats.

CCS Concepts

« Security and privacy — Intrusion/anomaly detection and
malware mitigation; - Computing methodologies — Adver-
sarial learning; Inverse reinforcement learning.
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1 Introduction

E-commerce stores face escalating registration fraud, where mali-
cious actors use impersonation, multi-account abuse, and security
circumvention to exploit policies and gain unfair advantages. These
tactics directly harm legitimate customers through reduced product
availability and a degraded shopping experience. Consequently, the
inherent delays of traditional post-registration detection highlight
the urgent need for effective real-time screening integrated directly
into the registration process.

Registration fraud detection faces a unique 'cold-start’ problem:
at the moment of account creation, only minimal information like
business name and email address is available, with no behavioral
history to analyze. Moreover, these assessments must be completed
within strict sub-second latency constraints to maintain a seam-
less user experience. Concurrently, attackers increasingly leverage
Generative Al to create convincing synthetic identities that evade
traditional detection methods. This creates a fundamental trade-
off between efficiency and effectiveness; strict latency constraints
necessitate lightweight models that often lack the robustness and
predictive power of their larger counterparts, creating vulnerabili-
ties that sophisticated attackers can exploit. Reinforcement learning
(RL) offers a promising avenue to address this by enabling even
constrained models to continuously enhance their predictive capa-
bilities through domain-specific optimization, developing robust
fraud detection by learning directly from real-world experiences.

Our work, ProFraudGuard, operates within the "era of experi-
ence" paradigm [14], learning directly from system interactions
rather than static datasets to circumvent the limitations of light-
weight models. Critically, RL enables reasoning about fraud domain
information absent from Large Language Model (LLM) pretraining
data, expanding the model’s capabilities into previously unexplored
detection territory. By employing an adversarial learning mecha-
nism, the system proactively counters novel attack vectors without
manual labeling, effectively transitioning to an anticipatory security
posture while maintaining defensive effectiveness and real-time
performance. The key contributions of this work are as follows:

1. Adversarial IRL Formulation: We frame proactive fraud de-
tection as a novel joint adversarial learning problem, guided by
Inverse Reinforcement Learning (IRL) principles to model adaptive
adversaries.

2. The PAFT Algorithm: We introduce Proactive Adversarial
Fine-Tune (PAFT), an alternating fine-tuning algorithm that con-
currently trains the risk detector against adversarial samples and
adapts the generator policy via detector feedback.

3. Theoretical & Empirical Validation: We provide a theoret-
ical guarantee of PAFT’s convergence, empirically validated by
diminishing detector gradient norms. Experiments on real-world
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registration data demonstrate its robustness, achieving 0.91 Preci-
sion@Top10% and 0.59 AUPRC.

2 Related work

The detection of sophisticated fraud has progressed significantly
from static rules to adaptive machine learning systems, particularly
for real-time scenarios like account registration where initial data is
scarce. Early ML methods typically relied on similarity metrics (e.g.,
Levenshtein distance) or embedding-based comparisons (e.g., co-
sine similarity) to identify fraudulent accounts based on proximity
to known bad actors [1]. Subsequently, deep learning architectures,
specifically Transformers, revolutionized this space by capturing
complex, sequential patterns within tabular data [13, 21]. However,
these supervised methods remain inherently reactive; they struggle
to generalize to novel tactics until sufficient attack instances are
collected for retraining. This limitation is exacerbated by two key
challenges in registration fraud: the "cold-start" problem, where
the absence of behavioral history hinders the identification of new
bad actors, and strict latency constraints that restrict the deploy-
ment of computationally intensive models. Consequently, despite
advances in multi-modal [12] and graph-based analysis, reliance on
historical patterns leaves systems vulnerable to attacks designed
to appear benign at the point of entry. Large Language Models
(LLMs) have introduced new defensive capabilities, ranging from
Retrieval-Augmented Generation (RAG) for policy checks and real-
time conversation monitoring [15] to synthetic data generation that
addresses class imbalances. While controlled text generation allows
for fine-grained simulation of fraud patterns, effective deployment
depends heavily on labor-intensive prompt tuning and ongoing risk
analysis to ensure relevance. To address this, recent alignment tech-
niques aim to incorporate domain-specific knowledge for realistic
fraud generation. Approaches such as Supervised Fine-Tuning (SFT)
[4, 17] and Reinforcement Learning from Human Feedback (RLHF)
[3] enable targeted, adaptive generation. The efficacy of reward
learning on preference datasets has been demonstrated across di-
verse tasks, including text summarization [6], story generation [23],
and instruction following [9]. Typically, RLHF fine-tunes a language
model by training a reward model on human preference data, which
then guides policy optimization using algorithms like REINFORCE
[19] or Proximal Policy Optimization (PPO) [10]. However, RLHF’s
reliance on collecting expensive, static human preference data has
driven a shift toward implicit or weakly supervised alignment meth-
ods. Innovations like Direct Preference Optimization (DPO) [8] and
Group Relative Policy Optimization (GRPO) [11] bypass explicit
reward modeling entirely, while self-rewarding models like SPIN
[2] utilize synthetic data to reduce labeling costs. Concurrently,
Inverse Reinforcement Learning (IRL) [7, 22], particularly Maxi-
mum Entropy frameworks (ML-IRL), offers a principled approach
to learn reward functions directly from expert demonstrations with-
out explicit preferences. Unlike behavior cloning, IRL seeks rewards
that best explain observed expert behavior, often yielding superior
performance in sequential decision-making processes [5].

In the context of dynamic fraud detection, the primary challenge
lies in adapting to evasive tactics rather than merely classifying
historical data. Rather than relying on static labels or predefined at-
tacks, this work leverages IRL principles to extract dynamic reward
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signals from the detector’s real-time responses. These signals reflect
the detector’s vulnerabilities, guiding the generator to optimize for
high-reward (i.e., highly evasive) behaviors. This creates a crucial
adaptive feedback loop where the generator learns to uncover so-
phisticated fraud strategies, and the detector improves by training
on these evolving adversarial examples. To address the inherent
instability of such adversarial co-evolution, we introduce a novel
algorithm, Proactive Adversarial Fine-Tuning (PAFT), which
enables robust adaptation with theoretical convergence guarantees.
The following sections detail ProFraudGuard and its components.

3 ProFraudGuard architecture

ProFraudGuard marks a paradigm shift from reactive to proactive
fraud detection by via a closed-loop feedback system that continu-
ally anticipates and adapts to evolving threats (Figure 1). Registra-
tion Service collects registration form data having business names,
email addresses and demands instant risk evaluation for these in-
coming registration attempts. Real-time registration streams drive
the framework’s three interdependent components to form a self-
strengthening cycle:

1. Risk Detector (Dy): A latency-optimized fraud assessment en-
gine for real-time scoring of user registrations. Its architecture
unifies a DistilBERT backbone with a parallel numerical branch,
enhanced by a Feature Generator that employs k-Nearest Neigh-
bors (KNN) to extract velocity, variety, and text-based signals. This
setup captures both explicit token-level patterns and implicit entity
relationships. The detector undergoes adversarial fine-tuning on
both real-world observations and challenging future threat patterns
generated synthetically to maintain robustness against constantly
evolving fraud tactics. Formally expressed as Dy with parameters
¢, the detector transforms input registration data into a risk score.
2. The Adversarial LLM Generator (Gy): Built on an LLM foun-
dation, Gy, takes input prompts z to synthesize sophisticated reg-
istration data to probe Dy’s weaknesses. The generator adapts its
behavior based on feedback from the detector, learning from previ-
ous unsuccessful attempts to devise new logical attack strategies
that result in realistic yet targeted fraudulent registration patterns,
mimicking fraudster tactics. Through an iterative process of gen-
erating samples and receiving feedback, G systematically explores
the fraud spectrum to devise logical, evasive attack strategies. By
providing reasoning behind potential fraud strategies explored, G
offers valuable insights into potential attacker logic and the factors
that contribute to an attempt’s evasiveness. In this paper, we fix the
LLM architecture and focus on the generator’s function and role
within our adversarial fine-tuning process rather than the architec-
ture design.

3. The Reward Formulator (R): This mechanism governs the
adversarial interplay by calculating a multi-objective reward signal.
It incentivizes Gy not only for successful evasion (low detector
scores) but also for maintaining structural validity (through format-
ting rewards) , creating abusive traits (via divergence penalties),
and introducing novel evasion tactics (using novelty rewards). This
combination ensures that the generator produces realistic, diverse,
and hard-to-detect fraud patterns, enhancing the detectors’s capa-
bility.
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ProFraudGuard functions as a closed, adaptive loop centered on real-
time registration assessment. The Risk Detector scores incoming
requests, with identified patterns feeding an adversarial Generator.
Guided by a reward mechanism, the Generator creates synthetic
fraud examples. Critically, this process trains the Generator to
simulate the likely next tactics fraudsters would employ after being
detected, proactively preparing the Detector to identify these threats
before they fully manifest in real-world attacks. During inference,
the system decouples these components: the Detector is deployed
to evaluate registrations in real-time, while the Generator operates
strictly offline to continuously retrain the Detector, establishing a
self-improving cycle that anticipates emerging threats rather than
merely reacting to known patterns.

4 Problem description

Maintaining robust risk detection in real-time, cold-start scenarios
under dynamic and adversarial fraud conditions presents a signifi-
cant challenge. This problem can be framed as a bilevel optimization
problem. In this setup, a detection model is jointly trained with an
adaptive adversarial data generation policy guided by inverse rein-
forcement learning. Rather than relying on an a priori engineered
reward, the core evasion signal is dynamically inferred from the
detector’s evolving parameters, successfully recovering the reward
structure from the data while treating novelty and formatting com-
ponents strictly as structural constraints. Let X C R represent
the feature space of registration requests and Y € {0, 1} the binary
outcome space (0 for legitimate, 1 for fraudulent). The goal is to
learn and continually refine a risk detector Dy : X — [0, 1], which
outputs a risk score representing the estimated probability of fraud.
This is achieved by finding mutually optimal parameters (¢, ¢) for
detector and generator via Maximum Likelihood Inverse Reinforce-
ment Learning (ML-IRL) formulation.

Lower-Level Optimization (Generator): In inner loop, for a fixed
detector Dy, the generator 7g y acts as follower. It maps latent
samples z ~ P, to synthetic feature vectors xgen, optimizing its
parameters { to maximize a detector-derived reward R(x; ¢). We
impose Kullback-Leibler (KL) divergence penalty against a refer-
ence policy 7, . Optimal generator parameters y*(¢) are given

by:

arg m]/i/iX E.-p, [R(Gy(2); ) — BDkL(nG I 7ref)]

where f > 0 is a regularization coefficient. Here, R(x; ¢) is a func-
tion of risk score s = Dy (x).

Upper-Level Optimization (Detector):In outer loop, the detector
Dy acts as leader, minimizing classification loss over both the empir-
ical distribution of real requests P,..,; and the induced distribution
of adversarial samples Pgey, generated by i*(¢). The objective is:

ngn(E(x,y)~ real [Ldet(DgS(x)’ Y]+
Ez-p, [Laer (Dy(Gye(¢)(2)), D])

where L., is a standard loss function such as binary cross-entropy.
Crucially, generated samples xgen, are treated as fraudulent (i.e.
y = 1) during training, encouraging the detector to recognize and
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defend against these challenging synthesized examples. Next sec-
tion elaborates the ProFraudGuard methodology used to implement
this robust risk detection.

5 Methodology

To address the fundamental inadequacy of static supervised learn-
ing against continuously evolving fraud strategies, ProFraudGuard
moves beyond passive historical analysis to establish a dynamic,
adversarial interaction between a risk detector and an adaptive
generator. We detail this joint learning setup below.

5.1 Joint learning setup

Directly solving the bilevel optimization problem is computationally
prohibitive due to the requirement for second-order derivatives. We
reformulate this via ML-IRL into a tractable minimax optimization
problem maxg miny V(4,), a strategy widely applied to hierar-
chical objectives [16, 18, 20]. The value function V (¢, /) reflects
the competing objectives by contrasting expected rewards and reg-
ularizing the policy:

V($.¥) = —Laer (¢) — (Rgen (¥, $) — Ky)

Here, Lyes (@) = B(x,y)~P,ous [Ldet (Dg (x), y)] captures the detec-
tor’s primary goal of minimizing error on real labeled data. Si-
multaneously, Rgen (¢, #) = —Ez~p, [R(Gy (2); ¢)] represents the
adversarial goal: maximizing this term (minimizing the negative)
drives the generator to maximize its expected reward R. This con-
trastive structure mirrors techniques used in RLHF and enables
the detector to effectively distinguish preferred (legitimate) behav-
iors from undesirable (fraudulent) ones. The regularization term
Ky = —BDk1(nG y|lmref) ensures the generator policy remains
close to a reference policy 7, ¢ (controlled by f > 0), enhancing
training stability.

5.1.1 Generator policy optimization. To solve the inner minimiza-
tion problem miny, V(4,), we employ GRPO. It allows fine-tuning
the generator Gy, directly on inferred rewards from Dy without
requiring a separate critic model. Specifically, for a given input
context z, GRPO samples a group of M outputs {x;en, e ,xéve[n}
and updates the policy to increase the likelihood of higher-reward
samples relative to the group average. The objective function is:

M |Xhenl
T =B [ >0 Ta =Kyl 1)
i=1 t=1

where L;; = min(p,-,tAi,t,clip(pi,t,l -1+ G)Ai,t)- Here, p;; is
the probability ratio between the new and old policies, and Ai,t
is the advantage estimate derived by comparing the total reward
R(x;en; ¢) against the group mean. This incentivizes the generator
to refine strategies based on detector feedback, producing samples
that maximize the reward R by successfully evading Dy.

5.1.2  Reward function design. The behavior of the adversarial gen-
erator 7y is governed by the multi-objective reward function
R(xgen; ¢) it seeks to maximize. The design of this reward is criti-
cal; it must align the generator toward producing effective, relevant,
and structurally valid adversarial examples. We define this function



KDD 2026 Workshop, August 10, 2026, Jeju, Korea

Singh et al.

Adversarial LLM Generator (G)

Generator fine tuning
o - 6. RLEpoch : CeneEted
- 3B LLM checkpoint  [¢----------- ﬁ Policy update }»— F--»  adversarial 7. Real + Generated
} | X accounts positive samples
i 3. Detected L N e —— I I i I
i
v fraud : ’ Inverse RL ‘ |
User Registrations | GRPO ot |
| 4. Completions ’{ completions F ”””””””””””””””” ! |
Anchor nt ]
&+ Name | chor accounts for adversarial i |
*  Email | generations | i l
« Domain l i |
i
|
i
% | 5. Reward |
| : calculation :
1. Realtimeinput ) |
registrations e Risk Detector (D) i :
! I
! i |
i .
: RiskTransformer | [~~~ Negative samples; [, ___,. ‘ Evasion Reward ‘ i :
1 I |
| i !
I I |
! 2 S t 8. Risk model ! i |
[— > S Epoch ! Novelty Reward ; I
registrations ! | ! | PE— |
|
Feature generator Adversarial fine tuning i ‘ Formatting ‘ :
|
KNN Velocity Transformer backbone i :
Search Variety | ‘ Penalty ‘ |
Text features ‘ Training Data sampler |<--—— |
|
|
|

Figure 1: ProFraudGuard System Architecture

as a weighted combination of four distinct components:
R(xgen) = w1 'Rd+W2 - Ry +ws 'Rf+W4 'Rp

where coeflicients w; balances the influence of each objective. First,
the Evasion Reward (Ry = —log(Dy(xgen))) serves as the pri-
mary adversarial signal, assigning higher values to samples that
receive lower risk scores from the detector, thereby explicitly en-
couraging the discovery of patterns that bypass current detec-
tion logic. To ensure the generator explores beyond known at-
tacks rather than merely replicating them, the Novelty Reward
(Rn = 1 - maxy ¢x,,, Sim(xgen, x")) penalizes similarity to histori-
cal data Xp;4; (e.g., via cosine similarity), forcing the production of
distinct, previously unseen fraud patterns that test the detector’s
generalization boundaries. Concurrently, the Formatting Reward
(Rf) enforces structural validity, imposing constraints to ensure
generated samples adhere to expected input formats, making them
easier to extract. Finally, to prevent trivial solutions where the gen-
erator simply copies safe user behavior to achieve low risk scores, a
Penalty (Ry) is applied; this negative term discourages the imitation
of known legitimate patterns, ensuring the generator creates active,
evasive fraud attempts rather than benign samples that offer no
training value.

5.2 Proactive Adversarial Fine Tune: PAFT

To solve the reformulated minimax problem, we introduce Proactive
Adversarial Fine-Tuning (PAFT). This iterative algorithm employs
a nested alternating optimization strategy that drives the detector
Dy and generator 7,y toward an adversarial equilibrium by alter-
nating between detector updates and generator refinement based
on feedback.

Algorithm 1: PAFT

Input: Initialize detector parameter (¢o), generator policy
detector learning rate (17¢), batch sizes m,, m, and H,

0
Gy
N as outer and inner iterations

Initialize: ¢_1 N < ¢o;

forh=0to H-1do

Assign ¢po — Pp-1.N;

Data Sample: m, samples from zp, ,, ~ P, m,
adversarial Xé’, n= g w(‘lzh,n) and real

(Xf,n, Yr{’n) ~ Preqi(X,Y) samples forn =0to N — 1
do
Estimate gradient g, , w.r.t ¢ via:
LS Vi LaaDy,, (0.9)
(o) (X Yn)
_mLZ z ngR(xa; Phn);
x(,eX,’z”n
Phnt1 < Phon + NgGhns
Policy Alignment: Update optimal

ﬂg v~ R(xq; ¢ N) With Equation 1;

Output: Optimized Dy, ,;, policy ﬂg v

The nested structure of PAFT is critical for stability. The inner loop
aligns the detector to robustly identify current generator’s adver-
saries. The outer loop then updates the generator to produce novel
tactics that challenge the refined detector. To balance computational
efficiency with learning dynamics, we decouple sampling frequency
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from update steps. Since ideal online sampling (N=1) is computa-
tionally prohibitive, we sample adversarial data once per outer
iteration (H) and reuse it for N subsequent detector updates. This
strategy minimizes overhead while ensuring the detector converges
on robust features before adversarial strategy shifts.

5.3 Convergence theory

Convergence is crucial for PAFT given the non-stationary adver-
sarial environment, where detector updates continuously shift the
reward landscape for the generator, and vice versa. To address this
instability, we provide a theoretical analysis of the PAFT algorithm
(detailed proofs in Appendix A).

THEOREM 5.1. Under the assumptions A, for PAFT algorithm 1
with ng = ©(1/VHN), the minimum expected squared norm of the
gradient of the detector’s objective function L*(¢) is bounded as:

. " 2 1 1
min B(I1VL ($4,) ] < o(\/m s H)

where h € {0,..,H—1} and n € {0,.., N — 1}. Theorem 5.1 con-
firms that PAFT converges to a stationary point of the detector’s
objective L*(¢) as iterations increase. While reusing adversarial
samples for N steps introduces distribution shift, our analysis yields
a convergence rate of O(1/ VHN + 1/H), proving that this accu-
mulated bias remains strictly bounded. This result provides critical
theoretical validation for our efficiency strategy: generating ex-
pensive adversarial samples only once per outer loop allows for
reliable convergence without the computational cost of continuous
resampling.

6 Experiments and results

In this section, we analyze the impact of Proactive Adversarial
Fine-Tuning (PAFT) (Algorithm 1) on risk detection performance
compared to static baselines, demonstrating that dynamic feedback
improves robustness without relying on manually investigated
abuse data. We further empirically validate the convergence sta-
bility of our bilevel optimization and analyze how specific reward
components contribute to effective adversarial generation.

6.1 Experiment setup

Dataset: While numerous public datasets exist for general fraud
detection, none capture our specific setting of proactively anticipat-
ing registration fraud under strict cold-start constraints. Existing
fraud benchmarks typically assume the availability of rich behav-
ioral histories, which are entirely absent at the point of registration.
Therefore, to ensure a rigorous evaluation, we curated multiple
specialized datasets. We used multiple datasets for training and
evaluation. The primary dataset for initial model training was la-
beled historical registration dataset (), consisting of 200K sampled
records over two years. H includes business names, email addresses,
and derived numerical and textual features. To simulate adversar-
ial behavior, we used a pre-trained LLM ( 3B parameter) with a
structured prompt to generate approximately 50 K synthetic fraud
patterns, which were combined with observed three months of
incoming registrations to form dataset S, reflecting a realistic fraud
distribution. Separately, we fine-tuned a generator policy using
PAFT to create more challenging adversarial examples, which were
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merged with incoming registrations to create dataset A. To ensure
temporal robustness and prevent data leakage, we evaluated the
system using an investigator-labeled sampled dataset & (approx.
18K). This dataset covers one month of registration activity drawn
from a strictly future time window, ensuring absolutely no overlap
with the training data.

Implementation details: We implemented three different models
for comparison. The initial static risk detector, D, was trained using
the historical dataset /. To establish a baseline using static adver-
sarial data, we then incrementally trained D on dataset S to obtain
an updated risk detector, D;. We specifically omit graph-based and
semi-supervised methods as baselines; these approaches require
rich behavioral histories that are inherently unavailable at the point
of registration, where only limited features are present. The PAFT
algorithm was used for joint fine-tuning of Ds (as the initial detec-
tor) and the LLM generator, Gf, to obtain the final detector, D £
This joint training involved H = 6 outer loops, where the detector
was updated with batch size 128 over N = 4016 steps per loop
using dataset A. The generator Gy was fine-tuned alongside using
a batch size of 16 on NVIDIA V100 GPUs. Reward Formulator used
weighted components tuned to emphasize risk detection signals on
a validation set. Crucially, to accommodate computational costs and
strict real-time requirements, the systems are decoupled in practice.
The PAFT loop runs entirely offline ( end-of-day batch process), and
the LLM generator is never deployed during serving. Only the light-
weight DistilBERT detector serves online, successfully evaluating
incoming registrations within sub-second latency.

6.2 Results

Given the nature of real-world fraud detection - characterized by
high class imbalance and the absence of comprehensive population
labels - we evaluate these models primarily based on Precision
at the Top 10% of risk scores and Area Under the Precision-Recall
Curve (AUPRC) on the investigator-labeled dataset & ( Table 1). The
detector jointly trained using PAFT, Dy, demonstrates a notable im-
provement across all metrics compared to the baselines. Specifically,
Df achieves a Precision@Top10% of 0.91 and an AUPRC of 0.59,
representing a significant gain over the static pre-trained detector
Ds (0.86 Precision, 0.47 AUPRC). Conversely, the detector trained
with static adversarial data (D;) exhibited a performance degra-
dation (0.83 Precision, 0.38 AUPRC). Analysis of the generator’s
output reveals that the static LLM used for D; produced less reliable
adversarial samples, often with formatting issues and lacking nov-
elty, which contributed to the degradation of D;’s performance. In
contrast, the generator trained jointly within PAFT received appro-
priate dynamic feedback, resulting in generated adversarial attacks
that were novel, challenging, and structurally valid. This confirms
the necessity of multi-objective reward function: the formatting
reward ensures syntactic validity, resolving structural issues, while
the novelty reward prevents mode collapse by penalizing similarity
to historical data. Furthermore, the evasion reward drives the dis-
covery of blind spots, and the penalty term prevents replication of
benign patterns, ensuring the generated samples remain genuinely
adversarial and effective training targets.

A critical challenge in bilevel optimization is ensuring stability.
To evaluate this, we rely on Theorem 5.1, which posits that the
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Table 1: Experiment Results on Registration dataset

Method Pr@Top10% AUPRC
Static Pre-trained 0.86 0.47
Risk Detector (Dg)

Trained Risk Detector (Dy) 0.83 0.38
ProActive Finetuned 0.91 0.59
Risk Detector (D)

detector’s gradient norm should diminish over time as a primary
indicator of convergence to a stationary point. Empirically, we
tracked this metric alongside downstream performance to observe
the training dynamics. In the early outer loops, we observed a dis-
tinct "Arms Race," characterized by a temporary dip in detector
metrics where AUPRC dropped by almost 11%. This confirms that
the generator successfully learned to evade the initial detector, ef-
fectively creating "hard" adversarial examples. However, by last
iteration, the system demonstrated adaptation and recovery; the de-
tector adapted to these sophisticated attacks, improving the AUPRC
to 0.59. Crucially, this recovery was accompanied by a consistent
decrease in the detector gradient norm, validating that the system
avoids mode collapse and reliably converges to a stable equilibrium.
We also measured the incremental impact in detecting fraud that
previously bypassed existing detection systems. Over one week
of registration data, Ds uncovered 18.46% additional fraud cases
missed by prior systems, while Dy further identified an incremental
3.05% on top of Ds. Based on offline analysis, applying PAFT fine-
tuning to the currently deployed model has the potential to increase
annualized savings by an estimated 17.6% over the existing baseline.

7 Conclusion

In this work, we introduced ProFraudGuard, a proactive fraud de-
tection system leveraging adversarial LLM fine-tuning. We demon-
strated its robustness through theoretical analysis and empirical val-
idation, observing consistent decreases in detector gradient norms.
Experimental results confirm that PAFT significantly outperforms
static baselines, achieving a Precision@Top10% of 0.91 and an
AUPRC of 0.59. Our analysis confirms that reward function - by
enforcing novelty and formatting constraints - prevents mode col-
lapse and ensures syntactic validity, yielding diverse, high-quality
adversarial samples. Beyond improved metrics, PAFT identified an
incremental 3.05% of frauds missed by prior systems, projecting a
17.6% increase in annualized savings, demonstrating critical efficacy
in securing dynamic, cold-start registration environments against
evolving threats.
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A Proof for Algorithm 1
Assumption A

For Algorithm 1 we assume that

1. The detector’s objective function L*(¢) is reasonably smooth,
meaning its gradient w.r.t ¢ is Lipschitz continuous, i.e:

IVL*(¢1) = VL™ ($2)II < Lligh1 — 2|l
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for some constant L > 0. (This implicitly assumes smoothness
0f Lger, R, G, and the dependence of y* on ¢).

2. The stochastic gradient estimator gp, , has bounded variance
or bounded second moment:

E[lIgnall’] < G®

for some constant G > 0. (This implicitly assumes bounded
losses, rewards and gradients).
3. Bias Bound: The difference between the true gradient VL* (¢, ,)

and the expected stochastic gradient E[gp, n|¢n,n] = VgV ($pn, Yn)

is bounded:
IVL* ($nn) = VgV (Spn Yl
<L ¢pn = Pnoll

for some constant L’ > 0. This captures the error introduced by
using the fixed generator yy, instead of the optimal Y (¢p, p,).

These are the standard assumptions of stochastic gradient meth-
ods for non-convex optimization .
Now we are ready to re-state and prove Theorem 5.1:

THEOREM A.1. Under the assumptions A, for Algorithm 1 with
1y = ©(1/VHN) we have

min

E[||VL* 21 <
poo g [IVL* (¢p,) 1]

ol
HN H
Proof:

From Lipschitz gradient of L, for the update ¢p, .41 = ¢ppn +
N$ghn We have:

L*($hne1) = L™ (Ppn) + (VL™ (Spn)s 14 Ghn)

L, . (2)
LN

Rearranging above Equation 2:
1¢{VL (Pnn)s Ghn) < L™ (Ppns1)
Ly?
L () + — NGl

Expanding the inner product (VL*, §) to ||VL*||2+(VL*, §—VL*):

N IVL (S I® + 16 (VL* (Phn): Gn
=VL*(nn)) < L*($nn+1)
2
=L (ppn) + L%Iléh,nll2
Taking Expectation to ¢y, ,, (denoted Ep):
NgEn VL ($pm)II°] + ng (VL ($hn), Enldhn
=VL*($nn)) < EnlL*(Phnr1)] = L ($p,n)
2
2 5 gl
Using Assumption A (E[||4]|%] < G?) we have:
ngELIVL*|I°] + ng (VL E[4] - VL")
LryZSG2 (©)

+

<E[Lp+1] —Ln+
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where the expectation is taken w.r.t. the sample zj, ,, to generate

the estimator of current iteration.
Using Cauchy-Schwarz an Young’s inequality we know:

(VL*,Bias,) > —||VL"||||Biasp|| >
1 1
~TIVER - 2 [Biasal?

where we represent Bias, as E[gp ,] — VL™ (ép,,).
Substituting this in Equation 3 we have:

1 U .
ngBIIVL 7] = LEIIVL ) - B[ Biasall*]
Ln3G*
SE[Lp1] = Lo+ 5

%E[IIVL*(%,")IIZ] S E[L"(Gpne)] = L7 (Pnn)
LW;GZ

+%¢E[||Biasn||2] *—

Using Assumption A 2 and 3, we have:
IBiasy || = VgV ($nn Y1) = VL ($pn) | < L'lIgnn = dpoll
E[|IBiasn[|’] < (L')’ELll¢pn = $noll’]
E[|Biasn|’] < (L")*nn%G”
Substitute Equation 5 in 4, we have:
n .
FEIIVL ($hn)|2] < ElLnn]
Ln%G?

¢
2

n
L, + g(L’)an;Gz +

g

- q;(L’)szn r]éLG2
LENVEIP] < BlLnn] - Lo+

2 2
Sum over inner loop from n = 0 to N — 1 we get:

N-1
B 2, BUIVL @) < EIL ()] = L' G

n3(L')°G* N=1  Np’LG’
+ n+
2 = 2
Using ¥V Tn = —N(Az]_l) ~ NTZ
N-1 S(L/)ZGZNZ
N9 “2 @)
— E[|IVL < E[L —Lyo+
) Z;) (IVL*I1?) < E[Lnn] = Lo 7
2 2
n<NLG
A
2

Sum over outer loop from h = 0 to H — 1 we get:

H-1N-1

’7 * * *
= 2 2 EIIFLIT S L) =L (o
n3(L)?G*N?  n’NLG?
+H 1 +H 3

Let AL* = L* (¢final) = L*($initial)-

4

®)
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Obtain Average Gradient Bound by dividing by HN (n4/2):

H-1N-1

1 2AL*
= E[IVL* (¢nn) 1] <

HN hZ:: 4 ngHN
”ZS(L/)ZGZN

+ +14LG?

Taking n4 = ©(1/VHN), we get:

= > S EIIVL] < 0(

min E[IVL* () 1I]

*

it

N

LG?

v i)

H—NZZ [IVL*112]

“o(am

AL*

1

LG?
VHN

)
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