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Abstract—Privacy and fairness are two crucial pillars of
responsible Artificial Intelligence (AI) and trustworthy Machine
Learning (ML). Each objective has been independently studied
in the literature with the aim of reducing utility loss in achiev-
ing them. Despite the significant interest attracted from both
academia and industry, there remains an immediate demand for
more in-depth research to unravel how these two objectives can be
simultaneously integrated into ML models. As opposed to well-
accepted trade-offs, i.e., privacy-utility and fairness-utility, the
interrelation between privacy and fairness is not well-understood.
While some works suggest a trade-off between the two objective
functions, there are others that demonstrate the alignment
of these functions in certain scenarios. To fill this research
gap, we provide a thorough review of privacy and fairness in
ML, including supervised, unsupervised, semi-supervised, and
reinforcement learning. After examining and consolidating the
literature on both objectives, we present a holistic survey on
the impact of privacy on fairness, the impact of fairness on
privacy, existing architectures, their interaction in application
domains, and algorithms that aim to achieve both objectives while
minimizing the utility sacrificed. Finally, we identify research
challenges in achieving privacy and fairness concurrently in ML,
particularly focusing on large language models.

Impact Statement—This extensive survey meticulously exam-
ines the intricate relationship between privacy and fairness in
machine learning, revealing key alignments and trade-offs that
have significant implications for the development of responsible
AI systems. By consolidating terminology and identifying critical
research gaps across various ML paradigms, this survey em-
powers researchers and practitioners to design and implement
ML models that uphold both privacy and fairness, fostering
trust and accountability in AI-driven decision-making processes.
The insights presented in this survey are poised to catalyze
future research aimed at developing innovative techniques that
seamlessly integrate privacy and fairness considerations into the
very fabric of ML algorithms.

I. INTRODUCTION
The rapid expansion of big data, along with the rise in

computational resources, have allowed for remarkable gains
in the capabilities of ML algorithms, igniting a competitive
landscape in this field. These algorithms, initially devised
by humans, now actively participate in decision-making and
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policy formation for the same people who created them. The
advantages of these algorithms are vast, as they enhance
efficiency, accuracy, and speed in various domains. They
contribute to improved legal outcomes [1], streamlined lending
and hiring processes [2], and optimized allocation of resources
and benefits [3]. Harnessing the power of ML to develop
equitable and efficient systems can catalyze both social and
economic progress.

Trustworthy ML. The initial belief that more data would
result in better decision-making in the world of ML was
quickly shattered as it became clear that accurate algorithms
alone are not enough to make responsible decisions [4],
[5], [6]. The significance of trustworthiness in ML can be
explored by making an analogy with the stages of human
development. Consider a child who inherits characteristics
from their parents – this is akin to the initial model selection in
ML, taking into account the mathematical limitations inherent
in the chosen structure. As the child matures, they absorb
crucial knowledge during their formative years - comparable
to an ML model being trained with carefully selected datasets.
The child’s interaction with their socio-economic environment
shapes their behavior and choices, just as an ML model’s
responses are influenced by the dataset it interacts with and the
feedback it receives. The child experiences both opportunities
and limitations in society, just as an ML model’s functionality
is affected by the boundaries of its mathematical design and
the quality of its datasets. Ultimately, the child matures into an
individual whose ethical decisions impact those around them,
much like an ML model that must make responsible decisions
affecting real-world outcomes. To develop a trustworthy ML
pipeline, each element in the learning cycle, like each stage in
a child’s life, carries shared responsibility. In this research, we
focus on understanding and integrating the two main pillars
of trustworthy ML: Privacy and Fairness.

Privacy. Information privacy refers to an individual’s right
to maintain a certain level of control over how their personal
data is gathered and utilized [7]. Take, for instance, a photo
shared by an individual on social media platforms, intended
solely for communication and social interaction. Even basic
data mining techniques can extract sensitive information from
this image, which could be exploited by malicious attackers.
Aspects like ornaments, background, and facial features may
inadvertently disclose the individual’s religion, geographical
location, gender, race, or other sensitive details. This raises
the question of how much control users have over their own
data. Expanding this concept to the vast quantities of data
utilized in modern ML models highlights the importance of
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privacy for ensuring trustworthy ML. Incidents like the 2020
Facebook scandal [8] and the Edward Snowden revelations [9]
underscore the critical nature of user data privacy in the
context of ML.

Fairness. From a different perspective, while privacy deals
with the extent of control over data, fairness aims to ensure that
the revealed user information is handled fairly and equitably.
The philosophical notions of fairness have existed for cen-
turies [10]; however, with the rapid growth of ML, algorithmic
fairness and its application to ML have emerged as some
of the most critical challenges of the decade. Unfortunately,
models intended to intelligently avoid errors and biases in
decision-making have themselves become sources of bias and
discrimination within society. Various forms of unfairness in
ML have raised concerns, including racial biases in criminal
justice systems [11] and disparities in employment [12] and
loan approval processes [13]. The entire life-cycle of an ML
model – encompassing input data, modeling, evaluation, and
feedback – is vulnerable to both external and inherent biases,
leading to unjust outcomes. Compounding the issue is the
tendency of the pipeline’s life-cycle to amplify biases due
to oversimplification and assumptions made throughout the
process. Moreover, unlike the concept of privacy, for which
there are well-defined and accepted metrics, the large number
of varied and often conflicting definitions of fairness presents a
significant challenge in establishing trustworthy ML systems.

Privacy vs Fairness. Investigations into privacy and fairness
have often been carried out separately, without a holistic com-
prehension of how these two goals intertwine. Although the
trade-offs between privacy and utility, as well as fairness and
utility, are well-established, the complex relationship between
these objectives remains less clear. Several studies such as [14]
and [5], indicate the presence of trade-offs, while others, like
[15] and [16], consider them to be in harmony. Given the lack
of studies elucidating their interconnection, there is an urgent
need for more research to uncover the link between these two
goals, ultimately paving the way for truly responsible ML
models.

Motivation. Pursuing privacy and fairness as separate ob-
jectives may appear intuitive, yet this approach is fraught with
significant issues. First, engineers and researchers often find
that the attainment of even one of these goals can signif-
icantly impact a model’s performance, necessitating careful
alignment of both objectives. Second, research exploring how
the achievement of one goal influences the other remains
limited. This knowledge gap introduces uncertainty concerning
the model’s reliability. As a result, our goal is to bridge
this divide between privacy and fairness, traditionally pursued
as independent objectives. We aim to establish a foundation
for more advanced techniques facilitating their concurrent
implementation, honoring these elements as the two primary
pillars of trustworthy ML models.

Contribution. In this comprehensive survey, we present an
in-depth examination of the main concepts in privacy and
fairness by analyzing nearly 200 recent studies in the field. We
explore these approaches across four primary aspects of ML,
namely, Supervised Learning (SL), Unsupervised Learning
(UL), Semi-Supervised Learning (SSL), and Reinforcement

Learning (RL), with the aim of consolidating terminology and
ideas. For instance, we collate and explain 15 distinct fairness
notions to facilitate a better understanding of the principles.
By establishing a solid comprehension of privacy and fairness
across various ML techniques, we offer an extensive review
of existing research on architectures designed to meet these
goals, the interplay between the objectives, their concurrent
implementation, and ultimately, their manifestation in several
applications. Moreover, we identify several key unresolved
questions and challenges in understanding two objective func-
tions, from large language models to the disparate impact of
privacy-preserving methods in ML.

The rest of this survey is organized as follows. A detailed
examination of privacy within the realm of ML is presented in
Section II. Concepts of fairness and algorithms to ensure it are
then discussed in Section III. The intersection of privacy and
fairness is the central focus of Section IV. Open issues and
potential directions are explored in Section V. Conclusions are
drawn in Section VI. A comprehensive map, illustrating the
sections and subsections, can be found in Appendix A. To the
best of our knowledge, this is the first survey that attempts
to provide a critical review of privacy and fairness in ML.
Some of the most relevant and recent surveys are reviewed in
Table I.

II. PRIVACY
A. Preliminaries

ML has transformed industries like healthcare [28], trans-
portation [29], and finance [30] with its predictive capabilities.
However, the use of personal data in ML raises significant
privacy concerns, including the potential misuse of sensitive
information [31]. Techniques like differential privacy (DP)
[32] and homomorphic encryption [33] are being developed
to mitigate these risks. Continued research is essential to
comprehensively address privacy concerns across various ML
methodologies.

B. Privacy Techniques

1) Differential Privacy (DP)
DP is a privacy protection method commonly used in

different stages of the ML pipeline to enhance privacy of
individuals. In this section, we will examine the concepts and
definitions, common DP mechanisms, and applications of DP
in various ML techniques.

a) Notions and Definitions
Definition II.1 (ϵ-Differential Privacy[32]). A randomized
algorithm M is said to be (ϵ, δ)-differentially private if, for
any two datasets D1 and D2 that differ in only one data point,
and any subset of the range of M, the following holds:

Pr[M(D1) ∈ S] ≤ eϵPr[M(D2) ∈ S] + δ, (1)

where ϵ and δ are privacy parameters, and S is any subset of
the range of M. This inequality ensures that the probability
of observing a certain output of M on a dataset D1 is almost
the same as the probability of observing the same output on
a dataset D2 that differs in only one data point, with the
exception of a small amount of random noise controlled by
ϵ and δ. The parameter ϵ controls the strength of the privacy
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Table I: Comparison of recent related works and our paper’s key contributions on privacy and fairness in ML.

Paper Key topic ML categories Key contributions Highlights
SL UL SSL RL Privacy Fairness

[17]
Privacy-preserv-
ing collaboration

in ML
✓ ✓ × × ✓ ×

Pioneering study concentrat-
ing on collaborative ML pri-
vacy needs and limitations

[18]
Limitations of DP
in ML applications ✓ × × × ✓ × DP assessment: flaws, trade-

offs, ML implementation

[19]
Fairness-aware ML
in different datasets ✓ ✓ × × × ✓

Fairness in ML through in-de-
pth real data analysis

[20]
Algorithmic fairness

in ML ✓ × × ✓ × ✓
Overview of identifying, mea-
suring, and improving algorit-
hmic fairness

[21]
Fairness in

graph mining ✓ ✓ ✓ × × ✓
Fairness in graph algorithms:
measures, benchmarks, and
research directions

[22]
Privacy-preserving

ML ✓ ✓ ✓ × ✓ ×
Identifying gaps and challen-
ges in privacy preservation
for ML

[23]
Privacy defense

trade-offs
in ML evaluation

✓ × × × ✓ × Balancing privacy and utility
in ML defense evaluation

[24]
Privacy-preserving

ML ✓ × ✓ × ✓ ×
Integration of privacy techniq-
ues in ML for data-driven app-
lications

[25]
In-processing

fairness mitigation ✓ ✓ ✓ × × ✓
Categorization of explicit and
implicit methods in achieving
fairness

[6]
Fairness and bias

in AI systems × × ✓ × × ✓
Taxonomy of fairness defini-
tions for mitigating biases in
AI

[26] Fair clustering × ✓ × × × ✓
Organized overview with new
insights and classifications in
fair clustering

[27]
Privacy-Preserving

DL in MLaaS × ✓ ✓ × ✓ ×
Adversarial models, attacks,
and solutions in privacy-pre-
serving DL

Our paper
Privacy-Fairness

Interrelation in ML ✓ ✓ ✓ ✓ ✓ ✓

Thorough review of privacy,
fairness in ML, examining im-
pact, architectures, and re-
search gaps

guarantee, with lower values providing stronger privacy pro-
tection, while δ is a parameter that accounts for the probability
that the privacy guarantee is violated due to the randomness
introduced by the algorithm.
Definition II.2 (L1-Sensitivity[34]). L1-sensitivity is a mea-
sure of how much the output of a function changes when
a single data point is added or removed from a dataset. It
is defined as the maximum absolute difference between the
output of the function on two adjacent datasets that differ in
only one data point. Formally, given a function f : D → Rn

that maps datasets in domain D to vectors in Rn, the L1-

sensitivity of f is defined as:

∆f = max
d∈D,d′∼d

||f(d)− f(d′)| |1, (2)

where d′ is the neighboring dataset that differs from d by a
single data point, and || · ||1 denotes the L1-norm. Intuitively,
L1-sensitivity captures the largest change that can occur in the
output of f due to the presence or absence of a single data
point. It is a fundamental parameter in DP, as it determines
the amount of noise that needs to be added to the output of f
to achieve a desired level of privacy protection.
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Table II: Comparison of Laplace and Exponential Mechanisms in DP.

Mechanism Description Pros Cons

Laplace

Adds independent noise drawn from
a Laplace distribution to the true out-
put, proportional to the sensitivity of
the query and inversely proportional
to the privacy budget.

Simple implementation,
provides strong privacy
guarantees, and works
efficiently for simple qu-
eries.

Produces noisy results, calib-
ration of noise parameter can
be difficult, may not perform
well for high-dimensional da-
ta or complex queries.

Exponential

Adds independent noise drawn from
an exponential distribution to the tr-
ue output, proportional to the sensiti-
vity of the query and inversely prop-
ortional to the privacy budget.

More precise results th-
an Laplace, can perform
well for high-dimensio-
nal data or complex que-
ries.

Requires more sophisticated
implementation, may be vul-
nerable to adaptive attacks,
calibration of noise parame-
ter can be challenging.

b) Common Mechanisms in DP
DP approaches involve the addition of controlled noise

to data to safeguard the privacy of people while preserving
the accuracy of analytic results. The Laplace mechanism
and Exponential mechanism are two often used differentially
private mechanisms, which are detailed as follows.

Laplace Mechanism The Laplace mechanism [35] is a
method for achieving DP by adding random noise to the output
of a query in a way that satisfies DP guarantees. Specifically,
given a function f : D → R that we want to compute on a
dataset D, the Laplace mechanism adds random noise to f(D)
according to the following formula:

f(D) + Lap

(
∆f

ϵ

)
, (3)

where Lap(∆f/ϵ) is a random variable drawn from the
Laplace distribution with mean 0 and scale parameter ∆f/ϵ,
where ∆f is the sensitivity of the function f and ϵ is the
privacy parameter that controls the amount of noise added.
More formally, the Laplace distribution is defined as:

Lap(x | µ, b) = 1

2b
exp

(
−|x− µ|

b

)
, (4)

where µ is the mean and b is the scale parameter. In the case of
the Laplace mechanism, the mean is 0 and the scale parameter
is ∆f/ϵ, so the Laplace distribution becomes:

Lap(x | 0,∆f/ϵ) =
1

2(∆f/ϵ)
exp

(
− |x|

∆f/ϵ

)
. (5)

Adding Laplace noise to the output of f(D) in this way
ensures that the output is differentially private with parameter
ϵ. The amount of noise added is proportional to the sensitivity
of the function f , with higher sensitivities resulting in more
noise being added to the output.
Although the Laplace mechanism is commonly used to achieve
DP in ML, it has several limitations [36] [37]. The amount
of noise added to the data depends on the sensitivity of the
function being computed, which can be significant for some
functions. This can lead to a considerable loss of output
accuracy, making it difficult to obtain meaningful results.
Moreover, the Laplace mechanism assumes that the data is

continuous and unbounded, which may not always hold for
all datasets. Furthermore, the Laplace distribution employed
in the mechanism may not be optimal, as it assumes that
the noise added to the data is symmetric, which may not be
the case in reality. However, this technique is also commonly
employed in terms of DP. For example, methods have been
devised in [38] and [39] for releasing counts on specific types
of data, such as time series. The authors from [40], [41] and
[42] concentrate on releasing histograms, while other authors
in [43], [44] present ways for reducing the worst-case error of
a specified set of count queries.

Exponential Mechanism The exponential mechanism is pro-
posed in [45], which is a privacy-preserving approach that
selects an item from a dataset based on a specific objective
function. It ensures the confidentiality of individuals in the
dataset while maximizing the objective function. Formally, let
f : D → R be a function that maps a dataset D to a real
number. The exponential mechanism selects an output d ∈ D
with probability proportional to the exponential of the privacy
loss incurred by releasing f(d), scaled by a parameter ϵ > 0,
which controls the amount of privacy protection:

P (M(D) = d) ∝ exp

(
ϵf(d)

2∆f

)
, (6)

where ϵ is the privacy budget and ∝ denotes proportionality.
The denominator 2∆f is used to scale the noise so that it is
proportional to the sensitivity of the objective function.
In practice, the exponential mechanism is used when we want
to select an element from a dataset that satisfies a certain
property while minimizing the disclosure of information about
the other elements in the dataset. For example, we might want
to select a movie from a database that satisfies certain genre
preferences while minimizing the disclosure of information
about the users who rated the other movies in the database.
Popular way for creating DP in ML, the exponential mecha-
nism has certain limitations[46]. When the dataset is huge,
the exponential process can be computationally costly. In
addition, as the privacy parameter falls, the precision of the
result degrades. In addition, the exponential technique is only
appropriate for functions with a low sensitivity value. If the
function has a high sensitivity value, the mechanism will
add an excessive amount of noise to the output, reducing



5

its precision. In certain instances, such as when the output
space is discrete or the objective function is non-convex,
the exponential mechanism might be biased. Despite these
limitations, this permits DP solutions for a variety of intriguing
issues with non-real outputs. As an illustration, the exponential
mechanism has been used in the publication of audition results
[45], coresets [47], support vector machines [48], and frequent
patterns [49].

c) Spectrum of DP Variations
Differential Privacy Stochastic Gradient Descent (DP-SGD)
DP-SGD emerged from the convergence of two important
concepts in the field of ML: Stochastic Gradient Descent
(SGD) and DP. SGD is an iterative method for optimizing
an objective function and has been extensively used in ML,
especially in the training of large-scale deep neural networks.
The idea was to provide formal privacy guarantees when
disclosing statistical information about a dataset. In 2016,
Abadi et al. [50] successfully combined these concepts to
develop DP-SGD, a variant of SGD that offers strong pri-
vacy guarantees by incorporating differential privacy into the
optimization process.

The DP-SGD algorithm begins by sampling a minibatch
from the dataset. For each instance in the minibatch, the
gradient ∇L(θ;x) of the loss function L with respect to the
model parameters θ is computed. This results in a vector
of gradients for the minibatch. The next crucial step in DP-
SGD is gradient clipping. This process involves limiting the
L2 norm of each individual gradient vector to a predefined
threshold C. In mathematical terms, this operation can be
expressed as:

∇Lclipped(θ;x) = min

(
1,

C

∥∇L(θ;x)∥

)
∇L(θ;x). (7)

This gradient clipping operation ensures that the contribution
of each individual instance to the gradient computation is
limited, thereby mitigating the impact of outliers and reducing
the sensitivity of the output to changes in the input data, a
key requirement for DP. After gradient clipping, the algorithm
computes the average of the clipped gradients and adds
calibrated Gaussian noise to this average. If G represents the
average of the clipped gradients, the noisy gradient Gnoisy is
given by:

Gnoisy = G+N (0, (σC)2I), (8)

where N (0, (σC)2I) represents multivariate Gaussian noise
with mean 0 and covariance matrix (σC)2I, and I is the
identity matrix. The model parameters θ are then updated
using this noisy gradient.

DP-SGD is primarily used in scenarios where models need
to be trained on sensitive data while preserving privacy.
For instance, in healthcare, DP-SGD could be used to build
predictive models using patient data without compromising in-
dividual privacy [51]. DP-SGD has also been used in federated
learning [52], a paradigm where the model is trained across
multiple decentralized edge devices, maintaining data on the
original device. Several libraries and frameworks have been
developed for implementing DP-SGD. Google’s TensorFlow
Privacy library provides a version of DP-SGD that can be used

with TensorFlow models [53]. Another library is PyTorch-
DP (now Opacus) [54], which provides an implementation
for PyTorch models. These libraries provide convenient tools
to add privacy-preserving capabilities to ML models with
minimal code changes.

Differential Privacy for Support Vector Data Description
(DP-SVDD) Support Vector Data Description (SVDD) [55]
is a one-class classification method that is often used for
anomaly detection. The main idea behind SVDD is to find a
hypersphere in the feature space that encapsulates the majority
of the data points. This hypersphere is described by its center
and radius, and it is found by solving an optimization problem
that aims to minimize the radius while penalizing data points
that lie outside the hypersphere. Mathematically, the SVDD
problem can be formulated as follows:

Minimize: R2 + C
∑

ξi, (9)

Subject to: ||ϕ(xi)− a||2 ≤ R2 + ξi and ξi ≥ 0.

In this formulation, R is the radius of the hypersphere, a
is the center, ϕ(xi) is the mapping of data point xi in the
feature space, ξi is the slack variable that allows data points
to lie outside the hypersphere, and C is a regularization
parameter that controls the trade-off between the volume of
the hypersphere and the errors. DP-SVDD, first introduced
in [56], is a method that combines the principles of SVDD
with those of DP to create a privacy-preserving one-class
classification model. The method involves two main phases.
In the first phase, the goal is to train a SVDD model while
ensuring differential privacy. The center of the hypersphere
in the SVDD model is represented as a weighted sum of
the mapped data points. To ensure DP, the center of the
hypersphere is perturbed by adding noise. This noise is drawn
from a Laplace distribution. The perturbed center, â, is then
given by:

â = a+ l =

n∑
i=1

biϕ(xi) + l. (10)

In this formulation, a is the center of the hypersphere, bi are
the dual variables, ϕ(xi) is the mapping of data point xi in
the feature space, l is the Laplace noise. The sensitivity is
a measure of how much the output of a function can change
when a single data point is added or removed from the dataset.
In the second phase, the input space is partitioned into separate
regions using a dynamical system based on the differentially
private support function from the first phase. This dynamical
system is defined by the gradient of the support function:

dx

dt
= ∇f̂(x), (11)

where f̂(x) is the differentially private support function.
Regions, associated with Equilibrium Points (EPs) of the dy-
namical system, are labeled using a noisy count of class labels
of converging data points. The privacy-preserving predictions
are released by publishing private EPs and labels. A new data
point’s label is predicted based on its region, determined by
the EP it converges to. The privacy of predictions is ensured by
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the differential privacy of the support function and the noisy
count.

The preceding discussion regarding the DP has improved
our understanding of the definitions and mechanisms of the
DP, as well as the limitations of each mechanism, which are
summarized in Table II. Additionally, a comprehensive ex-
amination of the real-world applications of DP in supervised,
unsupervised, semi-supervised, and reinforcement learning is
presented in Appendix B.

2) Homomorphic Encryption (HE)
Homomorphic Encryption (HE) represents a cryptographic

technique that confers the capacity to perform computations
on encrypted data without the need for decryption. Such an
approach stands out as a promising means for preserving data
privacy while enabling useful computations to be conducted on
it. The following section reviews and categorizes the concepts,
prevalent HE mechanisms, and a range of applications of HE
in the context of ML techniques.

a) Notions and Definitions
Definition II.3 (Homomorphic Encryption[57]). Homomor-
phic encryption enables computations to be performed on
ciphertexts without the need to decrypt them first. Mathemat-
ically, let f be an algebraic function and Enc and Dec be
encryption and decryption functions respectively. Homomor-
phic encryption allows for the following equation to hold:

f(Deck(Enck(m1))◦Deck(Enck(m2))) = Enck(f(m1◦m2)),
(12)

In this equation, m1 and m2 are plaintext messages that are
encrypted under the same key k using HE. The function
f is a homomorphic function that operates on the plaintext
messages, and the operator ◦ represents the algebraic operation
that f preserves. The equation shows that applying f to the
plaintext messages m1 and m2 and then encrypting the result
under the key k is equivalent to first encrypting the plaintext
messages separately, applying the decryption function Deck to
each ciphertext, performing the algebraic operation ◦ on the
resulting plaintexts, and then encrypting the result again under
the key k. This property allows computations to be performed
on encrypted data without ever revealing the plaintext to the
party performing the computation.

b) Typical Schemes in HE
There exist various schemes of homomorphic encryption,

each possessing its unique merits and demerits. The Fully Ho-
momorphic Encryption, Partially Homomorphic Encryption,
and Somewhat Homomorphic Encryption are three frequently
utilized HE schemes, explicated as follows.

Fully Homomorphic Encryption (FHE) FHE allows com-
putations on encrypted data without decryption, leading to
direct computation on ciphertexts and yielding an encrypted
plaintext. It employs lattice-based cryptography [58] with ideal
lattices to efficiently compute homomorphic operations. This
type of cryptography is based on mathematical lattices, regular
patterns of points. FHE carries out encryption and decryption
on ideal lattices, which are sets of linear combinations of n
independent vectors with integer coefficients in n-dimensional

space. Mathematically, this can be expressed as:

L = a1.v1 + a2.v2 + ...+ an.vn|ai ∈ Z, (13)

where L is the lattice, v1, v2, ..., vn are linearly indepen-
dent vectors in n-dimensional space, and a1, a2, ..., an are
integers. The security of FHE is based on the hardness of
certain problems related to lattices, such as the Shortest Vector
Problem (SVP) and the Closest Vector Problem (CVP) [59].
These problems are known to be difficult to solve in high
dimensions, which provides the basis for the security of FHE.
To perform homomorphic operations on ciphertexts in FHE,
a technique called "bootstrapping" or "gating" is used. This
technique involves decrypting the ciphertext using the secret
key, performing a homomorphic operation on the resulting
plaintext, and then encrypting the result using the public key.
Mathematically, this can be represented as:

C ′ = Encpk(F (Decsk(C))), (14)

where C is the original ciphertext, sk is the secret key, pk is
the public key, F is the homomorphic operation, Decsk(C) is
the decrypted ciphertext, and Encpk is the encryption function
using the public key.
FHE presents a spectrum of advantages and disadvantages
[60]. On the one hand, FHE confers a paramount level of secu-
rity as it allows for arbitrary computations on encrypted data
without necessitating decryption. This characteristic proves
exceptionally advantageous in domains such as ML and cloud
computing, where privacy and security concerns are of utmost
importance. Conversely, FHE exhibits a high level of computa-
tional complexity that can render it infeasible for certain appli-
cations [61]. Moreover, with each homomorphic operation, the
size of the ciphertext augments, requiring extensive memory,
which can become a significant impediment [62]. Despite
these challenges, FHE remains an active area of research and
development, with researchers continuously seeking ways to
enhance its efficiency and transcend its limitations.

Partially Homomorphic Encryption (PHE) Partially Homo-
morphic Encryption (PHE) is a type of encryption scheme that
enables computation on encrypted data without the need to
decrypt it [63]. Mathematically, PHE is defined using algebraic
structures such as groups, rings, or fields to enable certain
types of computation, such as addition or multiplication,
on ciphertexts while still maintaining the confidentiality of
the underlying plaintext [64]. PHE schemes can be partially
homomorphic, meaning that they support computations of only
one type, such as addition or multiplication. For example, a
PHE scheme that is homomorphic with respect to addition is
defined by the following property:

Enc(m1) + Enc(m2) = Enc(m1 +m2), (15)

where m1 and m2 are plaintext messages, Enc is the encryp-
tion function, and + denotes addition in the plaintext space M .
This property allows ciphertexts to be added together and then
decrypted to obtain the sum of the corresponding plaintexts.
Similarly, a PHE scheme that is partially homomorphic with



7

Table III: Comparison of Homomorphic Encryption Schemes.

Property FHE PHE SHE
Supports addition ✓ ✓ ✓

Supports multiplication ✓ × ✓
Supports arbitrary circuits ✓ × ×
Computational complexity High Moderate Low

Encryption/decryption speed Slow Moderate Fast

Application examples
Cloud computing, privacy-

preserving ML

Secure multi-party compu-
tation, secure function eva-

luation

Privacy-preserving data
analysis, secure computa-

tion protocols

respect to multiplication is defined by the following property:

Enc(k ·m) = Enc(m)k, (16)

where k is a scalar value and m is a plaintext message.
This property allows a ciphertext to be raised to a scalar
power k without revealing the plaintext, but it does not allow
multiplication of two ciphertexts to obtain a ciphertext that
represents the multiplication of the corresponding plaintexts.
In reality, PHE is a powerful cryptographic technique that
offers many benefits [65]. PHE allows for computations on
encrypted data, enabling secure processing of sensitive data
without its disclosure to unauthorized parties. Unlike FHE,
PHE does not require heavy computational resources and is,
therefore, much easier to implement in real-world applica-
tions. PHE can be implemented with relatively straightforward
mathematical operations, making it both basic and effective.
In addition, PHE can be used to build secure protocols for
a range of applications, such as secure auctions, electronic
voting, and secure multi-party computation. By keeping the
data encrypted, PHE can ensure that sensitive information
remains private while allowing authorized parties to perform
meaningful computations on it. While there are some limita-
tions to PHE [66], such as its limited computational capacity
and susceptibility to attack if not implemented correctly, the
benefits of this technique make it a valuable tool in a variety
of situations.

Somewhat Homomorphic Encryption (SHE) Somewhat Ho-
momorphic Encryption (SHE) is a form of encryption that
permits certain calculations on encrypted data without reveal-
ing the original data [67]. Using a polynomial representation
of the plaintext and encrypting it with a public key is a
central concept of SHE [68]. By manipulating the coefficients
of the polynomial, it is possible to perform computations on
the ciphertext. A commonly used example of a SHE scheme
is the BGV (Bajard, Gentry and Vaikuntanathan) scheme
[69]. Consider the BGV scheme, which operates over the
polynomial ring Rq = Z[x]/(xn + 1), where q is a prime
number that determines the security level and n is the degree
of the polynomial. R2 denotes the set of polynomials with
coefficients in {0, 1}, which is the plaintext space.
To encrypt a plaintext polynomial m(x), the BGV scheme
first generates a random polynomial r(x) with coefficients in

{0, 1}. It then computes the ciphertext polynomial c(x) as:

c(x) = r(x) ∗ pk +m(x) ∗ 2k (mod q), (17)

where pk is the public key, k is a positive integer, and *
denotes polynomial multiplication. The random polynomial
r(x) serves as a noise term that hides the underlying plaintext,
while the term m(x)∗2k ensures that the ciphertext coefficients
are sufficiently large to prevent decryption attacks. Conversely,
to decrypt a ciphertext c(x), one needs to compute:

m(x) = c(x) ∗ sk (mod q) mod 2, (18)

where sk is the secret key. The term c(x) ∗ sk cancels out the
noise term r(x), and yields the original plaintext polynomial
m(x). Finally, to perform a computation on two ciphertexts
c1(x) and c2(x), one can simply add or multiply them as
polynomials, and obtain the resulting ciphertext c3(x) as:

c3(x) = c1(x) + c2(x) or c3(x) = c1(x) ∗ c2(x). (19)

Though SHE can enable computations to be performed on
encrypted data without requiring the data to be decrypted,
this scheme suffers from certain limitations that affect its
practicality in certain scenarios [70]. These limitations stem
from its lack of full homomorphic capabilities, which constrain
the range of computations that can be performed. Furthermore,
SHE is typically associated with higher computational over-
heads and requires more computational resources, which can
affect its overall efficiency and practicality. Nevertheless, SHE
offers several benefits [71], such as preserving the privacy of
sensitive data, while allowing computations to be performed
in a secure and confidential manner. This makes SHE a
useful technique in scenarios where privacy and security are
paramount, such as in the healthcare and financial sectors.
Additionally, SHE can be used in conjunction with other cryp-
tographic techniques, such as fully homomorphic encryption,
to provide a more comprehensive security framework. Hence,
despite its limitations, SHE remains a valuable and promising
technique in the field of cryptography.

The preceding discourse on HE has enhanced our
knowledge of its definitions, mechanisms, and the limitations
of each scheme, as detailed in Table III. Additionally, a
thorough examination of the practical applications of HE in
supervised, unsupervised, semi-supervised, and reinforcement
learning is provided in Appendix C.
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3) Implementation of Privacy in ML
The implementation of privacy-preserving techniques in

machine learning necessitates a judicious selection of algo-
rithms tailored to the specific data characteristics and privacy
requirements. For continuous data, such as releasing aggregate
statistics while preserving individual privacy, the Laplace
mechanism is often preferred, adding calibrated random noise
drawn from a Laplace distribution to the true statistic. This
perturbation, proportional to the query’s sensitivity, hinders
attackers from inferring individual data while maintaining
reasonable accuracy. Conversely, for categorical data, the
Exponential mechanism may be more suitable, sampling an
output with probability proportional to the exponential of a
utility function, balancing privacy and accuracy. Furthermore,
implementing homomorphic encryption (HE) involves select-
ing an appropriate scheme (e.g., Brakerski/Fan-Vercauteren
(BFV), Brakerski-Gentry-Vaikuntanathan (BGV), Cheon-Kim-
Kim-Song (CKKS)), generating keys, encrypting data, per-
forming computations on the ciphertext, and decrypting the
result, enabling computations on encrypted data without com-
promising privacy.

III. FAIRNESS
A. Preliminaries

The concept of fairness in society has been a recurring study
subject throughout history [10]. Although early discussions
were mainly philosophical, the rise of data and ML in the
past decade has attracted tremendous attention to fairness in
algorithms. As opposed to the initial perception of models
and algorithms being trustworthy, soon it was realized that
they could lead to severe unjust decisions, affecting especially
individuals from disadvantaged groups. Perhaps, the most
significant of such discoveries was revealed in an article pub-
lished by ProPublica in 2016, highlighting the significance of
algorithmic fairness. The article focuses on a software named
COMPAS [72] designed to determine the risk of a person
committing another crime and assist US judges in making
release decisions. The investigation found that COMPAS was
biased against African Americans as it had a higher rate of
false positives for this group compared to Caucasians. This and
numerous other examples indicate the necessity to quantify
and mitigate unfairness-related issues in ML. In the remaining
of this subsection, we discuss bias in ML, what the law says
about the issue, and online tools available to address the
problem.

1) Bias
The term "bias" in ML has a distinct meaning that is differ-

ent from the typical understanding of the term in social and
news contexts [73]. Bias is seen as the root cause of unfairness
and is often tied to a specific term that indicates where in the
process, the data is being distorted. Over time, many different
types of bias have been introduced in the literature, some of
which are subcategories of others, leading to confusion in
properly defining each one. For interested readers, we have
provided a thorough classification and visualization of bias in
ML in Appendix D. In this categorization, we have grouped
potential types of bias into four general categories: A Biased
World, Data Collection and Preparation, Model Training, and
finally, Evaluation and Deployment.

2) Philosophies of Fairness in Context
In the domain of work and employment, principles of

fairness and non-discrimination guide the relationships among
employees, employers, and labor unions. Two core fairness
principles, often identified as ‘Disparate Impact’ and ‘Dis-
parate Treatment’, are observed in this context. Disparate
Treatment [74] acknowledges that unjust behaviors towards
individuals due to their protected attributes, such as race, are
unacceptable. An instance reflecting this principle in action
could be prohibiting the exclusive skill examination of job
applicants based on their ethnic group affiliation. Disparate
impact [75] pertains to practices that inadvertently disadvan-
tage a protected group, even though the policies implemented
by organizations appear neutral on the surface. This principle
recognizes that discrimination is not always direct, and it
can affect individuals and groups in indirect ways. A clas-
sic example includes policies that, while appearing neutral,
disproportionally impact members of a protected group in a
negative manner [76].

In ML, fairness principles are implemented in various ways
to uphold the aforementioned principles for sensitive attributes.
Notably, different organizations provide guidelines on what
constitutes sensitive attributes. The most commonly protected
features include race, gender, religion, and national origin. For
more detailed information, please refer to Appendix E, which
provides a table of sensitive attributes identified by several
organizations.

Structure In the following subsections, we thoroughly
review fairness in supervised, unsupervised, semi-supervised,
and RL. In each subsection, we start by defining fairness
notions and definitions dedicated to the type of ML learner,
followed by explaining the existing unfairness mitigation tech-
niques for fair treatment of individuals and groups. The mitiga-
tion algorithms are divided into pre-processing, in-processing,
and post-processing strategies. SSL lies at the intersection
of supervised and unsupervised learning. To the best of our
knowledge, there is no specific fairness notion proposed par-
ticularly for SSL, despite the existence of dedicated unfairness
mitigation algorithms. Due to limited space, we have moved
the discussions related to SSL to Appendix F.

B. Fairness in Supervised Learning
1) Notions and Definitions
As opposed to privacy, where at least for statistical

databases, there is a consensus on DP, there does not exist such
an agreement on a common notion for fairness. One suggested
guideline is to select the notion based on the underlying appli-
cation. This section reviews some of the most widely adopted
fairness notions for supervised learning. In this context, we use
terms notion and definition interchangeably. Also, deviation
from a fairness notion is referred to as discrimination level.
Discrimination is usually manifested as the absolute value
of the difference in metrics for different groups. Moreover,
we denote the set of sensitive attributes by A, all observed
attributes by X , latent attributes not observed by U , true label
to be predicted by Y , and finally, predictor by Ŷ .

We debut our discussions on notions with statistical parity,
one of the primary group-level fairness notions.
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Figure 1: Computation of discrimination based on different
metrics.

Definition III.1. (Demographic or Statistical Parity [4], [77]).
A predictor Ŷ satisfies demographic parity if:

P (Ŷ = 1|A = 0) = P (Ŷ = 1|A = 1). (20)

Statistical parity dictates that regardless of an individual’s
group, they should have an equal chance of being assigned to a
positive class. Figure 1 exemplifies statistical parity. Consider
two groups of male and female job applicants and an ML
model that decides whether a person should proceed for further
evaluation in their application. Here, the likelihood of moving
ahead with male and female applicants is 5/10 and 7/10,
respectively. Hence, discrimination based on statistical parity
is 20%. The notion of equalized odds, presented next, takes
a step further and requires an equal true positive rate across
groups.
Definition III.2. (Equalized Opportunity [4]). A predictor Ŷ
satisfies equal opportunity with respect to protected attribute
A and outcome Y , if Ŷ and A are independent conditional on
Y ,

P (Ŷ = 1|A = 0, Y = 1) = P (Ŷ = 1|A = 1, Y = 1). (21)

That means the true positive rate should be the same for
both groups. Going back to the example in Figure 1, the true
positive rate for males and females is 3/6 and 5/7, leading to
discrimination of 21.4% based on equalized opportunity. The
next notion, equalized odds, dictates an even stricter fairness
notion requiring equal true and false positive rates across
groups.
Definition III.3. (Equalized Odds [4]). A predictor Ŷ satisfies
equalized odds with respect to protected attribute A and
outcome Y if:

P (Ŷ = 1 | A = 0, Y = y) = P (Ŷ = 1 | A = 1,Y = y),

y ∈ {0, 1}.
(22)

In the example, discrimination based on equalized odds is
38.1%. As can be seen, imposing higher fairness guarantees
intuitively results in a higher percentage of discrimination.

Definition III.4 introduces the concept of calibration, which
is a crucial idea borrowed from ML. This notion ensures
that the confidence scores produced by the model can be
interpreted as probabilities and is considered a group-level
fairness notion.
Definition III.4. (Calibration [78], [79]). An ML model is said
to be calibrated if it produces calibrated confidence scores.

Formally, the outcome score R is said to be calibrated if for
all the scores r in the support of R following stands,

P (y = 1|R = r) = r. (23)

Calibration ensures that the set of all instances assigned a
score value r has an r fraction of positive instances among
them. Note that the metric is defined on a group level, and
it does not mean that an individual who has a score of
r corresponds to r probability of a positive outcome. For
example, given 10 people who are assigned a confidence
score of 0.7, in a well-calibrated model, we expect to have
7 individuals with positive labels among them.

So far, the fairness definitions discussed were all focused
on group-level fairness. In the following, two of the common
notions to achieve fairness at an individual level are presented.
Definition III.5. (Counterfactual Fairness [80]). Given a
causal model (U , V , F ), where U , V , and F represent
the set of latent (unobserved) background variables, the set
of observable variables, and a set of functions defining the
mapping U∪V → V , respectively, a predictor Ŷ is considered
counterfactually fair if, under any context X = x and A = a,
the following equation holds:

P (ŶA←a(U) = y|X = x,A = a) =

P (ŶA←a′(U) = y|X = x,A = a).
(24)

This holds for all y and for any value a′ attainable by A.
Here, A, X , and Ŷ represent the set of sensitive attributes,
remaining attributes, and decision output, respectively. In other
words, the model’s predictions for a person should not change
in a counterfactual world in which the person’s sensitive
features are different.
Definition III.6. (Individual Fairness by Dwork et al. [4]). For
a mechanism M mapping u in the input space X to value y
in the output space Y , individual fairness is satisfied when for
any u,v ∈ X :

dX (u,v) ≥ dY(M(u),M(v)), (25)

where dX : X × X → R+ and dY : Y × Y → R+.
To illustrate, let’s consider the scenario of classification,

where the classifier’s predictor Ŷ serves as the mapping
mechanism. In the context of individual fairness, the funda-
mental idea is that two individuals who are alike in relevant
ways should receive comparable outcomes. To operationalize
this concept, we rely on two crucial distance metrics: (1) a
similarity distance metric dX that gauges how similar two
individuals are to each other, and (2) a distance metric dY that
quantifies the disparity between the distributions of outcomes.

2) Unfairness Mitigation Algorithms
a) Pre-processing Strategies

Reweighting. This approach focuses on modifying the
significance of data points manifested as weights during the
training to mitigate bias. The method employed in [81] esti-
mates the probability of an individual from a group receiving a
specific result and employs the ratios of these probabilities as
reweighting factors during optimization. Nevertheless, in some
instances, access to sensitive information may be restricted.
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To tackle this issue, Lahoti et al. [82] learn the reweighting
factor using adversarial learning. Furthermore, Roh et al. [83]
suggest a two-tier optimization method that chooses specific
mini-batch sizes to attain group fairness.

Representation learning. More recently, a thread of re-
search has focused on changing data representation to improve
fairness in classifiers. Several techniques have been proposed
predicated on either philosophy of fairness through unaware-
ness or fairness through awareness. In the former, the logic
is to learn a new representation for individuals independent
of their protected attribute while preserving other information,
and the latter focuses on achieving fairness while considering
protected group information. In [84], the authors modified
dataset features to have similar distributions for both protected
and unprotected groups, making it hard to distinguish between
them. Zemel et al. [85] proposed mapping individuals to a new
distribution that protects the protected group information while
retaining other information. The authors in [86] follow up this
idea by using a variational auto-encoder to make the sensitive
attributes independent of the latent representation and applying
further learning to that representation.

Label alteration. Label alteration aims to make classifiers
fairer by adjusting the labels of training samples. Some works
modify the labels to achieve an equal proportion of positive
examples across protected groups [81], while others flip the
labels of instances that have been determined to be discrimina-
tory based on differences in treatment among similar samples
[87].

b) In-processing Strategies
Regularizers and constraints. This strategy aims to add

penalty terms to the classifier’s objective function to either
minimize the impact of sensitive features on prediction [88],
or achieve similar False Positive and False Negative rates
across populations [89], [90]. In a similar approach, Kami-
ran et al. [91] propose modifying the splitting criterion in
decision trees to minimize the impact of sensitive features
and maximize the information gain between the split feature
and class label. The authors in several studies aim to enforce
fairness notions constraints in optimization. This approach
for statistical parity is discussed in [92], equalized odds and
opportunity in [93], [94]. Quadrianto et al. [95] suggest using
privileged learning to ensure fairness where sensitive features
are only available during training.

Adversarial learning. The main concept within this group
involves utilizing Generative Adversarial Networks (GANs)
to optimize the effectiveness of a predictor while reducing
its capability to forecast sensitive characteristics [96]. This
approach can be implemented across various gradient-based
learning models, such as classification and regression assign-
ments.

Reweighting. The reweighting approach proposed part
of pre-processing strategies has also been employed dur-
ing the training. The proposed approach by Krasanakis et
al. [97] trains an unweighted classifier, then learns weights
for each sample and retrains the classifier to improve the
fairness-accuracy trade-off. The iterative approach of im-
proving reweighting factors helps to derive more accurate
reweighting factors.

c) Post-processing Strategies
Transformation. This technique aims to modify the output

scores to achieve higher fairness levels. One of the primary
techniques in this category is Platt Scaling focused on improv-
ing miscalibration in ML models [98]. Calibration is improved
by fitting the output scores to a logistic regression model.
Histogram Binning and Isotonic Regression [99] also enhance
calibration by fitting output scores to a monotonic function. To
achieve individual fairness, the authors in [100] propose using
c-fair polynomials, which map classifier scores to a polynomial
and restrict scores of each individual by their sensitive feature
distance. Petersen et al. [101] improve individual fairness
by smoothing output scores using a similarity graph and
Laplacian regularization. Kim et al. [102] present a Multi-
accuracy Boost framework that improves accuracy across all
subgroups, using iterations and weights to enhance predictions
conducted by the auditor.

Thresholding. The proposed techniques in this category aim
to adjust the label generation threshold of classifiers to make
non-discriminatory decisions [103]. For instance, different
threshold values are selected for protected groups in [104]
to maximize accuracy while achieving statistical parity. Hardt
et al. [105] optimizes threshold selection for each sensitive
group for high utility and improved fairness. Similarly, the
authors in [106] infer group-specific thresholds for a trade-
off between accuracy and fairness. Lohia et al. [107] develop
a bias-mitigation technique by targeting samples that inhibit
individual bias from improving individual and group-level
fairness notions.

C. Fairness in Unsupervised Learning
When data labels are unavailable, unsupervised ML algo-

rithms are commonly used as opposed to supervised algo-
rithms. However, evaluating fairness is more challenging in the
absence of labels because there is no ground truth available for
assessment. To address this issue, we will begin our discussion
by examining individual and group-level fairness notions that
have been suggested for unsupervised learning, followed by
an exploration of mitigation algorithms.

1) Notions and Definitions
The majority of fairness concepts for unsupervised learning

are based on the disparate impact doctrine, which seeks to
achieve a comparable proportion of protected groups across
all clusters. To begin our conversations on fairness concepts,
we will start by examining the Balance metric, regarded as
one of the fundamental definitions of group-level fairness in
unsupervised learning.
Definition III.7. (Balance[108], [109]). Define the ratio of
the protected group b ∈ [m] in the entire dataset as rb, and let
ra,b represent this proportion in the generated cluster a ∈ [k].
The balance metric evaluates the disparity between these two
ratios by defining Ra,b = rb/ra,b and introducing the balance
fairness concept as follows:

min
a∈[k],b∈[m]

minRa,b, 1/Ra,b. (26)

The Balance metric produces values within the range of
0 to 1, where higher scores indicate a higher level of fair-
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ness. This measure takes into account both the percentage
of protected group members in the entire dataset and within
individual clusters, with fairness achieved when the ratio
remains consistent across all clusters. For example, consider a
loan application clustering task where the protected attribute
is race. If the overall dataset comprises 40% Black applicants,
balance fairness necessitates that each cluster should also have
approximately 40% Black applicants. This ensures that loan
opportunities are not disproportionately allocated based on
race.
Definition III.8. (Bounded Representation[110]). Let ra,b
denote the ratio of protected group b ∈ [m] in cluster a ∈ [k].
The (α, β)-bounded representations dictates that:

β ≤ ra,b ≤ α. (27)

Bounded representation allows some degree of deviation in
the proportion of protected groups within clusters. When the
bounds are equal, it suggests that the proportion of protected
groups in each cluster should be consistent with the overall
ratio in the dataset. To illustrate, in clustering patients for med-
ical treatment plans, where gender is the protected attribute,
(α, β)-bounded representation with α = 0.6 and β = 0.4
ensures that each cluster has at least 40% and at most 60% of
patients from any specific gender. This prevents clusters from
being overly skewed towards one gender, potentially leading
to biased treatment recommendations.
Definition III.9. (Max Fairness Cost (MFC) [111]). Let Ib
denote the ideal proportion of protected group b ∈ [m] in
clusters. Once the ideal ratio parameter is passed as input, the
MFC notion is defined as

max
a∈[k]

∑
b∈[m]

|ra,b − Ib|, (28)

where ra,b denotes the ratio of protected group b in cluster
a ∈ [k].

Intuitively, MFC calculates the summation of all deviations
from the ideal ratios for each protected group, and returns
the maximum value. A lower MFC value indicates a higher
degree of fairness. Setting the value of Ib equal to the ratio
of the protected group in the original dataset (rb) ensures
that this ratio remains consistent across all clusters. This
can be exemplified that in clustering individuals for social
network analysis, where age is the protected attribute, MFC
with an ideal proportion of 25% for each age group (young,
middle-aged, and elderly) across all clusters would ensure age
diversity within each cluster. A lower MFC value indicates a
higher degree of fairness in age distribution across clusters.
Definition III.10. (Social Fairness [112]). Let C denote the
cluster centers in k-means algorithm and L(C,Db) denote the
k-means clustering cost, where Db is the input error on the
samples of the protected group b ∈ [m]. The social fairness
notion is then defined as:

max
b∈[m]

L(C,Db)

|Db|
, (29)

Social fairness focuses on the maximum imposed loss on
protected groups. For example, in clustering housing data for

urban planning, where income level is the protected attribute,
social fairness ensures that no income group experiences
significantly higher clustering cost, preventing disparities in
resource allocation or service provision based on income.
Next, we focus on fairness notions proposed on the individual-
level.

Definition III.11. (Fuzzy Individual Fairness [4]). For every
two points x and y, and their respective distributions X and
Y over clusters in a given fuzzy clustering algorithm, let
F (x, y) measure the similarity between the two datapoints,
and let Df (X||Y ) denote the statistical distance between their
distributions. Fuzzy individual fairness requires the satisfaction
of the following constraint:

Df (X||Y ) ≤ F (x, y). (30)

This notion aims to apply the individual fairness notion
in [4] for fuzzy clustering. Common choices for measuring
the statistical distance include the variations of f -divergence
metric, such as KL-divergence, reverse KL-divergence, and
the total variation distance. For example, consider clustering
individuals based on their movie preferences, where similarity
F (x, y) is measured by the correlation between their movie
ratings. If two individuals, Alice and Bob, have highly similar
movie tastes (e.g., F (x, y) = 0.9), fuzzy individual fairness
requires that their distributions over movie clusters should also
be similar (e.g., Df (X||Y ) ≤ 0.9). This ensures that Alice and
Bob, with similar preferences, are not assigned vastly different
probabilities of belonging to various movie clusters.

Definition III.12. (Individual Fairness [113]). This notion re-
quires the average distance of every sample point to members
in its own cluster to be smaller than its average distance
to members of any other cluster. Formally, for a disjoint
clustering of data denoted by C = C1, , C2, , . . . , Ck, and a
distance metric d, for every sample point x ∈ Ci, the following
inequality should hold:

1

|Ci| − 1

∑
y∈Ci

d(x, y) ≤ 1

|Cj |
∑
y∈Cj

d(x, y), , , , i ̸= j. (31)

The intuition behind the above notion is to ensure every
sample point is associated with a cluster that has the highest
average similarity. This can be illustrated by considering clus-
tering researchers based on their research interests, where dis-
tance is measured by the difference in their publication topics.
Individual fairness dictates that a researcher’s average distance
to other researchers in their assigned cluster (e.g., "machine
learning") should be smaller than their average distance to
researchers in any other cluster (e.g., "bioinformatics"). This
ensures that researchers are clustered with those who share
the most similar research interests, promoting collaboration
and knowledge sharing within clusters.

2) Unfairness Mitigation Algorithms
a) Pre-processing Strategies

Fairlet Decomposition. The concept of fairlets, which
was introduced in [114], aims to improve the fairness of



12

various clustering algorithms based on the Balance metric. The
strategy involves dividing the data points into small groups,
or so-called fairlets, before performing clustering in such a
way that the disparate impact doctrine is maintained. Each
fairlet is then represented by a single point, and a vanilla
clustering algorithm is applied to these representative points.
Because the representative points are reasonably fair, the final
clustering also tends to be fair. In [108], near-linear algorithms
are proposed for fairlet decomposition. Ahmadian et al. [115]
employ the idea of fairlets for hierarchical clustering consid-
ering several objective functions such as revenue, value and
cost.

Data Augmentation. Inspired by the approach in [116],
Chhabra et al. [117] propose data augmentation as an efficient
method for fair clustering. The method involves augmenting
the dataset using a small subset of data to achieve a fairer
clustering output after applying the algorithm. The authors
propose a general bi-level formulation to address two prob-
lem settings: 1) using convex group-level fairness notions
and convex center-based clustering objectives, and 2) using
general group-level fairness notions and general center-based
clustering objectives.

b) In-processing Strategies
Regularizers and Constraints. Built on the Balance metric,

the authors in [118] incorporate fairness constraints in spectral
clustering as well as providing empirical evidence that it
is possible to achieve higher demographic proportionality at
minimal additional cost in the clustering objective. Li et
al. [119] introduce a fairness-adversarial term encouraging
soft assignments that remain constant across various protected
subgroups, resulting in a model that is not influenced by
sensitive attributes. Zhang et al. [120] propose an approach
for fairness in deep clustering. A regularization term based
on the Balance notion is proposed and is combined with the
clustering objective. Chai et al [121] propose to use Sinkhorn
divergence to reduce differences in predicted soft labels among
various demographic groups and to develop representations
that are conducive to clustering. The requirement of equalized
confidence is modeled as a regularization term during training
using Sinkhorn divergence, with several additional regularizers
for ensuring accuracy.

Alternating Objective. This approach focuses on entirely
alternating between fairness and clustering objectives during
unsupervised learning. Liu et al. [122] formulate the cost of
clustering and fairness as a bi-objective optimization problem
to achieve balance. Their approach is based on mini-batch
k-means clustering, where the algorithm performs clustering
based on the k-means during mini-batch updates. However,
the algorithm also includes a series of swap-based steps to
enhance the balance in clusters. The routine involves exchang-
ing data points between the least balanced and well-balanced
clusters after the mini-batch update. The method described
in [123] combines the Kuulback-Leibler fairness term with
the objective of center-based and graph-based algorithms.
The approach involves conducting a separate update for the
assignment of datapoints based on the fairness objective and
clustering objective. The heuristic algorithm proposed in [124]
focuses on achieving the proportionality fairness notion by

alternating between fairness and clustering objective. The
proposed algorithm achieves a (1+

√
2)-proportional solution.

c) Post-processing Strategies
The majority of the methods proposed for the post-

processing stage involve using linear programming to reassign
data points according to fairness metrics. This approach is
referred to as the LP formulation. Additionally, Simoes et
al. [125] have recently explored an alternative approach based
on Data Perturbation for fair clustering. The core concept of
this approach is to perturb the assignment of data points to
clusters in several iterations based on the "Rawls’ difference
principle" [126].

LP formulation. Considering disparate impact doctrine, the
authors in [109] show that for a given clustering with lp-norm
objective including center-based approaches such as k-means
and k-medoids, it is possible to have fair algorithms with a
slight sacrifice in fairness constraint. In more detail, given any
ρ-approximation algorithm for a given clustering objective, a
(ρ + 2)-approximation solution exist for the best clustering,
which satisfies fairness constraints. The objective is achieved
by formulating and solving an LP optimization problem for
fair assignment after clustering. Approaches in [110] and [127]
also use alternative LP formulations for fair assignment of
datapoints to centers. Esmaeili et al. [128] extend the approach
to a scenario where data points are probabilistically assigned
to groups instead of having a priori information on the group
assignment. In [129], first the center-based clustering algo-
rithm is applied to maximize the clustering objective. Then,
using an LP formulation, clustering is improved considering
the fairness objective. This is done by searching for the cluster
with maximum violation of the fairness objective considering
the upper bound required for the clustering objective and
rounding the possibly fractional solution to a feasible integer
solution using a network flow algorithm.

D. Fairness in Reinforcement Learning

RL is concerned with learning how to make decisions in
an environment by maximizing some cumulative reward (or
equivalently, minimizing some regret) through interacting with
the environment and receiving feedback. The decisions made
by RL agents can have a significant impact on individuals
and society, making it essential to ensure that these decisions
are unbiased and fair. Compared to other methods in which
only the immediate impact of the decision-making algorithm
is studied to mitigate unfairness, algorithms for fair RL aim to
account for the long-term consequences of the agent’s actions
to ensure that they are unbiased [130].

In the context of fairness in RL, a significant focus is ded-
icated to addressing unfairness across various variants of the
bandit problem. Bandit problems involve an agent repeatedly
selecting from a set of arms, each associated with unknown
reward distributions. The agent’s objective is to determine
an optimal policy that maximizes cumulative reward while
receiving limited feedback on unchosen arms [131]. Bandit
scenarios provide a tractable framework for exploring and
developing fair decision-making algorithms in RL.
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1) Notions and Definitions
In recent years, several perspectives have emerged for eval-

uating and improving the fairness of RL algorithms. Specifi-
cally, researchers have proposed and evaluated notions of fair-
ness in RL from three distinct perspectives: Meritocratic Fair-
ness, Individual Fairness, and Proportional Fairness. These
perspectives can be quantified in different ways, depending
on the specific goals and objectives of the RL algorithm.

Meritocratic Fairness. This perspective requires avoiding
favoring less qualified individuals over more qualified ones.
For example, in the context of bandits, this fairness notion
indicates that it is unfair to preferentially select an arm with a
lower expected reward over other available arms with higher
expected rewards [132]. This ensures that the rewards are
allocated fairly based on the arms’ abilities. The following
definitions are some examples of evaluating fairness from this
aspect in literature.
Definition III.13. (δ-Fairness in Classic Bandits [132]). An
algorithm A is deemed δ-fair if, with a probability of at least
1 − δ over history h, for all distributions D1, ...,Dk, every
t ∈ [T ], and all j, j′ ∈ [k]:

πt
j|h > πt

j′|h only if µj > µ′j (32)

Here, T represents a known horizon, [k] = 1, ..., k denotes
the set of arms, and D1, ...,Dk are the unknown reward
distributions of arms. µi is the unknown average reward of
the i-th arm, and πt

i|h is the probability that A selects arm i
given history h.

In essence, this definition suggests that selecting one arm
over another is considered unfair if there is sufficient confi-
dence to indicate that the chosen arm has a lower expected
reward compared to the unselected one.
Definition III.14. (δ-Fairness in Contextual Bandits [132]).
An algorithm A is considered δ-fair if, with a probability of
at least 1 − δ over history h, for all sequences of contexts
x1, ..., xt, all payoff distributions Dt

1, ...,Dt
k, every round t ∈

[T ], and all pairs of arms j, j′ ∈ [k]:

πt
j|h > πt

j′|h only if fj(xt
j) > fj′(x

t
j′), (33)

where fi : xi → [0, 1] denotes an unknown mapping from the
context to the reward for each arm.

Individual Fairness. Individual fairness mandates that sim-
ilar individuals should be treated similarly [4]. In the context
of bandits, it means that arms with similar qualities should
be selected by the algorithm with similar probability [133].
This ensures that no particular arm is consistently preferred
over others that have similar expected rewards. The following
definition provides a notion of individual fairness in the
context of bandits.
Definition III.15. "(Smooth Fairness [133]). For a divergence
function D, let D(πt(i)∥πt(j)) denote the divergence between
Bernoulli distributions with parameters πt(i) and πt(j), and
let D(ri ∥ rj) denote the divergence between the reward
distributions of the i-th and j-th arms. An algorithm A is
(ϵ1, ϵ2, δ)-fair with respect to the divergence function D if
ϵ1, ϵ2 ≥ 0, and 0 ≤ δ ≤ 1. With a probability of at least 1− δ
in every round t, for every pair of arms i and j, the following

inequality should hold:

D(πt(i) ∥ πt(j)) ≤ ϵ1D(ri ∥ rj) + ϵ2. (34)

In other words, if two arms have comparable reward dis-
tributions, a fair decision rule should treat them similarly by
assigning them similar selection probabilities.

Proportional Fairness. Proportional Fairness in RL aims
to ensure that each user, or in the case of bandits, each arm,
is allocated a minimum guaranteed share of resources or pulls
over time [134], [135]. By doing so, it guarantees that each arm
is played at least a certain proportion of the time, thus ensuring
a minimum level of exploration for all arms and preventing
any particular arm from being unfairly favored over others.
We present the following fairness notion as a way to quantify
Proportional Fairness:
Definition III.16. (Asymptotic Fairness [134]). Let d(t) =
(d1(t), . . . , dN (t)) be a vector indicating whether each of the
N arms is pulled at round t, where di(t) = 1 if arm i is played
and di(t) = 0 otherwise. Moreover, let ri ∈ (0, 1) denote the
required minimum fraction of rounds in which arm i is played.
Algorithm A is called asymptotically fair if:

lim inf
T→∞

1

T

T−1∑
t=0

E[di(t)] ≥ ri,∀i ∈ [N ]. (35)

This means that as the number of rounds T approaches
infinity, the expected fraction of rounds in which each arm
is played should be equal to or greater than a prespecified
fraction that is considered fair.

2) Unfairness Mitigation Algorithms
Owing to the inherent characteristics of RL methods, most

techniques in the ML category are in-processs. We have
classified the mitigation algorithms into three groups: Reward
modification, action constraint, and algorithmic adjustments.

Reward modification. Methods in this category involve
modifying the notion of regret or rewards that the agent
receives during training to encourage fairness. For instance,
in [136], researchers propose an extension to the conventional
notion of regret, called r-regret, which incorporates fairness
constraints to ensure that each arm is selected at least a pre-
specified fraction of the time at each time step in stochastic
multi-armed bandit problems. In a separate study on Inter-
active Recommender Systems, a novel RL-based framework
named FairRec is introduced to combine accuracy and fairness
in the rewards function for making recommendations [137].
FairRec dynamically balances accuracy and fairness by incor-
porating user preferences and system fairness status into its
state representations, which helps to improve fairness while
preserving recommendation quality over time.

Action constraint. This category encompasses techniques
that either constrain an agent’s actions or adjust the action
selection strategy during training to promote fairness. Joseph
et al. [132] introduce FAIRBANDITS for achieving δ-fairness
in stochastic bandits by modifying the UCB algorithm. When
confidence intervals overlap, they recommend playing corre-
sponding arms with equal probability. They also present a
method for fairness in contextual bandit problems by convert-
ing the KWIK algorithm to a δ-fair contextual bandit algorithm
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and vice versa. Jabbari et al. [138] extend δ-fairness to MDPs,
ensuring no action is favored if it results in lower long-term
discounted rewards. Their Fair-E3 algorithm achieves fairness
based on an approximate definition. Liu et al. [133] propose
the notion of smooth fairness, a constraint based on the
reward distributions as described earlier, and fairness regret,
to measure calibration deviations. They show how to address
these constraints in Bernoulli and Dueling bandit settings.

Algorithmic Modifications. This category involves mod-
ifying RL algorithms themselves to promote fairness. Some
research in this area aims to guarantee a minimum number of
times each arm is chosen in multi-armed bandit problems. For
example, Chen et al. [139] incorporate constraints to ensure
a minimum selection rate for each arm in contextual multi-
armed bandit problems, suggesting an algorithm that mini-
mizes regret for multiple contexts while maintaining fairness.
Other studies target group-level fairness in RL-based decision-
making. Huang et al. [140] frame personalized recommenda-
tions as a modified contextual bandit problem, introducing a
fair algorithm called Fair-LinUCB to maintain parity in the
expected mean reward of both the protected and unprotected
groups. Wen et al. [141] propose fair sequential decision-
making algorithms in MDPs that enforce fairness constraints
based on average outcome quality for different subpopulations,
aiming for demographic parity and equalized opportunity.

A key challenge in individual fairness is quantifying indi-
vidual similarity. While many studies assume such a metric,
Gillen et al. [142] propose learning a similarity metric during
decision-making in contextual bandits setting, relying on an
oracle that can identify fairness violations without explicitly
providing a quantitative metric. Ge et al. [143] introduce
MoFIR, a framework that balances fairness and utility in
recommendation systems. The authors use Multi-Objective
Reinforcement Learning to learn an optimal recommenda-
tion policy. MoFIR extends the Deep Deterministic Policy
Gradient algorithm by incorporating a conditioned network
that considers decision-maker preferences and outputs Q-value
vectors. This approach aims to address fairness concerns while
maximizing the effectiveness of recommendations.

E. Implementing Faireness in ML

Implementing fairness in ML requires a systematic approach
involving careful selection of fairness metrics tailored to the
application’s ethical and legal context, such as equalized
opportunity for ensuring equitable outcomes across demo-
graphics. Thorough data bias assessment is crucial to identify
disparities in representation or labeling that could lead to
unfair treatment. Algorithm selection depends on the specific
needs and data characteristics, with options like reweighing
for addressing biased labels and adversarial debiasing for
mitigating biased features. Rigorous performance evaluation
using metrics like accuracy, fairness (assessed with the chosen
metric), and model explainability tools such as SHAP and
LIME is essential to ensure fair and unbiased outcomes.

IV. PRIVACY & FAIRNESS
A. Architectures

In this section, we introduce five prominent architectures
specifically developed to tackle the dual challenges of pri-
vacy and fairness in ML. The visual representations of these
architectures are presented in Figure 2. The first approach,
Architecture A, ensures privacy and fairness by initially apply-
ing privacy-preserving algorithms to data, creating a sanitized
dataset for fair training using techniques like the privacy-
preserving k-means algorithm [144] and fairlet decomposi-
tion [114]. Architecture B achieves simultaneous privacy and
fairness during model training by directly applying fair and
private learning methods, such as those in [5] and [145].
Architecture C sanitizes sensitive user attributes with privacy-
preserving methods before processing all attributes through the
ML pipeline, applying fairness techniques at various stages
as in [146]. Architecture D leverages Federated Learning
(FL) for decentralized model training while maintaining data
privacy, using Secure Aggregation [147] and addressing fair-
ness through local and global strategies, exemplified in [148].
Finally, Architecture E involves privacy-preserving fairness
auditing with Secure Multiparty Computation (MPC), enabling
collaboration between a company and an auditing authority
without exposing private information, as discussed in [149].

B. Impact of Privacy on Fairness
The aim of this subsection is to comprehend the ways in

which privacy-preserving methods affect the fair treatment of
individuals and groups. The subsequent discussion reviews
two perspectives on perspectives on the potential positive and
negative impacts of privacy on fairness: one focused on ways
in which they are aligned, and another focusing on ways in
they contrast with each other.

1) Aligned
To begin our discussion, we examine publications that

argue for the compatibility of privacy and fairness objectives.
Pannekoek et al. [16] used a neural network with three fully
connected layers, employing "reject option classification" for
fairness and the DP version of the Adam optimizer [53]
for privacy. Their model showed superior fairness and main-
tained high accuracy without performance decline as privacy
measures increased. Khalili et al. [15] demonstrated that
the exponential mechanism for DP can also achieve fairness
when used as a post-processing approach. Sarhan et al. [150]
explored the effect of DP on fairness in FL, finding that DP
reduces discrimination in both local and global DP scenarios
but requires parameter tuning due to a trade-off between
privacy and fairness. Lyu et al. [151] proposed adding a
noise layer to text features to achieve DP before classification,
generally decreasing bias. Maheshwari et al. [152] integrated
DP and adversarial learning, focusing on Equalized Fairness in
NLP, and demonstrated that privacy and fairness are mutually
supportive by perturbing text encoder outputs to achieve DP
and employing a classifier with an adversarial branch to foster
fairness.

2) Contrasting
On the contrary, some studies argue that a trade-off exists

between privacy and fairness. Sanyal et al. [153] explored the
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Figure 2: Architectures Enabling Simultaneous Implementation of Privacy and Fairness in ML.

use of Differential Privacy (DP) in classifiers, emphasizing
accuracy discrepancy as a fairness metric. Their analysis
revealed challenges in maintaining high accuracy for minority
groups while ensuring strict privacy, particularly in datasets
with a long-tailed distribution. Relaxing accuracy requirements
was shown to enhance privacy and fairness. Bagdasaryan et
al. [14] investigated neural networks trained with DP-SGD,
finding that the privacy mechanism amplified bias towards
more represented classes, affecting tasks like gender classifi-
cation and sentiment analysis. Du et al. [154] examined DP’s
impact on outlier detection, highlighting how added noise can
obscure rare training examples, reducing the model’s ability
to detect outliers effectively. Chen [5] discussed trade-offs
in semi-private settings where a fraction of sensitive data
is clean while privacy measures protect the rest, illustrating
complexities in balancing privacy and fairness objectives.

C. Impact of Fairness on Privacy

There is a notable gap in understanding how algorithmic
fairness impacts privacy, despite its significant implications.
Strategies aimed at addressing unfairness often rely on sen-
sitive user information, which can lead to unintended or
intentional exploitation of data, posing privacy risks. The ML
community needs more dialogue and research to grasp these
privacy challenges associated with algorithmic fairness, as
emphasized in studies such as [155] and [156].

1) Aligned
In this subsection, methods integrating fairness into ML

models have shown positive impacts on user privacy. Dwork
et al. [4] establish that individual fairness generalizes Dif-
ferential Privacy (DP) under specific distance metrics, cru-
cially enabling algorithms designed for individual fairness
to enhance privacy. They define a mapping function M :

X → Y satisfying ϵ-DP, where distance metrics dX (u, v)
and dY(M(u),M(v)) for any users u and v are defined in
terms of set difference and output probability ratios. Aalmoes
et al. [157] address attribute inference attacks in ML models,
where adversaries attempt to infer sensitive attributes like
race and gender from model outputs. They find that fair-
ness constraints such as equalized odds effectively mitigate
these attacks while preserving model utility, demonstrating
alignment between fairness goals and safeguarding sensitive
attribute privacy.

2) Contrasting
Chang et al. [158] define privacy risk as the susceptibility

of a trained model to membership inference attacks, where
adversaries use model predictions to distinguish training set
members from non-members. Their study investigates the
impact of fairness-aware learning on privacy risks across
different demographic groups in training data, revealing a
trade-off: while fairness constraints reduce bias, they increase
vulnerability to membership inference attacks, particularly for
underprivileged subgroups. Zhang et al. [159] explore the
interaction between privacy and fairness in node classification
using Graph Neural Networks (GNNs). They find that pro-
moting individual fairness among nodes, ensuring equitable
treatment regardless of background, adversely affects edge
privacy measured by link prediction attacks. This empirical
evidence underscores the complex relationship where efforts
to enhance fairness can inadvertently compromise privacy in
networked data settings.

D. Concurrent Implementation of Privacy and Fairness

This section will examine algorithms that have been pro-
posed in existing literature with the aim of achieving both
privacy and fairness objectives while minimizing the overall
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loss of utility. Unfortunately, there is a limited number of
research works that have theoretically investigated the interac-
tion between these two objectives, such as those presented in
references [160] and [15]. Cummings et al. [160] prove that
it is not possible to simultaneously achieve DP and perfect
fairness in terms of equalized odds while maintaining higher
accuracy than a constant classifier. On the contrary, the authors
in [15] demonstrate that this assertion is not applicable in
selection problems. In non-selection problems, the goal is
to minimize the expected loss across the entire population
while ensuring fairness constraints. For instance, in a hiring
scenario, all applicants who meet the classifier’s criteria should
be accepted. However, in selection problems, only a limited
number of candidates can be chosen. The authors in [15]
suggest that the exponential mechanism developed for DP
can be an effective tool for improving fairness under specific
circumstances.

Numerous studies have investigated achieving both privacy
and fairness in machine learning. Liu et al. [145] proposed
FairDP to address disparate impact caused by differential
privacy. Chen et al. [5] examined fair classification with
limited clean attributes. Xu et al. [161] combined privacy and
fairness in logistic regression. Hajian et al. [162] addressed
discrimination and privacy in data mining using k-anonymity.
Jin et al. [163] explored privacy and fairness in inference-as-a-
service. In federated learning, Padala et al. [164] introduced a
framework incorporating local DP and statistical parity, while
Zhang et al. [165] proposed FairFL to address information and
coordination constraints.

E. Applications

Healthcare. Patient electronic health records (EHRs), con-
taining sensitive information like gender, race, and age, require
stringent legal protection. Yet, their value for research and
policy-making necessitates careful balancing of privacy and
fairness considerations. Synthetic datasets that mimic EHRs
offer a potential solution for enhancing privacy while training
equitable models [166]. However, determining the optimal
degree of resemblance (privacy) and incorporating fairness
notions in healthcare remains an active research area. For in-
stance, in [167], multiple fairness notions have been suggested
for synthetic healthcare data, highlighting the need for further
research into the interplay between privacy and fairness in this
domain.

Natural Language Processing (NLP). Modern NLP mod-
els, relying on encoded text representations, often capture
sensitive attributes like race and gender, raising privacy con-
cerns and potentially leading to unfairness. To address this,
Maheshwari et al. [152] proposed a framework that perturbs
text encoder outputs to achieve DP while employing an adver-
sarial branch to promote fairness, demonstrating the synergy
between these objectives. Similarly, Lyu et al. [151] introduced
a noise layer for feature extraction, achieving DP before
classification, further highlighting the alignment of privacy and
fairness.

Computer Vision. Understanding privacy in computer vi-
sion involves various facets, with current approaches focusing

on attribute privacy, where models might memorize training
data or utilize features as proxies to deduce private attributes.
[cite: 508] This resembles fairness concerns, as models can
inadvertently transfer private information into features. Paul
et al. [168] examined this privacy-fairness trade-off using an
adversarial technique with penalty terms for both objectives,
revealing a conflict between privacy and fairness. Conversely,
Tian et al. [169] explored facial attribute classification, lever-
aging GANs for privacy through synthetic image generation
and contrastive learning for fairness, suggesting potential for
simultaneous achievement of both.

Finance. Financial decision-making is a crucial and influ-
ential domain of fairness that holds significant implications
for individuals in society, while also being highly sensitive
and necessitating strict privacy measures to safeguard user
data [170]. Several applications that involve balancing these
dual objectives include (I) Credit scoring, (II) Loan approval,
(III) Insurance pricing, (IV) Target Marketing, (5) Finan-
cial advisory services, (6) Customer segmentation, and (7)
Employment and promotion decisions. Legal considerations
and their interplay with fairness in finance are examined
and discussed in [171]. The interaction between privacy and
fairness in the aforementioned applications is explored in
selection problems [15] and ranking [172].

F. Synergies between privacy and fairness

1) Privacy-enhancing Fairness
Fairness-aware algorithms can indirectly enhance privacy

by mitigating disparate impacts on individuals based on sen-
sitive attributes like race, gender, or religion. For example,
biased facial recognition systems can lead to misidentification
and privacy violations of certain racial groups. Reweighing
algorithms, which adjust data point weights to counter biased
labels, can help mitigate these biases. Specific reweighing
techniques include demographic parity, ensuring equal pro-
portions of positive outcomes across groups; equalized odds,
ensuring consistent true and false positive rates; and cali-
brated equalized odds, combining calibration and equalized
odds for fair and accurate predictions. Adversarial debiasing
is another fairness-aware technique that learns fair repre-
sentations by minimizing an adversary’s ability to predict
sensitive attributes. This involves training models to learn
group-indistinguishable representations, preventing discrimi-
natory decision-making. Specific algorithms include learning
fair representations (LFR), which learns representations inde-
pendent of sensitive attributes while preserving other feature
information, and variational fair autoencoder (VFAE), which
uses a variational autoencoder to learn latent representations
independent of sensitive attributes.

2) Fairness-enhancing Privacy
Privacy-preserving techniques, by limiting sensitive infor-

mation, can indirectly promote fairness and prevent discrimi-
nation. DP adds noise to datasets, preventing individual iden-
tification while enabling accurate aggregate statistics. This can
be achieved using mechanisms like the Laplace mechanism,
which adds calibrated noise to query outputs. HE allows
computations on encrypted data without decryption, preventing
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Table IV: Empirical Results of Privacy and Fairness Techniques

Work Dataset Techniques Measure Results
[14] Adult dataset Differential Privacy Accuracy disparity

between groups
Disparity increased from 2.8%
to 12.3%.

[152] IMDB dataset DP and Adversarial
Learning

Equalized fairness,
accuracy

Fairness improved from 0.62 to
0.91; accuracy ∼ 89%.

[139] Synthetic dataset Fair classification with
semi-private sensitive
attributes

Accuracy, fairness Accuracy: 70% → 85%; Fair-
ness: 0.2 → 0.8.

[153] UCI datasets (COMPAS,
Communities and Crime)

DP Accuracy disparity
between groups

Disparity increased (e.g., 10%
→ 15% on COMPAS).

discriminatory pattern learning during model training. Specific
schemes include BFV, efficient for integer arithmetic; BGV,
suitable for both integer and floating-point arithmetic; and
CKKS, designed for approximate arithmetic in ML.

3) Effectiveness of Applying Privacy and Fairness on Em-
pirical Data

The empirical results presented in Table IV demonstrate
the effectiveness of applying privacy and fairness techniques
in mitigating bias and promoting equitable outcomes in ML.
While DP alone can sometimes exacerbate disparities, combin-
ing it with fairness-aware algorithms like adversarial learning
can lead to significant fairness improvements with minimal
impact on accuracy. This highlights the importance of inte-
grating both privacy and fairness considerations in developing
ML models to ensure responsible and equitable AI systems.

4) Available Online Tools
The increasing importance of algorithmic privacy and fair-

ness has spurred the development of numerous online tools to
facilitate the integration of ethical considerations into machine
learning models. Notable examples include Fairlearn [173] ,
developed by Microsoft Research for assessing and improving
fairness; AI Fairness 360 (AIF360) [174], an open-source
toolkit by IBM providing metrics and mitigation algorithms
for addressing bias; and Aequitas [175], which offers auditing
capabilities for identifying and eliminating bias. Furthermore,
tools like Google’s What-If Tool [176] and LinkedIn Fairness
Toolkit (LiFT) [177] contribute to enhancing algorithmic fair-
ness. These tools empower practitioners to build and deploy
responsible AI systems that prioritize both privacy and fair-
ness.

V. VISION AND CHALLENGES
A. Privacy and Fairness in the Current Era of Large Language

Models

In the evolving landscape of large language models (LLMs),
the dual imperatives of privacy and fairness are increasingly
paramount, particularly as these models become more in-
teractive and pervasive. APIs facilitating access to LLMs,
exemplified by platforms like OpenAI [178], [179] and others
[180], incorporate rigorous checks to ensure both the qual-
ity of model outputs and adherence to fairness principles.
Logic-aware models [181] represent a significant stride in
bias mitigation by employing textual entailment techniques,
thereby promoting fairness without necessitating additional
data sources. Moreover, the integration of human feedback

in fine-tuning LLMs [182] not only refines model behavior
to align with user preferences but also underscores efforts to
maintain privacy during training and deployment. These multi-
faceted approaches underscore the ongoing quest to harmonize
technological advancement with ethical considerations, crucial
for fostering public trust and acceptance of AI technologies.

B. Fairness Through Privacy

The majority of previous approaches aimed at mitigating
bias require access to sensitive attributes. However, obtaining
a significant amount of data with sensitive attributes is often
impractical due to people’s growing privacy concerns and legal
compliance. Consequently, a crucial area of research inquiry
that merits attention is how to ensure fair predictions while
preserving privacy. This is a persistent challenge faced by
technology companies that seek to balance the goal of ensuring
fair ML processing of user data, including sensitive attributes
such as Race and Gender, while simultaneously protecting user
privacy and restricting the use of sensitive user data.

C. Fair Privacy Protection

The concept of fair privacy protection, as discussed in [183],
questions whether privacy mechanisms provide equal protec-
tion across different user groups. While the goal is to ensure
fairness by offering uniform privacy levels to all, certain
groups may receive disproportionate attention in practice.
For instance, the US Census Bureau’s use of the Laplace
mechanism in DP illustrates this disparity. Low-population
areas like villages may receive higher noise additions per in-
dividual compared to densely populated cities under the same
ϵ-DP constraint [184]. This discrepancy arises because noise
variance per individual scales inversely with population size,
potentially compromising the fairness of privacy guarantees
across diverse demographic settings.

This disparity highlights the need for more nuanced and
equitable privacy-preserving mechanisms that account for the
diverse characteristics of different population groups. Future
research should focus on developing adaptive privacy mecha-
nisms that adjust the level of protection based on factors like
population density, demographic composition, and sensitivity
of the data. Additionally, group-aware privacy metrics should
be developed to explicitly measure and monitor privacy protec-
tion at the group level rather than solely relying on individual-
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level metrics. Furthermore, fairness-aware data release mech-
anisms should be designed to ensure that the dissemination of
information does not disproportionately benefit or harm any
particular group while still preserving privacy.

D. Incorporating Privacy and Fairness based on Crypto-
graphic Approaches

No existing approach addresses both privacy and fairness
in the cryptographic setting. Such an approach presents great
promise, because it may be able to provide privacy and
fairness under more relaxed system architecture assumptions.
For instance, in the differential privacy case, one assumes the
presence of a trusted curator, or that an extensive distributed
infrastructure for federated learning exists. With cryptography,
no trusted party is required to perform the computation.

The main challenge becomes how can one express fairness
constraints so that they become implementable using the rather
restrictive set of operations provided by various searchable
encryption approaches. Can one achieve fairness directly under
the encrypted ciphertext using primitives like PHE? Or are
there more expensive primitives required, like FHE? And
even with FHE, only polynomial evaluation is supported
in the best case, whereas other operations (e.g., logarithm,
sigmoid) must be simulated using polynomial approximations.
Achieving fairness by using such primitives is an important
and challenging research problem.

VI. CONCLUSION
In conclusion, this comprehensive survey offers a thorough

investigation of the fundamental concepts in privacy and
fairness by examining nearly 200 works in the field. Our
aim is to guide researchers in both academia and industry
towards the simultaneous realization of privacy and fairness
for individuals and groups in society across all four primary
facets of ML, including supervised, unsupervised, semi-
supervised, and reinforcement learning. By establishing a
solid understanding of privacy and fairness within various
ML techniques, we present an exhaustive analysis of how
objectives impact one another and identify open questions for
the first time. This work emphasizes the focus areas necessary
to address the dual objectives in ML, ultimately promoting
more responsible and trustworthy decision-making.
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