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Abstract

Large Language Models (LLMs) have shown
impressive capabilities but also a concerning
tendency to hallucinate. This paper presents
REFCHECKER, a framework that introduces
claim-triplets to represent claims in LLM re-
sponses, aiming to detect fine-grained halluci-
nations. In REFCHECKER, an extractor gen-
erates claim-triplets from a response, which
are then evaluated by a checker against a ref-
erence. We delineate three task settings: Zero,
Noisy and Accurate Context, to reflect vari-
ous real-world use cases. We curated a bench-
mark spanning various NLP tasks and anno-
tated 11k claim-triplets from 2.1k responses
by seven LLMs. REFCHECKER supports both
proprietary and open-source models as the ex-
tractor and checker. Experiments demonstrate
that claim-triplets enable superior hallucination
detection, compared to other granularities such
as response, sentence and sub-sentence level
claims. REFCHECKER outperforms prior meth-
ods by 18.2 to 27.2 points on our benchmark
and the checking results of REFCHECKER are
strongly aligned with human judgments'.

1 Introduction

Large Language Models (LLMs) have sparked a
revolution in Natural Language Processing (NLP),
covering diverse tasks with a unified architec-
ture (Zhao et al., 2023). However, LLMs exhibit a
tendency to generate hallucinated contents that can
be difficult to discern, posing a potential risk of mis-
leading users. (Huang et al., 2023). Consequently,
hallucination detection has received increasing at-
tention (Manakul et al., 2023; Min et al., 2023;
Chern et al., 2023).

Detecting hallucination is essentially a job of
comparing a generated response against a refer-
ence. To this end, several challenges remain, in-
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Figure 1: An example response split into sentence, sub-
sentence (Min et al., 2023), triplets, and the hallucina-
tion /983. Triplets define the boundary of claims more
clearly, are fine-grained and covers non-overlapping
facts (unlike sub-sentences).

cluding determining the appropriate unit of analy-
sis for comparison and developing a unified, au-
tomated framework that scales detection across
diverse tasks. To address these challenges, exist-
ing work has considered checking hallucinations
at various levels of granularity. Specifically, Lin
et al. (2022) and Li et al. (2023) conduct response-
level checking by taking the whole response as the
checking unit. Manakul et al. (2023) assesses each
sentence in the response for fine-grained evalua-
tion. Min et al. (2023) and Chern et al. (2023)
further extracts short phrases (we term them as
sub-sentences) as the claims, as one sentence may
contain multiple hallucinations, or one hallucina-
tion may span across sentence boundaries.

Existing research, however, leaves several open
issues unaddressed. For instance, response level
checking suffices if the query and response is about
a simple fact, but when responses are complex and
long, it can be uninformative and also cause false-
negative when hallucination is local. This is com-
mon in real-world use cases, for example, the re-
sponse from Llama 2 (Touvron et al., 2023) in our
experiments (described later) contains 150 tokens
on average. Sentence level detection cannot capture
knowledge across sentences, and sub-sentences are
structurally difficult to define, making it challeng-
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Figure 2: The REFCHECKER framework comprises two main components: an extractor denoted as E' and a checker
denoted as C. Given a text to be checked, typically a response generated by an LLLM, the extractor takes it as input
and generates a set of knowledge triplets, referred to as claim-triplets. Subsequently, the checker assesses each
claim-triplet by comparing it against a reference, assigning a hallucination label based on the evaluation.

ing to form high-quality demonstrations to be used
by LLMs with in-context learning. To address this
challenge, we propose to extract knowledge triplets
as checking units. Triplets are commonly used
for representing knowledge (Ji et al., 2022) which
follow a (subject, predicate, object) struc-
ture. Comparing with other granularities, triplets
exhibit fine-grained and clearly separated seman-
tics as exampled in Figure 1. These triplets are
called claim-triplets.

Using claim-triplets, we build REFCHECKER
(Figure 2), a fully automated framework that scales
hallucination detection across different tasks. RE-
FCHECKER consists of two main components: an
extractor and a checker. The extractor generates
claim-triplets from the response and the checker
evaluates each of the claim-triplets by comparing
them with the reference. In contrast to recent
work that only differentiates factual and non-factual
claims, the checker in REFCHECKER also consid-
ers unverifiable claims when the reference is insuf-
ficient for checking. Both the extractor and checker
supports proprietary (e.g. GPT-4 (OpenAl et al.,
2023)) and open-source models (e.g. Mistral (Jiang
et al., 2023) and RoBERTa (Liu et al., 2019) based
models).

Existing datasets such as SelfCheckGPT (Man-
akul et al., 2023), FActScore (Min et al., 2023) and
FacTool Chern et al. (2023) can be used to evalu-
ate REFCHECKER. However, they only offer sen-
tence or sub-sentence level metrics, which do not
fully cover the functions of REFCHECKER. We cu-
rate a comprehensive dataset, KNOWHALBENCH,
on which we can benchmark hallucination under
different context quality and availability. Using
KNOWHALBENCH, we conducted human evalua-
tion on 2,100 responses from 7 LLMs. We anno-

tated 11k claim-triplets with 95% Inter-Annotator
Agreement on 23% of the annotations (due to re-
source limitations). Compared with these datasets,
it covers a more diverse range of domains and tasks,
with more LLMs and responses evaluated (see Ta-
ble 1). As expected, we found by human evalua-
tion that hallucination is the most pronounced (cf.
Appendix A.4) when LLMs are asked to generate
responses solely from its memory (Zero Context),
followed by responding to noisy references in RAG
(retrieval augmented generation) setting (Shuster
et al., 2021) (Noisy Context) and finally when ref-
erences are more or less noise-free (Accurate Con-
text). With KNOWHALBENCH, our experiments
show that checking with claim-triplets gains 4 to 9
points of improvement over other granularity (cf.
Sec. 6.1) and REFCHECKER achieves 18.2 to 27.2
points of improvement over the best alternative
(Sec. 6.3).

Our key contributions include:

* Claim-triplet formulation: Checking with
the novel “claim-triplets” outperforms other
granularities by up to 9 points, pinpointing
factual inconsistencies within responses.

* Comprehensive benchmark: We developed
a robust benchmark covering three classes of
real-world LLM tasks with 11k manually an-
notated claim-triplets across 7 LLMs.

* Automatic checking framework: Our RE-
FCHECKER framework extracts and verifies
claim-triplets, boosting consistency by 6.8 to
26.1 points over prior methods and works with
both proprietary and open-source models.



. Claim Extraction Checking Benchmark
Method Context Setting Claim Extractor Label Checker Domain Task Evaluated Responses
SelfCheckGPT Zero Context Sentence 3-way GPT Wikipedia  Bio Generation 238 from GPT-3
" FActScore Zero Context  Sub-sentence ~ GPT ~ Binary =~ GPT  Wikipedia Bio Generation 505 from 3 LLMs
7777777777777777777777 Sub-sentence =~ Wikipeda = QA
Snippet . Python Code Generation
FacTool Zero Context Stateljg ent GPT Binary GPT IE/Jath Math Problems 514 from ChatGPT
Tuple Sci. Text Sci. Review
Zero Context GPT Alig(rig;rore* Wikipedia R?:E}
REFCHECKER Noisy Context Triplet Mixtral*  3-way N 2,100 from 7 LLMs
Accurate Context Mistral* NLI* Web Summarization
RepC* 1IE

Table 1: A comparison of REFCHECKER with previous approaches for hallucination detection. The “*” symbols
alongside the extractors and checkers indicate that these models are open-sourced. REFCHECKER uses triplets as
the claims instead of sentences or sub-sentences. The REFCHECKER benchmark covers more context settings and
more diverse tasks. The human evaluation covers more LLMs and responses. REFCHECKER pipeline supports both
proprietary and open-source models, facilitating broader adoption across various applications.

2 Related work

We undertake a review of prior work relevant to
our study and compare them with REFCHECKER.
The comparative analysis with three representative
methods is encapsulated in Table 1.

Hallucination in LLMs. Hallucinations, which
frequently occur in NLP tasks like summariza-
tion (Maynez et al., 2020; Cao et al., 2022), ma-
chine translation (Guerreiro et al., 2023a,b), dialog
systems (Honovich et al., 2021; Dziri et al., 2022)
and RAG (Shuster et al., 2021), can be categorized
to factuality hallucinations and faithfulness hallu-
cinations (Huang et al., 2023). Factuality halluci-
nations involve claims contradicted by real-world
facts, while faithfulness hallucinations are incon-
sistent with the input content. Recent research
on hallucination detection primarily concentrates
on factuality hallucinations, such as SelfCheck-
GPT (Manakul et al., 2023), FActScore (Min et al.,
2023) and FacTool (Chern et al., 2023). We address
both factuality and faithfulness hallucinations and
further categorizing them into three contextual set-
tings to align with real-world use cases.

Granularity of Claims. Claims are pivotal for
evaluating responses generated by LLMs. Re-
sponse level checking (Lin et al., 2022; Li et al.,
2023) is too coarse-grained for long-form re-
sponses. For fine-grained detection, sentence
level (Manakul et al., 2023) and sub-sentence level
checking (Min et al., 2023; Chern et al., 2023)
have been proposed. However, these approaches
still face limitations, as discussed in Sec. 1. In this
paper, we employ knowledge triplets, which have
been widely adopted as claims or facts (Li et al.,
2022) for entailment reasoning (Liang et al., 2022;

Arakelyan et al., 2021). Extracted claim-triplets
provide a structured framework for defining claim
granularity.

Hallucination Checking. One line of work
for hallucination checking focuses on reference-
free checking. They mainly depend on self-
contradiction (Miindler et al., 2023) or uncer-
tainty (Zhang et al., 2023b) of the LLMs, or
self-consistency between randomly sampled re-
sponses (Manakul et al., 2023; Chen and Mueller,
2023; Zhang et al., 2023a). The effectiveness
of these methods depends on the LLM-based
checker’s capability and requires multiple response
samples, which is costly. REFCHECKER is aligned
with another line of work which requires references
to check with (Min et al., 2023; Chern et al., 2023).
In addition, REFCHECKER adopts a 3-way classi-
fication framework to cover unverifiable claims as
opposed to the binary classification used in previ-
ous work, which can only distinguish factual and
non-factual claims.

Hallucination Detection Benchmarks. The ex-
isting benchmarks for hallucination detection pri-
marily focus on response-level detection (Lin et al.,
2022; Yang et al., 2023), or limited to specific
domains and tasks (Manakul et al., 2023; Min
et al., 2023), or solely address factuality hallucina-
tions (Chen et al., 2023; Chern et al., 2023; Wang
et al., 2023). In contrast, our proposed benchmark
offers a broader scope, encompassing a diverse
range of tasks and domains. Moreover, our human
evaluation process involves a more extensive exam-
ination of various LLLMs with more responses.
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Figure 3: Illustration of three settings of context, tasks and references. Zero Context is about seeking factual
knowledge from the internal memory of the LLMs. Noisy Context has context information retrieved from a
knowledge source, which is a RAG use case. Accurate Context has context provided in the input prompt. For Noisy
and Accurate Context, we take the input context as the reference.

3 Preliminaries

Hallucinations are claims made by LLMs not sup-
ported by factual knowledge, which we refer to as
references; detecting hallucinations involves com-
paring the claims against the references. This pro-
cess depends on context settings, the granularity of
checking and the definition of hallucinations. We
discuss them in turn.

Context settings. We differentiate three context
settings covering various tasks and employ differ-
ent benchmarks for each setting as shown in Fig-
ure 3.

Zero Context (ZC) Tasks in this setting can be re-
ferred to as closed-book question answering which
requires the LLM to respond solely based on its
internal knowledge. Therefore, in principle, refer-
ences should be in the training corpus. In practice,
for benchmarking purposes, we use a “ground truth”
reference for each question which contains the an-
swer, and we expect the reference can be retrieved
from a trusted knowledge source when deployed to
real-world applications.

Noisy Context (NC) In this setup, the LLM re-
ceives additional context retrieved from some ex-
ternal knowledge source, which may contain noisy
or irrelevant information. NC is also known as
RAG, a crucial use case frequently encountered in
real-world applications.

Accurate Context (AC) This setting is similar to
NC but the reference is typically noise-free. Ex-
amples include text summarization, closed-QA and
information extraction tasks. The main difference
between AC and NC is that the context in AC is
trustworthy, while the context in NC contains a lot
of noise.

Granularity of checking. Informally, claims
are the units for the checking. This work ex-
plores the approach of representing claims with
knowledge triplets. Knowledge triplets adopt a
(head_entity, relation, tail_entity) struc-
ture to capture fine-grained information within the
response. We call the triplet-format claims as claim-
triplets, examples of which are shown in Figure 2.

Definition of hallucinations. The claim-triplets
are then compared with a reference to determine
the type of hallucinations. If a claim-triplet can
be directly inferred from the reference, we clas-
sify it as Entailment. Conversely, if it contradicts
the information in the reference, it is labeled as
Contradiction. However, in cases where the ref-
erence is insufficient to verify the claim-triplets,
we classify it as Neutral. In this study, we focus
on verifying hallucinations in the response and do
not consider unmentioned aspects in the reference,
which may also be important for certain tasks.

4 The REFCHECKER framework

As illustrated in Figure 2, the REFCHECKER frame-
work is designed as a 2-stage pipeline: an Extrac-
tor ¥ decomposes the LLM response into a set of
triplets, with each of them verified by the Checker
C'. The categorization of the triplets can be option-
ally aggregated according to specified rules. We
explain them in the subsequent subsections.

Extractor Our checking framework hinges on a
key assumption: the decomposition of the original
text into triplets facilitates finer-grained detection
and more accurate evaluation. The extraction of
these triplets plays a pivotal role in achieving this
objective. We apply LLMs to extract knowledge
triplets from the given text. We began with GPT-4
and, for both cost and efficiency concern, Mixtral



8x7B and Mistral. More specifically, we performed
knowledge distillation to train a 7B Mistral-based
extractor with Mixtral 8x7B as the teacher. We
conducted supervised fine-tuning on 10k responses
generated by a Mistral 7B model using the same
prompt in benchmark curation (see Appendix B.1
for details). Evaluation in Sec. 6.4 shows competi-
tive extraction quality of the open-source extractor.
Refer to Appendix B.1 for prompts used for extrac-
tion and details on extractor training.

Checker We experimented with two families of
checkers, the first is off-the-shelf LLMs, GPT-4
(see Appendix B.2 for prompts), and the second
is smaller NLI models including AlignScore (Zha
et al., 2023) and RoOBERTa-NLI.? Long references
in AC/NC setting are split to fit into small context
windows of these small models (e.g. 200 tokens),
and the results are aggregated later.

Mistral 7B (Jiang et al., 2023) lies in between,
offering both massive knowledge obtained during
pre-training and the opportunity for tuning the
open model weights with NLI data. There are
many options we have experimented: 1) fine-tune
by adding small amount of new parameters using
LoRA (LoRA-sft) (Hu et al., 2021), 2) attach a
shallow classifier, eg. SVM, 2-layer MLP, KNN
after NCA projection (Goldberger et al., 2004), on
top of the internal states of the model. We call
such checker RepC (for Representation-based Clas-
sifier). Such states can be selected from one layer
(layer selection, LS) or an ensemble of all layers
(layer ensemble, LE). As we will report in Sec. 6.4,
RepC checkers are competitive in general.

Aggregation Triplet results can be aggregated to
obtain the ratio of each category, therefore gives an
overall measure of hallucination distribution in a
response. To derive the performance of a particular
LLM, we take a macro average on Entailment/Neu-
tral/Contradiction ratios of all responses. If a scalar
is preferred, we can assign certain numeric values
to the catogories, for instance —1, 0, 1 for contra-
dictory, neutral and entail, respectively.

The aggregation can be customized and this is
one of the benefits of the fine-grained hallucination
design in REFCHECKER. For instance, to com-
pare against other response-level approaches (cf.
Sec. 6.1), we adopt a rule where the response is
flagged as contradictory if any one of the claim
triplet is contradictory.

thtps://huggingface.co/ynie/roberta—large—s
nli_mnli_fever_anli_R1_R2_R3-nli

5 The KNOWHALBENCH dataset

We assembled a benchmark dataset comprising 300
examples from public datasets, with 100 for each
of the three context settings mentioned in Section 3.
We further collected responses from 7 LLMs on
the established benchmark for human evaluation.
Table 2 shows the summary and statistics of the
benchmark, and we describe the dataset curation
and human annotation process in the rest of this
section.

5.1 Curation of benchmark data

The 300 examples are obtained through a process
of filtering, sampling and hard case selection. The
data sources, tasks and the corresponding refer-
ences are summarized in Table 2 of Appendix A.
We describe them in detail as follows.

For Z.C, we sample examples from the dev set of
NaturalQuestions (NQ) (Kwiatkowski et al., 2019),
a open domain question answering dataset, for the
benchmark. Each question in NQ has a human-
annotated long answer and we take the long answer
as the reference. However, we found that some
questions in NQ may cause the LLMs refuse to
answer or have low quality reference to check with.
Thus, we prompted ChatGPT (GPT-3.5-Turbo) to
filter out these examples from the development
set. The details of filtering are described in Ap-
pendix A.

For NC, we utilize questions sourced from the
validation set of MS MARCO (Nguyen et al., 2016)
dataset.’> Each question in this dataset is accompa-
nied by a list of documents retrieved from the inter-
net, serving as the input context. To prevent LLMs
from declining to provide answers, we choose ex-
amples where a golden passage containing the an-
swer to the question has been annotated.

For AC, we employ the databricks-dolly-
15k* (Conover et al., 2023) instruction tuning
dataset for the benchmark. Each example in this
dataset contains a field named category which
indicates the task type, and we sample exam-
ples from a subset with categories of closed_qga,
information_extraction and summarization.

After sampling, we use fixed prompt templates
in each context setting to collect responses from
LLMs for fair comparisons. For ZC, the prompt is

3https://huggingface.co/datasets/ms_marco/vie
wer/v2.1

4https://huggingface.co/datasets/databricks/d
atabricks-dolly-15k
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. . Avg. Avg. # Claims Avg.
Setting Task Reference # Questions Context Len. Response Len. /Response  Claim Len.
Zero Context Closed-Book QA Annotated 100 102.9 65.7 47 9.3

Long Answer
. Retrieval-Augmented .
Noisy Context Generation (RAG) Retrieved Context 100 520.3 61.3 4.9 8.6
Summarization
Accurate Context Closed QA Input Context 100 264.1 45.7 5.7 8.0
Information Extraction
Table 2: Summary and statistics of KNOWHALBENCH.
the question itself. The prompts for NC and AC are 1 —_

shown in Figure 5 of Appendix A. In order to create
a rigorous benchmark, for each setting, we select
100 hard cases from 1k randomly sampled exam-
ples. We employ a response-level hallucination
checker for this selection. Refer to Appendix A.2
for details.

5.2 Human evaluation

We performed human evaluation on responses
generated by seven LLMs on this benchmark
dataset, including GPT-4, GPT-3.5-Turbo (OpenAl,
2022), InstructGPT (text-davinci-001) (Ouyang
et al., 2022), Claude 2, Llama 2 70B Chat, Falcon
40B Instruct (Almazrouei et al., 2023) and Alpaca
7B (Taori et al., 2023). The process involves three
steps: gathering responses as mentioned above, ex-
tracting claim-triplets with an extractor based on
Claude 2 as described in Sec. 4, and asking hu-
man annotators to evaluate these claim-triplets. We
annotated a total of 11k claim-triplets for 2.1k re-
sponses. 23% of the claim-triplets were double
annotated, with 95.0% Inter-Annotator Agreement.
See Appendix A.3 for the details of the annotation
process.

6 Experiments

The major difference between REFCHECKER and
other related work lies in the claim granular-
ity. So we conduct experiments to differentiate
granularities first, then evaluate the whole frame-
work on both the SelfCheckGPT dataset and our
KNOWHALBENCH dataset.

6.1 Detection granularity

Previous work used different granularity for hal-
lucination detection, including response, sentence
and sub-sentence levels (cf. Sec. 2 and 3). We com-
pare with them on KNOWHALBENCH to verify the
effectiveness of checking on facts with the triplet
format.

To make the results with different granularities

55+
-
50
45+
1

40+

Macro-F1

35+ .

sentence sub-sentence triplet

Claim Granularity

T
response

Figure 4: Performance statistics of 6 checkers under
different claim granularities on 2.1k manually annotated
responses. The detailed checker performance can be
found in Table 8 of Appendix B.2.

comparable to each other, we first breakdown the
2.1k annotated responses into different granular-
ities, then collect corresponding checker predic-
tions respectively, and finally aggregate finer-level
results all into the response-level. We utilize a
strict aggregation rule with zero-tolerance on hal-
lucinations, which means we apply max-pooling
(Entailment < Neutral < Contradiction) over claim
predictions within a response. We compare the re-
sults of 6 checkers, including 3 baseline checkers
(RoBERTa-NLI, AlignScore, GPT-4) and 3 RepC-
LE checkers with KNN, SVM and 2-layer MLP
classifiers respectively. The evaluation metric is
macro-f1 on three categories.

As shown in Figure 4, checking at triplet-level
claims is superior over other granularities, with
a significant lead against response-level (10 pts
macro-fl score on average). Checking at sentence-
level improves over response-level by 5 pts. How-
ever, we see a 3.5 pts drop moving to sub-sentence,
one of the reasons being sub-sentence claims
can overlap. Apparently, the flexibility of sub-
sentences leads to poor quality of claim extraction,
which subsequently affects checking.



Pearson Spearman
SelfCheckGPT 78.32 78.30
- REFCHECKER
Mistral-SFT + GPT4  80.98 83.92

Mistral-SFT + NLI

Table 3: Comparision between REFCHECKER and Self-
CheckGPT on the SelfCheckGPT dataset. The results of
SelfCheckGPT are from SelfCheckGPT (Manakul et al.,
2023). We highlight the best results using proprietary
LLMs with blue colors and best results results using
pure open-source models with orange colors.

Zero Context ~ Noisy Context  Accurate Context
r p T p r p
SelfCheckGPT 3540 43.15 3631 3215 4023 3255
FActScore 42.58 4560 3336 2991 27.80 27.05
FacTool 59.78 62.57 4635 38.69 3141 32.82
REFCHECKER
GPT-4 + GPT-4 83.95 8235 64.56 57.30 58.61 55.50

Mistral + AlignScore

Table 4: Automated checking results comparison of RE-
FCHECKER and previous approaches. Here 7 and p are
Pearson and Spearman correlation coefficient. The RE-
FCHECKER results are from the best performing com-
binations (extractor + checker) of purely proprietary
(blue) and purely open-source models (orange).

6.2 Results on the SelfCheckGPT dataset

We further compare REFCHECKER with Self-
CheckGPT (Manakul et al., 2023) using their
dataset to evaluate the entire framework. Both
frameworks are used to score the hallucination rates
of responses in the dataset. We then compare these
evaluation results to human annotations using Pear-
son and Spearman correlation coefficients.

SelfCheckGPT adopts sentence-level halluci-
nation detection. We aggregate scores of sen-
tences (0, 0.5, and 1 for for an accurate,
minor_inaccurate, and major_inaccurate, re-
spectively) within a response by taking an average.
Similarly, we aggregate annotations on sentences
for response-level scores by humans. We directly
use the proportion of non-Entailment claims as
scores evaluated by REFCHECKER.

As shown in Table 3, REFCHECKER signifi-
cantly outperforms SelfCheckGPT (over 2 pts) with
a Mistral-SFT + GPT4 combination. The results of
REFCHECKER are slightly better than SelfCheck-
GPT even with purely open-source models (Mistral-
SFT + NLI). Note that SelfCheckGPT requires 20
LLM (ChatGPT) calls on each sentence. Full re-
sults with more configurations are listed in Table 13
(Appendix C). Knowledge-centric hallucination de-

Extractor Speed

Model Precision Recall Fl (secliter)
Mistral 82.2 682 713 1.7
Mistral-SFT 90.5 84.8 86.4 1.7
Mixtral 86.7 80.2 81.6 5.7
GPT-4 924 88.6 89.3 8.7

Table 5: Automatic evaluation results of extractors.
Mistral-SFT refers to our Mistral-based extractor af-
ter supervised fine-tuning. The other extractors directly
prompt corresponding LLMs with two in-context exam-
ples. The best and the second best results are bolded
and underlined, respectively.

tection offers more accurate estimation of halluci-
nation rates.

6.3 Results on KNOWHALBENCH

We perform comparisons on our KNOWHAL-
BENCH dataset, which provides more context
settings. We include two additional baselines
FActScore (Min et al., 2023) and FacTool (Chern
et al., 2023) to contrast with sub-sentence level
checking. We compute hallucination rates for the
two baselines as the proportion of claims not sup-
ported (FactScore) by or non-factual (FacTool) ac-
cording to the reference.

Table 4 presents Pearson and Spearman correla-
tions between the hallucinations rates evaluated by
humans and checking frameworks. REFCHECKER
significantly outperforms previous methods across
all three context settings with both proprietary and
open-source models. Specifically, the combination
of GPT-4 + GPT-4 outperforms the best alternative,
FacTool, by 18.2 to 27.2 pts. Consistent with our
findings in Sec. 6.1, knowledge-centric detection
by REFCHECKER demonstrates superiority over
baselines that use other claim formats. Further
analysis on recommended REFCHECKER configu-
rations is provided in Appendix B.3.

6.4 Analysis and discussion

In this section, we evaluate each component in RE-
FCHECKER separately and discuss their effective-
ness and pinpointing areas for potential enhance-
ment.

Extractors To ensure precise hallucination de-
tection, it requires precise claims that faithfully
represent the facts in the original response. Yet,
evaluating claim extraction is complex due to var-
ied expressions of the same fact. To address this,
we employ an automatic evaluation pipeline utiliz-



Average of

Zero context

Noisy context Accurate context

Models three settings (NQ) (MS MARCO) (databricks-dolly-15k)

Accuracy Macro-F1  Accuracy Macro-F1 Accuracy Macro-F1 = Accuracy Macro-F1
Baseline Checkers

RoBERTa-NLI 76.56 55.88 74.06 69.90 78.36 46.67 77.27 51.06

AlignScore 78.85 59.45 73.40 70.28 78.86 50.42 84.30 57.66

GPT-4 74.77 59.80 67.46 66.10 76.67 55.49 80.17 57.80

Mistral-based Checkers

zero-shot 69.43 46.64 70.83 61.10 71.75 43.01 65.72 35.81

1-shot 76.68 50.66 65.44 63.25 81.23 42.18 83.38 46.56

LoRA-sft-n4000 77.84 57.98 77.43 73.64 79.21 50.29 76.89 50.00

RepC-LE-svm-n1000-e1000 79.03 60.05 77.98 73.53 79.56 51.29 79.54 55.34

RepC-LE-nn-n2000-¢2000 81.27 60.80 75.23 71.98 82.08 47.56 86.50 62.86

Table 6: Checker evaluation results on 11k human annotated claim triplets. In Mistral-based checkers, the model
names start with the variant types, eg. LoORA-sft indicates the LoRA fine-tuned variant and RepC-LE-nn indicates
the representation based classification variant using layer ensemble with 2-layer MLP as the classifier. Here “nxxx”
and “exxx” indicates the number of training samples and ensemble learning samples. Due to the space limitation,
we do not include all variant results here, please refer to Table 9 of Appendix B.2 for full results.

ing GPT-4 Turbo (gpt-4-1106-preview) to lessen
the need for post-hoc human evaluation for each
extractor.

We employed GPT-4 Turbo to label each ex-
tracted claim as True/False, indicating faithful-
ness to the original semantics. Additionally, we
tasked it with completing missing claims, enabling
automatic calculation of precision, recall, and F1
score on claims. To validate results, we conducted
a human evaluation on 30 random samples with the
same procedure, ensuring agreement between hu-
man annotators and the model. The comparison in
Table 7 (Appendix B.1) demonstrates strong align-
ment between human and automatic evaluations. It
achieves 93.7% agreement on precision and 91.9%
on recall.

Leveraging the reliability of our automatic eval-
uation pipeline, we evaluated the performance of
four extractors (see Table 5). Our fine-tuned Mis-
tral extractor, Mistral-SFT, approaches GPT-4 ex-
tractor with significantly faster inference speed and
no need for API tokens.

Checkers As described in Sec. 4, the base-
line checkers we include in the evaluation are
RoBERTa-NLI, AlignScore and GPT-4. The
Mistral-based checkers we include are zero-shot
prompted, one-shot prompted, LoRA fine-tuned
and RepC-LE variants. The training and develop-
ment data of these variants are 4k samples from
the ANLI dataset (Nie et al., 2020). We evaluate
their performance using the 11k manually anno-
tated claim triplets. The evaluation metric is accu-
racy and macro-f1 score over 3-way classification.

Table 6 shows the evaluation results. Among the
baseline checkers, AlignScore is a strong competi-
tor to GPT-4. Besides, the Mistral-based checkers
can often give the best performance, though there
does not yet exist a single winner across the board.
The weakness of Mistral-based checkers lies in the
NC setting. A possible reason is the mis-match of
data distribution between training and testing. The
training data of Mistral-based checkers are short
paragraphs (less than 100 tokens) while in NC the
reference can be very long (thousands of tokens).
So we have to split the reference to fit the training
data distribution and aggregate the predictions later.
These results suggest ample room of improvement
for the checkers.

7 Conclusion

We introduced REFCHECKER, a unified framework
for detecting hallucination in LLM responses. RE-
FCHECKER operates at the level of knowledge
triplets extracted from LLM responses, termed
claim-triplets. It allows for fine-grained halluci-
nation detection. Experiments on both previous
benchmark and our curated KNOWHALBENCH
dataset show that such knowledge-centric approach
yields superior performance compared to prior
work based on surface text (response, sentence,
sub-sentence, etc.).



Limitations

Despite the effectiveness of REFCHECKER, it still
has limitations, which we discuss as follows.

a) The triplet format of claims, while effectively
breaking down LLM responses into finer granular-
ity, can be overly restrictive and may not adequately
cover complex semantics. For instance, the triplet
(Trump, president of, US) is factual in 2018
but not in 2022. Moreover, advanced forms of
hallucination due to reasoning and limited context-
window are challenging to manage with triplets,
which are biased towards local contexts.

b) Additionally, extending the capabilities of RE-
FCHECKER to include various data formats (table,
code, math, etc.) and specific domains (business,
medical, legal, etc.) are worthy of consideration.

¢) REFCHECKER has rudimentary support for
source attribution, as detailed in Appendix B.4.
Better source attribution not only improves inter-
pretability but also provides training signals to mit-
igate hallucination.

d) We observed that model-based checkers may
exhibit bias towards internal knowledge, mistak-
enly declaring a neutral claim as an entailment or
contradiction (cf. Appendix D). This requires that
we inject some form of “knowledge source control”
into LLMs.

e) In actual deployment cases, we found users
ask for stronger customizability (e.g. they would
like to use REFCHECKER with their own database
for reference retrieval) and speed improvement.

Ethics Statement

We contend that REFCHECKER poses no nega-
tive ethical implications for the public; rather, it
holds the potential for positive impact by enabling
the identification of non-factual content within
the responses generated by large language models
(LLMs). This capability contributes to the cultiva-
tion of responsible Al practices for the benefit of
society.

In this study, we utilized a variety of scien-
tific resources to conduct our research and aim
to contribute additional artifacts to the community.
Specifically, to curate the benchmark dataset, we
sample 100 examples from each of the following
datasets:

* The development set of NaturalQuestions
dataset, which is under Creative Commons
Share-Alike 3.0 License.

e The validation set of MS MARCO dataset,
which is under Creative Commons Attribution
4.0 International License.

* The databricks-dolly-15k dataset, which is un-
der Creative Commons Share-Alike 3.0 Li-
cense.

These datasets are publicly accessible and utilize
English language corpora. We conduct human an-
notations with 6 NLP experts, the annotations will
be made available to the public under the Creative
Commons Attribution 4.0 International License.

The fine-tuned Mistral 7B extractor, Mistral-SFT,
is based on 10k questions sampled from the three
datasets evenly. The responses are generated by
Mistral 7B and the claim-triplets are extracted by
Mixtral 8x7B which are both under Apache-2.0
License. The RepC checker is also based on Mistral
7B and is trained with the ANLI dataset which
is under Creative Commons-Non Commercial 4.0
License. The fine-tuned models will be released to
the public under Apache-2.0 License.
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[Noisy Context] [Accurate Context]

Please answer the following question | // for closed QA task

based on the provided passages. Instruction: Provide a well-formed
answer to the question using
information from the given context.
Question: {question}

Context: {context}

Question: {question}?

Passages:

Passage 0: {content_of_passage 0}
Passage 1: {content_of_passage_1}
. . // more passages here

// for summarization and information
extraction tasks

Instruction: {question}

Context: {context}

Answer:

Figure 5: Prompt templates for response collection from
LLMs on our benchmark. For Zero Context setting, we
just use the question itself as the prompt.

A Details of the Benchmark Data
Curation Process

For Zero Context, we sample examples from the
development set of the NQ dataset for the bench-
mark. However, our initial experiments found that
some questions in NQ may cause the LLMs refuse
to answer or have low quality reference to check
with, and we categorize these questions as: 1) time-
sensitive questions; 2) potentially harmful ques-
tions; 3) ambiguous or vague questions, and 4) low
quality long answer. We talk about the data filtering
later.

For Noisy Context, we utilize questions
sourced from the validation set of MS MARCO
dataset.’(Nguyen et al., 2016) To prevent LLMs
from declining to provide answers, we choose ex-
amples where a golden passage containing the an-
swer to the question has been annotated.

For Accurate Context, we employ the databricks-
dolly-15k® instruction tuning dataset for the bench-
mark. Each example in this dataset contains a field
named category which indicates the task type,
and we sample examples from a subset with cate-
gories of closed_ga, information_extraction
and summarization.

After sampling, we use fixed prompt templates
in each context setting to collect responses from
LLMs for fair comparisons. For Zero Context set-
ting, the prompt is the question itself. For Noisy
and Accurate Context settings, we use prompt tem-
plates shown in Figure 5.

We also conducted a hard case selection in order
to create a rigorous benchmark. We talk about the
details in the following part of this section.

A.1 Data Filtering for the NQ Dataset

We employ ChatGPT (GPT-3.5-Turbo) to screen
inappropriate examples from the development set
of NQ. The specific prompts utilized are illustrated
in Figure 6.

Note that we utilize a conversational approach
for prompting to identify examples with low-
quality references given as annotated long answers
in the dataset. In the first turn, we eliminate in-
stances with table-formed references, as tables can
introduce ambiguities during the human annotation
process. If the reference is not in a tabular for-
mat, we proceed to the second turn, where we filter
out references that lack context information for the
question (e.g., a question about "A’s son" where
the answer provides information about "B" without
explicitly stating that B is A’s son). This decision is
based on the fact that the reference is a paragraph
from a Wikipedia article, which may omit some
information from the preceding context. Lastly, we
filter out references that lack essential information
needed for answering the question unambiguously
(e.g. a question about passport requirements with-
out specifying the country).

A.2 Details of Hard Case Selection

For each task setting, we sort a set of 1,000 ran-
domly sampled examples based on the extent of
hallucination they demonstrate. This assessment
is conducted using a response-level hallucination
checker derived from Falcon-40B-Instruct. Specifi-
cally, responses were gathered from four different
LLMs , GPT-3.5-Turbo, InstructGPT, Alpaca-7B,
and Falcon-40B-Instruct, for these 1,000 examples.
Falcon-40B-Instruct is subsequently employed to
evaluate whether these responses contain halluci-
nations according to the prompt template depicted
in Figure 7. In this prompt, the “claim” refers to
the response generated by an LLM.

Utilizing the outcome of the hallucination check-
ing process, we calculate a hardness metric for
each example. This metric is defined as the ratio of
judgement as hallucination among the four LLMs.
The top 100 examples with the highest ratios are
then selected as the hard cases for each setting.

5https://huggingface.co/datasets/ms_marco/vie
wer/v2.1

6https://huggingface.co/datasets/databricks/d
atabricks-dolly-15k
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// Time-sensitive questions

Hello, since vyour knowledge 1is wup to
September 2021, determine whether the
following question needs up-to-date

knowledge to answer:
{question}?
give your answer with the following format:

Reason: <your reason>
Answer: <Yes or No>

// Harmful questions

Hello, please help me determine whether the
following question is harmful:

{question}?

give your answer with the following format:

Reason:
Answer:

<your reason>
<Yes or No>

// Ambiguous or vague questions

Hello, please help me determine whether the
following question is ambiguous or vague.
Question:

{question}?

Give your answer with the following format:
Answer: <Yes or No>

// Check the quality of reference by chat
Hello, I have a question and a paragraph of
reference text according to the question,
please answer my question one by one in the
following turns.

Question:
{question}?

Reference Text:
{reference}

Is the reference text a table? Give your
answer with the following format:
Answer: <Yes or No>

l If No

Does the reference text miss any information
in the question? Give your answer with the
following format:

Answer: <Yes or No>

1 If No
Does the reference text provide all the
necessary information for answering the

question accurately and unambiguously? Give
your answer with the following format:
Answer: <Yes or No>

Figure 6: Prompts for filtering out inappropriate examples from the development set of NQ.

Analyze if the claim corresponding to the
question is fair according to the context.
If the claim is unfactual or biased, the
answer 1is no; if the claim is factual and
respectful, the answer is yes.

Context: {context}

Question: {question}

Claim: {claim}

Yes/no question: Is it fair to say that?

Figure 7: The prompt used in hard case selection during
the benchmark curation process.

A.3 Human Annotation

We developed a web-based annotation tool to fa-
cilitate the human evaluation. A screenshot of the
annotation tool is presented in Figure 8. To en-
sure the reliability of the annotation process, six
NLP experts underwent training for the task. The
claim-triplets for human evaluation are extracted
by a Claude 2 extractor as described in Section 4.
The annotators were tasked with assigning a hal-
lucination label to each triplet or identifying it as
a low-quality triplet (referred to as a “bad triplet”)
for subsequent filtering. A “bad triplet” is defined
as one that fails to accurately convey the intended

meaning in the response.

In the Noisy Context setting, if a triplet is sup-
ported by at least one passage, it is categorized as
an Entailment. Conversely, if the triplet is neither
entailed nor contradicted by any of the passages, it
is considered a Neutral.

A.4 Observations from Human Evaluation

We analyze the results of human evaluation to gain
a deeper understanding the patterns of hallucina-
tions. We establish our evaluation metric as fol-
lows. Given a set of N responses from a specific
LLM within the dataset, the i-th response com-
prises C; claims. Among these, CY claims are
annotated with the specific hallucination type la-
beled as y € {Entailment, Neutral, Contradiction}.
We define the hallucination rate for type y that the

LLM exhibits in the i-th response as 7¢, which is
y _ ¢}
calculated as r; = .

‘We can see that r;yl has definition when C; > 0,
however, the LLMs may refuse to answer some
certain questions, and the claim extractor will not
extract any claim-triplets from such response, i.e.,
C; = 0. To cover these cases in the metric, we de-
fine a new metric of Abstain Rate 72" a5 did in



Welcomey mm m Select a Dataset for Annotation

NQ -

Previous Example

Question 2 / 20: where does jack ryan live in patriot games

Human Answer

7L
0 : "Chesapeake Bay ,

1

south of Annapolis in Maryland"

Reference Documents

Passage 0: In Patriot Games, Greer comes to Ryan and asks him to rejoin the CIA permanently as an analyst to help
track down the terrorists . He declines initially , only to accept it after a failed ULA attack on the Ryans mildly
wounds his pregnant wife , but severely injures his daughter outside her school . Later , while Ryan hosts the Prince
and Princess of Wales at his waterfront home on Chesapeake Bay , south of Annapolis in Maryland , the IRA
conducts another attack against him , which Ryan , the Prince, and close friend , Navy Commander Robert Jackson
foil . Following the incident and arrests of the ULA members and Miller (whom Ryan nearly executes with his
Browning Hi Power ) , Ryan is taken to the Naval Academy hospital , where he arrives just in time for the birth of
Jack Ryan Jr., his second child .

Logout

Next Example

LLMs' Answers and their Claim Triplets

got4 claude2 chatgpt falcon instructgpt alpaca llama2-70b-chat

"I'm in the Mood for Dancing" was written by Ben Findon, Michael Myers, and Robert Puzey. It was performed by
the Irish pop group, The Nolans.

1'm in the Mood for Dancing -- written by --> Ben Findon

© <NotAnnotated> Entailment Neutrual Contradiction Bad Triplet
1'm in the Mood for Dancing -- written by --> Michael Myers
© <NotAnnotated> Entailment Neutrual Contradiction Bad Triplet

Figure 8: The screenshot of the annotation tool for human evaluation.

Abstain Entailment Neutral Contradiction

Accurate Context|5:8 6.6 87.5 4.7,
Noisy Context: 12.6 11.7 75.6 10.7
Zero Context] 24.8 354 39.8 12.4

0 20 40 60 80 100 0 5 10

Figure 9: Results of different task settings by averaging
the results of the seven LLMs.

FActScore, and the rate of abstain is the ratio of ab-

: : ‘o neabstain ZN:1 1(C;=0)
stained responses, which is 7 ===l
where 1(x) is an indicator function which is 1 if
x holds and 0 otherwise. Furthermore, we define
the overall occurrence rate of hallucination type y
within this dataset for the given LLM as r¥, which
is calculated as:

Yo ! - 1(C > 0)
=1 1(C; > 0)

r¥ =

(D

We organize the conclusions drawn from the data
analysis into several findings:

Context Information is Critical Figure 9 dis-
plays hallucination label distributions and abstain
rates across the three context settings, averaged
from the seven LLMs. In Zero Context, LLMs
exhibit higher contradiction rates and generate
more unverifiable claims, suggesting potential con-
flicts and struggles in finding relevant informa-
tion. When context is present (Noisy and Accu-
rate), LLMs reduce hallucinations but struggle with
noise, potentially leading to incorrect responses.
In conclusion, the reliability of LLMs’ internal
knowledge is questionable, highlighting the need

Context:

. First publicly disclosed by Google on January 12, 2010, in a
blog post, began in mid-2009 and continued through
December 2009 ..

Claim-triplet:
“ ", “reported by Google on”, “January 12, 2010")

Figure 10: An example of factual claim-triplet whose
content are mostly copied from the context.

for clean and precise contextual information for
generating factual responses.

Copy from Context is Safer Replicating content
in the context enhances the factuality, as illustrated
in Figure 10. In order to quantitatively assess the
relationship between copying and hallucination in
both Noisy and Accurate Context settings, we in-
troduce the concept of Copy Rate. This metric
is defined as the ratio of N-grams covered by the
context, where an N-gram refers to a phrase com-
prising N consecutive words. Specifically, we com-
pute the average copy rates for 1 to 4 grams of
a claim-triplet to determine its overall copy rate.
The findings presented in Figure 11 reveal a dis-
cernible trend: a higher copy rate corresponds to
an increased likelihood of entailment.

B Details of REFCHECKER

B.1 Extractor

The prompts used for few-shot claim extraction are
shown in Figure 12. They are used for claim extrac-
tion by GPT-4, Mixtral, and the Mistral baseline.
For Mistral-SFT, we removed the in-context exam-
ples in the prompt because we find it doesn’t affect
the extraction quality after supervised fine-tuning
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Figure 11: Copy rate of the claim-triplet v.s. label
distributions, by aggregating the results of the Noisy
Context and Accurate Context settings.

Table 7: Claim extraction evaluation by GPT-4 Turbo
and human on 30 samples.

Extractor  GPT-4 Turbo Evaluation Human Evaluation
Model Precision Recall Fl  Precision Recall F1
GPT-4 97.2 925 942 98.2 922 9438
Mixtral 87.7 852 855 87.6 855 854

but saves context length. We set the temperature to
0 for deterministic output and limit the maximum
number of new tokens for generation to 1000.

We collected 10,000 questions without claim ex-
traction results and annotation, following the same
process as described in Appendix A. The collected
questions cover the three context settings evenly.
We collected responses to those questions by Mis-
tral and queried Mixtral 8x7B to get corresponding
claims. After that, we performed supervised fine-
tuning on a Mistral 7B model to distill the output
of the larger Mixtral model. We trained the model
for 1 epoch with a initial learning rate le-5.

B.2 Checker

The prompts used for the LLM-based checkers are
shown in Figure 13.

As a supplement of Figure 4, Table 8 shows the
detailed checker performance under different claim
granularities. As a supplement of Table 6, Table 9
shows the full results of checker evaluation.

We also study the performance tendency of
RepC-LS and RepC-LE in Figure 14. The find-
ings indicate that in RepC-LS, the best performed
layer is typically around the middle rather than the
last layer. Despite RepC-LS trailing behind RepC-
LE, it maintains its advantages in model size and

Table 8: Detailed performance of 7 checkers under dif-
ferent claim granularities on 2.1k manual annotated
responses. The checkers’ predictions under different
granularities are all merged into response-level and then
evaluated.

Response Sentence Sub-sentence Triplet
RoBERTa-NLI 44.92 51.97 50.18 55.19
AlignScore 46.05 53.19 50.71 57.60
GPT4 55.86 56.66 47.50 58.78
RepC-LE-knn 45.36 50.79 46.29 55.33
RepC-LE-svm 48.91 54.26 52.29 59.81
RepC-LE-nn 44.03 53.26 50.83 57.54

data efficiency.

Besides, in Figure 15, we evaluate the RepC
checker performance with respect to different num-
ber of training data. We can see that RepC-LS-svm
outperforms RepC-LS-nn with fewer training data.

B.3 Recommendation on Extractor Checker
Combinations

To find the best configurations of REFCHECKER,
we checked 7 LLMs’ responses on our bench-
mark for model rankings (ordered by ratios macro-
averaged on responses of each LLM), and com-
pared rankings by REFCHECKER and humans with
Spearman’s rank correlation coefficient. The con-
figuration space consists of different combinations
of extractor + checker, and also the 3 task settings
as well as their averages. The results are reported
in Figure 16.

We observe that the combination of Mistral +
GPT-4 is the most competitive option with very
strong correlations across near all settings, ben-
efiting from more powerful LLMs for checking
and our trained Mistral Extractor. The best non-
proprietary combination is Mistral + AlignScore
checker (356M), which achieve consistently strong
correlations in all settings. The Mistral-RepC
checker is robust against different extractors, ow-
ing to its stronger reasoning capability than small
NLI-based checker. This result serves as a guide
for choosing a configuration tailored to the user’s
preferences. These preferences may include fac-
tors such as budget, deployment simplicity, specific
settings, types of hallucination, privacy and require-
ments for open-source models.

B.4 Source Attribution

In many cases, users of hallucination detection sys-
tems care not only the verdicts of the checker, but
also where the hallucination happens in the original
response, as well as which evidence in the reference



Given a question and a candidate answer to the question, please extract a KG from the candidate
answer condition on the question and represent the KG with triples formatted with ("subject",
"predicate", "object"), each triplet in a line.

Please note that this is an EXTRACTION task,

Here are some in-context examples:

### Question:

### Candidate Answer:

("Tesla, Inc.", "announced", "Optimus")

### Question:
### Candidate Answer:
11 years

### KG:

### Question:
{q}

### Candidate Answer:
{a}

### KG:

so DO NOT care about whether the content of the

candidate answer is factual or not, just extract the triplets from it.

Given these paragraphs about the Tesla bot, what is its alias?

Optimus (or Tesla Bot) is a robotic humanoid under development by Tesla, Inc.
at the company's Artificial Intelligence (AI) Day event on August 19, 2021.

##H# KG:

("Optimus", "is", "robotic humanoid")

("Optimus", "under development by", "Tesla, Inc.")
("Optimus", "also known as", "Tesla Bot")

("Announcement of Optimus", "occurred at", "Artificial Intelligence (AI) Day event")
("Artificial Intelligence (AI) Day event", "held on", "August 19, 2021")
("Artificial Intelligence (AI) Day event", "organized by", "Tesla, Inc.")

here is some text about Andre Weiss, how many years was Andre at University of Dijon in Paris?

("Andre Weiss at University of Dijon in Paris", "duration", "11 years")

Now generate the KG for the following candidate answer based on the provided question:

It was announced

Figure 12: The prompt used for the LLM-based extractors. It requires a question and response from the LLM, and

is provided with two in-context examples.

supports such verdicts. We provided a rudimentory
support of such demand. Specifically, we apply a
sentence embedding model (SimCSE (Gao et al.,
2021)) to encode spans in responses and references,
compare them to the encoding of elements in claim-
triplets, then use a threshold to filter matched spans
as source attribution results. This naive approach
suffers from issues on computational efficiency,
unclear boundaries, and matching by shallow se-
mantics. The topic on source attribution has a sig-
nificant impact on applications of hallucination de-
tection and we leave the exploration on non-trivial
solutions to the future.

C Comparisons with Other Hallucination
Detection Frameworks

C.1 Comparison on the REFCHECKER
Benchmark

We compare REFCHECKER with recently proposed
hallucination detection frameworks, SelfCheck-
GPT, FActScore and FacTool, on our benchmark.
The four frameworks use different representations
of claims and hallucination labels as described in
Table 1, we aggregate the claim-level results into
two types of response-level results:

* Response-level binary classification. We ag-
gregate the claim-level labels into response-
level binary labels as Factual and Non-Factual.
Thus, we use Accuracy, Factual F1 (Fact.
F1 for short) and Non-Factual F1 (Non-Fact.
F1) as the evaluation metrics. We use a



Table 9: Checker evaluation results on 11k human annotated claim triplets. In Mistral-based checkers, the model
names start with the variant types, eg. LoORA-sft indicates the LoRA fine-tuned variant and RepC-LE-nn indicates
the representation based classification variant using layer ensemble with 2-layer MLP as the classifier. Here “nxxx”
and “exxx” indicates the number of training samples and ensemble learning samples.

Average of

Models three settings

Zero context
NQ) (MS MARCO)

Accurate context
(databricks-dolly-15k)

Noisy context

Accuracy Macro-F1

Accuracy Macro-F1

Accuracy Macro-F1 =~ Accuracy Macro-F1

Baseline Checkers

RoBERTa-NLI 76.56 55.88 74.06 69.90 78.36 46.67 77.27 51.06
AlignScore 78.85 59.45 73.40 70.28 78.86 50.42 84.30 57.66
GPT-4 74.77 59.80 67.46 66.10 76.67 55.49 80.17 57.80
Mistral-based Checkers
zero-shot 69.43 46.64 70.83 61.10 71.75 43.01 65.72 35.81
1-shot 76.68 50.66 65.44 63.25 81.23 42.18 83.38 46.56
3-shot 74.24 45.89 56.67 56.20 81.55 37.41 84.50 44.07
LoRA-sft-n2000 72.06 52.62 74.09 68.22 75.20 48.65 66.90 40.99
LoRA-sft-n4000 77.84 57.98 77.43 73.64 79.21 50.29 76.89 50.00
RepC-LS-knn-n100 74.36 51.98 72.67 68.58 77.54 45.19 72.86 42.17
RepC-LE-knn-n100-e100 69.72 51.64 70.26 66.05 71.14 46.33 67.75 42.55
RepC-LS-svm-n1000 79.15 59.36 78.34 74.04 79.82 47.62 79.29 56.43
RepC-LE-svm-n1000-e1000 79.03 60.05 77.98 73.53 79.56 51.29 79.54 55.34
RepC-LS-nn-n2000 80.17 57.31 75.50 71.95 81.78 46.90 83.22 53.07
RepC-LE-nn-n2000-2000 81.27 60.80 75.23 71.98 82.08 47.56 86.50 62.86

strict configuration that a response is non-
factual if at least one claim contains hallu-
cination. For SelfCheckGPT, we consider
minor_inaccurate and major_inaccurate
labels as hallucination. For RefChecker, we
consider both Contradiction and Neutral
as hallucination.

* Correlations of response-level hallucination
rate. Following SelfCheckGPT, we also com-
pare the hallucination rate of response with
human evaluation by Pearson and Spearman
correlations. For SelfCheckGPT, we compute
the hallucination rate of a response by averag-
ing the scores of the sentences following the
definition in their paper. For FActScore and
FacTool, the hallucination rate is the ratio of
non-factual claims in a response. And for Re-
fChecker, we take the ratio of Contradiction
and Neutral claims as the hallucination rate.

The results are shown in Table 10 for Zero Con-
text setting, Table 11 for Noisy Context setting
and Table 12 for Accurate Context setting. Fol-
lowing their configurations in their papers, we ap-
ply InstructGPT(text-davinci-003) and GPT-4
as the extractors for FActScore and FacTool, re-
spectively, apply ChatGPT(gpt-3.5-turbo) as the
checker for SelfCheckGPT and FActScore and
GPT-4 for FacTool. The combinations of extrac-
tor and checker of RefChecker are displayed as
“{Extractor} + {Checker}”.

We conclude these results with the following
observations:

* RefChecker is effective. Most combinations
of RefChecker outperform the baselines with
large margins across all the five metrics.

» RefChecker is more effective with a GPT-4
checker. The best results are achieved with a
GPT-4 checker indicating that the main bot-
tleneck lies in the checking module. In spite
of that, RefChecker can still outperforms the
baselines with a smaller checker AlignScore.

* Purely open-sourced combinations can also
outperform the baselines which are using pro-
prietary LLMs for both extractor and checker.

C.2 Comparison on the SelfCheckGPT
Dataset

We also ran REFCHECKER on the SelfCheckGPT
dataset which contains 237 examples on WikiBio
domain. The results are shown in Table 13. We can
observe that 11 out of the 15 combinations (73%)
of REFCHECKER outperform SelfCheckGPT.

D Analysis of Internal Knowledge Bias

In this section, we further analyze the emergence
of the hallucination from the perspective of the
LLMs’ bias to the internal knowledge. We analyze
whether the evaluated model and the checker gen-
erate response based on their internal knowledge



Table 10: A comparison of RefChecker with previous works on our benchmark under Zero Context setting. We
highlight the best results using proprietary LLMs with blue colors and best results results using pure open-source
models with orange colors.

Zero Context Setting
Accuracy Fact. F1  Non-Fact. F1 ~ Pearson = Spearman

SelfCheckGPT 77.99 54.03 85.53 3540 43.15
FActScore 66.41 49.42 74.86 42.58 45.60
FacTool 84.94 73.29 89.52 59.78 62.57
" REFCHECKER oo oo oo
GPT-4 + GPT-4 93.82 86.89 95.96 83.95 82.35
GPT-4 + NLI 83.98 71.28 88.89 60.81 62.32
GPT-4 + AlignScore 90.54 78.97 93.90 71.95 70.37
GPT-4 + RepC 89.96 81.16 93.16 77.42 77.26
Mistral-SFT + GPT-4 92.47 83.40 95.13 80.88 78.88
Mistral-SFT + NLI 89.96 78.86 93.42 72.89 72.07
Mistral-SFT + AlignScore 78.79 75.81 74.16
Mistral-SFT + RepC 89.38 92.72

Table 11: A comparison of RefChecker with previous works on our benchmark under Noisy Context setting. We
highlight the best results using proprietary LLMs with blue colors and best results results using pure open-source
models with orange colors.

Noisy Context Setting
Accuracy Fact. F1 ~ Non-Fact. F1 ~ Pearson = Spearman

SelfCheckGPT 58.55 51.63 63.74 36.31 32.15
FActScore 63.57 69.94 53.77 33.36 2991
FacTool 68.40 72.84 62.22 46.35 38.69
" REFCHECKER oo

GPT-4 + GPT4 74.54 76.42 72.32 64.56 57.30
GPT-4 + NLI 66.73 74.54 52.01 39.69 32.98
GPT-4 + AlignScore 67.66 73.48 58.57 44.31 37.58
GPT-4 + RepC 65.99 74.04 50.67 28.19 28.94
Mistral-SFT + GPT-4 75.28 71.57 72.46 67.29 59.94
Mistral-SFT + NLI 52.21

Mistral-SFT + AlignScore 69.70 74.73 62.18 45.09
Mistral-SFT + RepC 65.99 73.97 50.94 38.11 31.01

Table 12: A comparison of RefChecker with previous works on our benchmark under Accurate Context setting. We
highlight the best results using proprietary LLMs with blue colors and best results results using pure open-source
models with orange colors.

Accurate Context Setting
Accuracy Fact. F1  Non-Fact. F1 =~ Pearson = Spearman

SelfCheckGPT 62.15 68.70 52.12 40.23 32.55
FActScore 69.37 78.57 46.30 27.80 27.05
FacTool 72.53 80.98 50.63 31.41 32.82
" REFCHECKER
GPT-4 + GPT4 80.81 86.85 64.50 58.61 55.50
GPT-4 + NLI 73.06 82.23 44.36 28.59 30.14
GPT-4 + AlignScore 76.23 83.44 57.94 49.97 46.89
GPT-4 + RepC 76.94 84.86 51.66 45.58 41.01
Mistral-SFT + GPT-4 79.75 85.96 63.72 56.09 53.72
Mistral-SFT + NLI 73.59 81.44 54.27 44.34 40.81
Mistral-SFT + AlignScore 81.60

Mistral-SFT + RepC 73.94 45.99 39.59 33.86




I have a claim that made by a language model
to a question, please help me for checking
whether the claim can be entailed according
to the provided reference which is related
to the question.

The reference is a list of passages, and the
claim is represented as a triplet formatted
with ("subject", "predicate", "object").

If the claim is supported by ANY passage in
the reference, answer 'Entailment'.

If NO passage in the reference entail the
claim, and the claim is contradicted with
some passage in the reference, answer
'Contradiction’.

If NO passage entail or contradict with
claim, or DOES NOT contain information to
verify the claim, answer 'Neutral'.

Please DO NOT use your own knowledge for the
judgement, just compare the reference and
the claim to get the answer.

### Question:
{question}

### Reference:
{reference}

### Claim:
{claim}

Your answer should always be only a single
word in ['Entailment', 'Neutral',
'Contradiction']. DO NOT add explanations or
you own reasoning to the output.

Figure 13: Prompt for the LLM-based checkers.

in Section D.1 and D.2, respectively. In general,
we observe that LLMs/Checkers may incorporate
internal knowledge even when provided with con-
textual information, contributing to the occurrence
of hallucination.

D.1 Internal Knowledge Bias of Evaluated
Model

In order to analyze whether the evaluated LLMs
generate responses based on their own knowledge
or the provided context in Noisy and Accurate
Context settings, we convert each claim-triplet ex-
tracted from the response into a simple interroga-
tive query for knowledge checking. For simplicity,
we design a prompt template and ask GPT-4-Turbo
to generate these queries (Figure 17). Then we
feed the query into the evaluated LLM to check
whether it has such knowledge. The answer from
the evaluated LLMs could be one of the following:

1. Yes, means the evaluated LLM has this knowl-
edge in its internal memory.

2. No, means the evaluated LLM contains knowl-
edge that is contradicted with the triplet.

RepC-LS-svm-n1000 RepC-LS-nn-n2000
----- RepC-LE-svm-n1000-e1000 (macro-f1=60.05)
----- RepC-LE-nn-n2000-e2000 (macro-f1=60.8)

macro-f1

0 10 20 30

layer number (0-31)

Figure 14: Performance tendency of different layers
in RepC-LS checkers. The corresponding RepC-LE
checkers are included as dashed lines.

models

RepC-LS-knn RepC-LS-svm RepC-LS-nn

58

56
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54|
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T T

T
100 300 500 1000 2000

# training samples

Figure 15: Performance of different RepC checkers with
respect to numbers of training samples.

3. Unsure, means the evaluated LLM does not
have this knowledge or it has confusion on the
knowledge.

The label pairs (Yes, Contradiction) and (Yes, Neu-
tral) indicate that the model is utilizing internal
information to generate this claim-triplet. On the
other hand, (No, Entailment) and (Unsure, Entail-
ment) signify that the model is relying on contex-
tual information for generation. Pairs like (No, Con-
tradiction) suggest that the evaluated model may be
less proficient in processing context information,
leading to the production of less reliable claim-
triplets.

The outcomes of the Accurate Context are illus-
trated in Figure 19. Upon examination, it is evi-
dent that GPT-4-Turbo demonstrates the most no-
table performance, primarily generating responses
aligned with the reference context. Conversely,
GPT-3.5-Turbo tends to generate responses by re-
lying on its internal knowledge to some extent,
leading to contradictions or neutrality to the ref-
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Figure 16: Spearman’s rank correlation coefficients be-
tween REFCHECKER and human evaluation. Results
are grouped regarding extractors and checkers used. Re-
sults for each extractor (row) and checker (column) are
arranged into a sub-matrix in the figure, with correla-
tions for rankings on 4 context settings (one additional
for average) and 3 ranking metrics.

Table 13: REFCHECKER results on the SelfCheckGPT
dataset. The results of SelfCheckGPT are from their
paper. We highlight the best results using proprietary
LLMs with blue colors and best results results using
pure open-source models with orange colors.

Pearson  Spearman
SelfCheckGPT 78.32 78.30
" REFCHECKER
GPT-4 + GPT4 80.86 83.44
GPT-4 + NLI 79.96 80.16
GPT-4 + AlignScore 76.20 77.33
GPT-4 + RepC 79.63 79.23
Mistral-SFT + GPT4 80.98 83.92
Mistral-SFT + NLI 78.54 79.66
Mistral-SFT + AlignScore  75.10 76.08
Mistral-SFT + RepC 76.59 76.70

erence context. In the case of InstructGPT, the
model further generates unsure information, which
also contradicts the reference context. This be-
havior may stem from contradictions within the
model’s internal knowledge or difficulties in com-
prehending the amalgamated content of internal
and reference information. Regarding LLaMA-2-
70B, and Falcon-40B-Instruct, our observations
indicate that these models exhibit inferior perfor-
mance. They generate information that contradicts
internal knowledge and is irrelevant to the refer-
ence context. Alpaca 7B performs similarly to
GPT-3.5-Turbo, but seldom generates information
contradicting to its internal knowledge, Different
from the accurate context setting, all the models
tend to generate more Neutral labels in the noisy
context setting (Figure 20).

Triplet: ("The Story of June”,

"has songs”,

"Hey June”)

Prompt: Translate the following subject-verb-object triplets
into simple interrogative sentences: {Triplet}

Simple interrogative sentence: Does The Story of June has
songs Hey June? Answer the question with Yes, No, or
Unsure

Figure 17: Designed prompt for converting triplets to
simple interrogative sentences.

Triplet: ("The Story of June”,

"has songs”, "Hey June”)

Question: What are the names of the songs from The Story
of June which don't have Chinese names?

Prompt: Mask the objective or subjective in the subject-
verb-object triplet {Triplet} in the Context with #### which is
not mentioned in Q (merely output the modified context).

Q : {Question}

Context: {Context}

Figure 18: Designed prompt for masking triplet infor-
mation in the reference context.

D.2 Internal Knowledge Bias of Checker

We also conduct an analysis to determine whether
the checker provides predictions based on its inter-
nal knowledge. In this analysis, a triplet extracted
from the response is taken, and we mask the sub-
jective or objective information in the context with
‘. The modified context, along with the triplet,
is then inputted into the checker to obtain the label.
In theory, the prediction label should be neutral
because the relevant information in the context is
masked. If the label is not neutral, it implies that
the model is making inferences based on its in-
ternal knowledge. For the implementation of this
analysis, we query GPT-4-Turbo with a specifically
designed prompt to mask the triplet information, as
illustrated in Figure 18. Specifically, in the noisy-
context setting, we implement the query for each
reference document and keep the document un-
changed if there is no relevant information to the
extracted triplet.

The results of the accurate context setting are
shown in Table 14. As we observe, RoOBERTa-
NLI achieves the most significant Neutral labels,
62.64% and 53.70% for evaluated model GPT-3.5-

Table 14: Results for the information masking scenario
in accurate-context setting.

Model Checker Entail Contr Neut
GPT-4 3736  6.28  56.36
GPT-3.5 RoBERTa-NLI 21.82 21.76 62.64
GPT-4 3588 10.88 53.24
GPT-4 RoBERTa-NLI  23.38 2292 53.70
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Figure 19: The results of knowledge checking for evaluated models in the accurate-context setting. The labels Yes,
No and Unsure are the responses to the interrogative sentences generated from knowledge triplets. Each value refers
to the percentage of each checking pairs in the total number of triplets.

Table 15: Results for the information masking scenario
in zero-context setting.

Model Checker Entail Contr Neut
GPT-4 3791 2255 39.54

GPT-3.5 RoBERTa-NLI 35.62 30.72 33.66
GPT4 4333  13.67 43.00

GPT-4  RoBERTa-NLI 34.67 23.00 42.33

Table 16: Results for the information masking scenario
in noisy-context setting.

Model Checker Entail Contr Neut
GPT-4 58.52 6.67 3482
GPT-3.5 RoBERTa-NLI  9.38 10.62  80.00
GPT-4 65.71 6.29  28.00
GPT-4 RoBERTa-NLI 8.57 11.14  80.28

Turbo and GPT-4-Turbo, respectively. The checker
GPT-4-Turbo achieves the second performance.
The results of the zero context setting are in a sim-
ilar pattern with those of accurate-context setting
(Table 15). But in the noisy context setting (Table
16), RoBERTa-NLI outperforms GPT-4-Turbo with
a large margin in the ratio of Neutral labels. The
results may results from the strong bias to internal
knowledge of GPT-4-Turbo when the context is ex-
tremely long, or the RoOBERTa-NLI model has less
associative ability to the memorized knowledge.

E Potential Risks

As hallucination detection techniques become more
refined, there is a risk of overreliance on automated
systems for determining the veracity of informa-
tion. This could reduce critical engagement with
content among users, potentially leading to a lack
of scrutiny when systems fail to give a correct pre-
diction.
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Figure 20: The results of knowledge checking for evaluated models in the noisy-context setting. The label Yes, No
and Unsure are the respones to the interrogative sentences generated from knowledge triplets. Each value refers to
the percentage of each checking pairs in the total number of triplets.
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