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Abstract—Cloud computing platforms like Amazon Web Ser-
vices require scalable methods for analyzing access control
policies and determining which principals can perform which
actions on which resources. Prior work has developed SMT-based
techniques for analyzing access control policies, but enumerat-
ing all allowed principal-resource combinations involves up to
millions of checks, making naive enumeration intractable. We
formalize the access enumeration problem: given sets of principals
and resources with their access control policies, compute all
pairs where access is possible. We present a sound and complete
algorithm that exploits structural independence in access control
formulas: principal policies and resource policies share only
request variables, enabling separate analysis. Our first technique,
projection-based filtering, computes the sets of resources each
principal could potentially access and the sets of principals
each resource could potentially allow, filtering candidate pairs
before joint satisfiability checking. Our second technique applies
model generalization to reuse satisfying assignments across similar
domain elements, reducing SMT solver calls. Evaluation on syn-
thetic benchmarks shows 2.2–5.1× speedup over the baseline, and
production deployment powering a commercial cloud security
feature demonstrates scalability to environments with millions of
principal-resource pairs.

I. INTRODUCTION

Cloud computing platforms now host critical applications in
finance, healthcare, and other sectors handling sensitive data,
motivating the use of formal methods to ensure correct access
control [1–4]. However, modern cloud platforms may have
thousands of principals and resources, each governed by access
control policies that describe under what conditions princi-
pals can access certain resources. Answering basic security
questions, such as which users can access which databases
or what actions each service can perform, requires reasoning
about millions of principal-resource combinations. Because
cloud providers must offer this type of analysis to millions of
customers, scalability in answering such questions is essential.

Prior work has developed SMT-based techniques for reason-
ing about access control policies. Specifically, ZELKOVA [1]
established how to encode individual Amazon Web Services
(AWS) access control policies as SMT formulas, enabling
universal questions to be answered by checking satisfiability
of a single formula representing all possible requests. For
example, this approach can determine whether a policy could
ever allow public access [5].

In this paper, we are interested in approaches to answer
a different question that emerges when performing compre-
hensive security audits: Who can access what? This is not
a single query but an enumeration problem: given thousands
of principals and resources, identify all pairs where access

is possible. A prior approach, called stratified abstraction [6]
(which powers AWS IAM Access Analyzer [7]), addressed
a related problem by summarizing permissions into human-
readable findings, but this approach analyzes each access
control policy independently, leading to computational cost
that grows proportionally with the product of the number
of principals and resources. For organizations with hundreds
to thousands of principals and resources, such an approach
requires thousands to millions of separate analyses, posing a
significant scalability challenge.

The challenge is compounded by practical and operational
requirements. Access enumeration is not an analysis that can
be performed only once: cloud administrators can modify per-
missions by changing access control policies, adding or remov-
ing principals or resources, and cloud platforms continuously
introduce new actions. To provide useful security insights,
access enumeration must be repeated regularly, such as on a
daily or even more frequent basis, to reflect the current state of
each environment. With many customer environments to an-
alyze, each containing thousands of principals and resources,
the aggregate computational cost becomes prohibitive. While
modern cloud platforms offer abundant compute capacity, cost
scales with usage; simply parallelizing a quadratic algorithm
across more machines does not yield a practical solution.

Our main contribution is an algorithm, called projection-
based filtering, that exploits the structure of access control
formulas to decompose them into smaller formulas that are
easier to solve and avoid issuing satisfiability queries for
all pairs of principals and resources. The key observation is
that although there are |P | × |R| principal-resource combina-
tions, the underlying policies decompose into |P | principal-
specific components and |R| resource-specific components.
This decomposition reflects how authorization logic in practice
separates principal and resource concerns, and we deliberately
preserve and exploit this structure. Similar to how database
engines push “selects before joins” [8–10], by analyzing
these components independently, we can often filter the vast
majority of pairs before relatively more expensive joint analy-
sis. To further speed up our approach, we develop a model
generalization technique that reuses satisfying assignments
across similar domain elements to avoid performing a large
number of SMT queries. Because access control policies often
use wildcard patterns, model generalization exploits the fact
that often similar principals will be granted access to similar
resources via similar requests.

Contributions. This paper makes the following contribu-
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Fig. 1. Principals and resources in the accounts of an example AWS
Organization, along with their access control policies. Note that there are
no policies attached to either storage resource in account 111.

tions:
• We formalize the access enumeration problem for de-

scribing who has access to what in cloud systems (Sec-
tion II).

• We present projection-based filtering and model general-
ization, two techniques that exploit the structure of access
control formulas to make enumeration practical at scale
(Section III).

• We implement our techniques in a tool that supports
the full complexity of real cloud policies and services
appearing in AWS (Section IV).

• We evaluate our tool on synthetic benchmarks derived
from real policy configurations (2.2–5.1× speedup over
the baseline), and report on its production deployment
powering a commercial cloud security feature launched
in 2025 (Section V).

Section VI surveys related work, and Section VII concludes.

II. BACKGROUND AND EXAMPLE

To motivate the access enumeration problem we consider an
example financial company using AWS to manage their cloud
organization. We focus on AWS as there exist established
translations for its policies into SMT formulas [1, 11].

In AWS, an organization consists of principals (users, roles,
and services that can perform actions) and resources (data
storage, compute instances, and other cloud services that
can be accessed). In our example, the organization contains
two separate accounts: account 111 contains principals for
company employees and storage resources for internal data,
while account 222 contains principals and storage resources
used by external contractors. In our example, as part of a
compliance audit, the company must produce a comprehensive
report detailing which principals can access which resources
and what actions they can perform across their entire AWS
Organization.

Figure 1 shows a diagram of the accounts, along with
their principals, resources, and policies. Account 111 in-
cludes Alice, an administrator with broad access to company
resources, and Bob, an analyst with read-only access to

financial records during business hours. This account hosts two
AWS S3 Buckets (cloud storage containers): records-2024
and records-2025, containing financial records from each
respective year. Account 222 contains Carol, an external
contractor, and an S3 Bucket named contractor-data
with files shared between the company and contractors.

A. Access Control in AWS

In AWS, access control operates through Identity and
Access Management (IAM) policies: JSON documents that
specify which principals can perform which actions on which
resources under what conditions. A principal’s identity-based
policy constrains which actions it may perform on which
resources, while a resource’s resource-based policy constrains
which principals may access it and what actions they may
perform. Policies can also place additional conditions on other
properties of authorization requests, such as the time the
request was made or the originating IP address.

Whether authorization requests succeed depends on the
combination of all relevant policies. Therefore, producing the
access enumeration (i.e., the set of what principals have access
to what resources) requires a sound and complete analysis
of the access control policies attached to each principal and
resource, and how they are combined and evaluated during
authorization.1

For this example, the key distinction in how access is
granted is between intra-account and cross-account access:

• Intra-account access: If the principal and resource are in
the same account, an authorization request is permitted
if either the principal’s policy or the resource’s policy
allows the request, and no policy denies it.

• Cross-account access: If the principal and resource are in
different accounts, an authorization request is permitted
only if both policies allow it, and no policy denies it.

In other words, intra-account authorization combines policies
with disjunction, while cross-account authorization combines
them with conjunction. This asymmetry complicates reasoning
about who has access to what [11] because the same policies
can produce different results depending on account boundaries.

Table I lists which specific actions are allowed for each
principal-resource pair, drawn from the full list of actions
available in AWS S3, which can be found in the S3 docu-
mentation [13]. We describe three of the cases in detail.

(Bob, records-2024). Bob and records-2024 are both in
account 111, so either policy (identity or resource) allowing
the requested action suffices to grant the action. Bob’s policy
allows actions starting with “s3:Get” on resources whose
names start with “records-”, subject to a time condition. Since
records-2024 starts with “records-” and has no resource policy,
access depends entirely on Bob’s policy. Bob can perform any

1AWS authorization involves several steps and includes other factors not
shown in this example, such as organization-level policies, permission bound-
aries, and session policies. In addition, some accesses such as intra-account
IAM role assumption have different behavior than what we explained above,
which we leave out for brevity. The full authorization logic is documented in
AWS’s IAM documentation [12] and described in prior work [11].
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TABLE I
A COMPLETE LISTING OF ALL POSSIBLE ACCESSES GIVEN THE PRINCIPALS, RESOURCES, AND POLICIES SHOWN IN FIGURE 1.

Principal Resource Allowed Actions

Alice records-2024 s3:AbortMultipartUpload, . . . , s3:UpdateStorageLensGroup
Alice records-2025 s3:AbortMultipartUpload, . . . , s3:UpdateStorageLensGroup
Alice contractor-data s3:PutObject
Bob records-2024 s3:GetAccelerateConfiguration, . . . , s3:GetStorageLensGroup
Bob records-2025 s3:GetAccelerateConfiguration, . . . , s3:GetStorageLensGroup
Bob contractor-data None
Carol records-2024 None
Carol records-2025 None
Carol contractor-data s3:AbortMultipartUpload, . . . , s3:UpdateStorageLensGroup

action whose name starts with “s3:Get” on the S3 Bucket
records-2024 during business hours.

(Alice, contractor-data). Alice is in account 111 and
contractor-data is in account 222, so both policies must allow
the requested action. Alice’s policy allows any action (*) on
any resource (*), while the resource policy on contractor-
data allows Alice to perform only s3:PutObject. Since
Alice and contractor-data belong to different AWS accounts,
access depends on both policies. Alice can perform only
s3:PutObject on contractor-data.

(Bob, contractor-data). Bob is in account 111 and
contractor-data is in account 222, so both policies (identity
and resource) must allow the requested action to grant the
action. Bob’s policy restricts resources to those whose names
start with “records-”, but contractor-data does not. Addition-
ally, the resource policy on contractor-data does not mention
Bob. Either policy alone is sufficient to deny access: Bob’s
policy doesn’t permit contractor-data, and the resource policy
doesn’t mention Bob.

B. Access Enumeration

The goal of access enumeration is to compute the set of
principal-resource pairs for which there exists some action the
principal can perform on the resource. Table I shows the access
enumeration for our example, produced by analyzing all nine
principal-resource pairs. For each pair, we want to determine
whether there exists an authorization request (including a
specific action, time of the request, source IP, and other
parameters) that would be permitted by the given policies.
For pairs where access is possible, Table I further enumerates
which actions are permitted for each pair.

Determining whether access is possible is a satisfiability
problem: policies impose constraints on request parameters
(e.g., Bob can only access records during business hours),
resource and action names must match wildcard patterns, and
multiple policies interact to produce authorization decisions.
Prior work has developed SMT-based techniques for reasoning
about such policies. ZELKOVA established how to encode
individual policy documents as SMT formulas [1], enabling
checks such as whether a policy could allow unrestricted
public access [5]. IAM-MULTIPOLICYANALYZER extended
this foundation to model the complete AWS authorization
engine, capturing how multiple policy types (identity-based

policies, resource-based policies, permission boundaries, and
organization-level policies) combine to produce authorization
decisions [11].

While the IAM-MULTIPOLICYANALYZER encoding han-
dles the intricate interaction of all policy types, we can express
the resulting formula in a way that separates principal and
resource concerns. For principal p and resource r, we construct
a formula φ(p,r)(V ) that is satisfiable if and only if p can
access r under some assignment to the request variables V .
Here V is a fixed set of variables, one for each property of an
authorization request, including the action requested, the time
of the request, and the source IP address. An assignment to
V maps each to a concrete value. This formula has the form:

φ(p,r)(V ) = fp(r, V )⊗ fr(p, V ) (1)

where fp(r, V ) encodes the collection of policies governing
what principal p can access, fr(p, V ) encodes policies gov-
erning who can access resource r, and ⊗ is disjunction (∨) for
intra-account pairs or conjunction (∧) for cross-account pairs.

Importantly, the formula φ(p,r)(V ) depends on the specific
policies attached to p and r. Different principals have differ-
ent identity-based policies; different resources have different
resource-based policies. In our illustrative example, we get
formulas like:

φ(Alice,contractor-data)(V ) = fAlice(contractor-data, V )

∧ fcontractor-data(Alice, V )

φ(Carol,contractor-data)(V ) = fCarol(contractor-data, V )

∨ fcontractor-data(Carol, V )

The straightforward approach to access enumeration is to
generate φ(p,r)(V ) for every principal-resource pair, and check
the satisfiability of each independently. This approach is sound
and complete by construction, as it relies on IAM-MULTI-
POLICYANALYZER’s established formalization of AWS au-
thorization [11]. However, with |P | principals and |R| re-
sources, this requires |P | × |R| satisfiability checks. For
production systems with hundreds to thousands of principals
and resources, this yields many thousands to millions of
SMT solver queries. While each individual query may be
tractable, the sheer number of queries makes comprehen-
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sive access enumeration computationally infeasible at scale.2

Moreover, this approach fails to take advantage of shared
structure across the set of formulas. For example, both for-
mulas φ(Alice,contractor-data)(V ) and φ(Carol,contractor-data)(V ) share
the resource component fcontractor-data.

III. EFFICIENT ACCESS ENUMERATION

The key observation is that although there are |P | × |R|
combined formulas φ(p,r), there are only |P | distinct prin-
cipal formulas fp and |R| distinct resource formulas fr. Our
approach exploits this structure in two ways: first, by analyzing
principal and resource components independently to filter
infeasible pairs before joint satisfiability checking; and sec-
ond, by reusing satisfying assignments across similar domain
elements to reduce SMT solver calls during enumeration.

This section formalizes the access enumeration problem
(Section III-A), introduces projection-based decomposition to
filter candidate pairs (Section III-B), develops model gener-
alization (Section III-C), and combines these into a sound
and complete algorithm (Section III-D). Finally, we extend
our approach to enumerate the specific actions each principal
can perform on each resource (Section III-E).

A. Problem Definition

Let P be a finite set of principals and R a finite set of
resources. Recall from Section II-B that for each principal-
resource pair (p, r), we can generate a formula φ(p,r)(V )
(Equation 1) that encodes whether p could be authorized
to access r under some assignment to the request variables
V .3 Let V denote the request variables, which in AWS IAM
include, for example, the action to be performed, the time
of the request, the source IP address, and other contextual
properties.

Definition 1 (Access Enumeration). Given sets P of principals
and R of resources, the access enumeration problem is to
compute the set A of all pairs (p, r) ∈ P × R such that
principal p can perform some action on resource r under some
valid authorization request. Formally, this is the set:

A = {(p, r) | φ(p,r)(V ) is satisfiable}

In our running example, we have P = {Alice,Bob,Carol}
and R = {records-2024, records-2025, contractor-data}. The
set of access-admitting pairs A, and the solution to the
access enumeration problem for the principals and resources in
Figure 1, is given in Table I. This formulation captures direct
access from a principal to a resource. Indirect access, such as
a principal assuming a role that in turn accesses a resource, is
not represented as a single pair, although each step in such a
chain is itself an access-admitting pair. Enumerating indirect
access paths is beyond the scope of this paper.

2For pairs where access is possible, determining which actions are permitted
requires further analysis. This extension is discussed in Section III-E.

3To be precise, the formula depends on the set of access control policies.
Throughout this section, we assume a fixed collection of policies is given,
allowing us to focus on the computational aspects without explicitly parame-
terizing formulas by policy sets. This assumption is without loss of generality.

B. Decomposing Formulas

Following prior work [11], the formulas representing access
control for a given principal p and resource r have specific
structures.

Definition 2 (Structure of Access Control Formulas). Each
formula φ(p,r)(V ) has the structure:

φ(p,r)(V ) = fp(r, V )⊗ fr(p, V )

where fp(r, V ) encodes the policies governing what principal
p can access, fr(p, V ) encodes the policies governing who
can access resource r, and ⊗ ∈ {∧,∨} is determined by the
relationship between p and r. In AWS IAM, ⊗ = ∧ for cross-
account pairs and ⊗ = ∨ for intra-account pairs.

Although we have |P |×|R| formulas of the form φ(p,r)(V ),
the structural decomposition reveals that we only have |P |
distinct principal formulas fp(r, V ) (one per principal) and
|R| distinct resource formulas fr(p, V ) (one per resource).
The first key insight behind our approach is to analyze these
component formulas in isolation: by precomputing which
resources each principal’s policies could potentially permit
access to, and which principals each resource’s policies could
potentially allow, we can dramatically reduce the number of
joint satisfiability checks required.

Definition 3 (Principal and Resource Projections). For each
principal p ∈ P , define the resource projection:

πR(p) = {r ∈ R | ∃V. fp(r, V )}

Symmetrically, for each resource r ∈ R, define the principal
projection:

πP (r) = {p ∈ P | ∃V. fr(p, V )}

Note that πR(p) ⊆ R for each p, and similarly πP (r) ⊆ P
for each r.

In our running example, Bob’s policy restricts access
to resources starting with “records-,” so πR(Bob) =
{records-2024, records-2025}. Regardless of whether the prin-
cipal and resource are in the same account, we know
that Bob does not have access to contractor-data. The re-
source policy on contractor-data allows only Alice, yield-
ing πP (contractor-data) = {Alice}. Since neither records-
2024 nor records-2025 has a policy, πP (records-2024) =
πP (records-2025) = ∅.

As illustrated by the above examples, projections can be
used to filter out principal-resource pairs.

Theorem 1 (Projection-Based Filtering). For any princi-
pal p ∈ P , resource r ∈ R, and corresponding formula
φ(p,r)(V ) = fp(r, V )⊗ fr(p, V )

1) If r /∈ πR(p) and p /∈ πP (r), then φ(p,r)(V ) is
unsatisfiable.

2) If ⊗ = ∧ and either r /∈ πR(p) or p /∈ πP (r), then
φ(p,r)(V ) is unsatisfiable.

Proof. For case (1): If r /∈ πR(p), then ¬∃V. fp(r, V ), so
fp(r, V ) is unsatisfiable. Similarly, if p /∈ πP (r), then fr(p, V )
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is unsatisfiable. When both conditions hold, neither component
can be satisfied, making fp(r, V ) ⊗ fr(p, V ) unsatisfiable
regardless of ⊗.

For case (2): When ⊗ = ∧, both fp(r, V ) and fr(p, V ) must
be satisfiable for the conjunction to hold. If either projection
fails, the corresponding component is unsatisfiable, making the
entire conjunction unsatisfiable.

Theorem 1 allows us to avoid checking satisfiability for
many principal-resource pairs by proving them unsatisfiable
through projection analysis alone.

We write candidate pairs P ⊆ P×R to denote all principal-
resource pairs that are not proven unsatisfiable by Theorem 1.

C. Model Generalization

Computing each projection is an instance of the finite-
domain model enumeration problem.

Definition 4 (Finite-Domain Model Enumeration). Given
ψ(x, V ) where x ranges over a finite domain D, the finite-
domain model enumeration problem is to compute the set

{d ∈ D | ∃V. ψ(d, V )}

For example, computing πR(p) requires finding all the
resources r ∈ R such that fp(r, V ) is satisfiable. The naive
approach to finite-domain model enumeration issues one SMT
solver call per domain element, which in the case of fp(r, V )
would require |R| satisfiability queries.

Our next key insight is to avoid so many satisfiability
queries by exploiting the following simple observation. Sup-
pose the solver has found a resource rsolved together with a
concrete, complete assignment csolved to the request variables
that satisfies the formula fp(rsolved, csolved). Because of how
policies are usually written, there often exist many other
resources for which the same context would make the formula
satisfied. Therefore, we can iterate over every rcheck ∈ R and
simply check if the formula fp(rcheck, csolved) is valid. Such
a validity check is much cheaper than a satisfiability check (it
just requires evaluating a formula); when a formula is valid
for a value rcheck ∈ R, we can add rcheck to the solution set
πR(p) and avoid a satisfiability query.

Algorithm 1 presents finite-domain model enumeration with
model generalization. For a given formula ψ(x, V ), the algo-
rithm maintains a set C of previously discovered satisfying
assignments to the variables V . For each domain element d
in the domain D, the algorithm first attempts to reuse each
context in C by checking if the formula remains satisfied
when d is substituted for the original domain value. If any
context reuse succeeds, d is added to the result via simple
evaluation rather than an SMT solver call. Otherwise, the
solver is invoked to find a new satisfying context; if satisfiable,
this new context is added to C for future reuse.

Theorem 2 (Correctness of Model Generalization). Algo-
rithm 1 correctly computes the set {d ∈ D | ∃V. ψ(d, V )}.

Proof. Soundness: Every element d added to S satisfies the
condition ∃V. ψ(d, V ). This holds because d is added only if

Algorithm 1 Finite-Domain Model Enumeration with Gener-
alization
Require: Formula ψ(x, V ), finite domain D
Ensure: Set S = {d ∈ D | ∃V. ψ(d, V )}

1: S ← ∅, C ← ∅ ▷ Store results and discovered contexts
2: for d ∈ D do
3: found← false
4: for c ∈ C do ▷ Try to reuse existing contexts
5: if ψ(d, c) is true then
6: S ← S ∪ {d}, found← true
7: break
8: if ¬found then ▷ No existing context, call SMT
9: if ψ(d, V ) is satisfiable with context cnew then

10: S ← S ∪ {d}, C ← C ∪ {cnew}
11: return S

either (1) a reused context c satisfies ψ(d, c), or (2) the SMT
solver finds ψ(d, V ) satisfiable with a new context.

Completeness: Every element d ∈ D such that ∃V. ψ(d, V )
is included in S. If no context reuse succeeds for d, the
algorithm explicitly checks satisfiability of ψ(d, V ), ensuring
no satisfiable elements are missed.

Model generalization is effective when many domain el-
ements are satisfied under similar assignments to the vari-
ables V . This is common in access control policies, where
wildcards like records-* (the predicate accepting strings
that start with “records-”) match multiple resources under
identical request contexts. Notably, the two techniques are
complementary: filtering is most effective in environments
with restrictive policies, where many principal-resource pairs
can be ruled out; model generalization is most beneficial when
policies grant broad permissions, since one satisfying context
(the model) is more likely to transfer across similar queries.

Returning to the running example, consider computing
πR(Bob), the set of resources to which Bob’s identity policy
grants access. The SMT solver determines that the formula
fBob(records-2024, V ) is satisfiable by finding the context

c = {action ↦→ s3:GetObject, time ↦→ 12}.

To check records-2025, we simply evaluate the formula
fBob(records-2025, c) under this existing context. Since both
resources match the records-* pattern and the time con-
dition remains valid, the formula evaluates to true; therefore
records-2025 ∈ πR(Bob) without requiring an additional
SMT solver call. This single context discovery enables us to
determine Bob’s access to both records buckets with only one
satisfiability query instead of two.

D. Access Enumeration Algorithm

Algorithm 2 combines decomposition and model generaliza-
tion to solve access enumeration efficiently. The algorithm first
uses model generalization to compute the projections πR(p)
(for each principal p) and πP (r) ⊆ P (for each resource r)
and only checks satisfiability of the pairs that are not filtered
by Theorem 1.
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Algorithm 2 Access-Admitting Pair Enumeration
Require: Principal set P , resource set R
Ensure: Access-admitting pairs A = {(p, r) |

φ(p,r)(V ) is satisfiable}
1: for p ∈ P do ▷ Compute resource projections
2: πR(p)← MODELGENERALIZATION(fp(r, V ), R)
3: for r ∈ R do ▷ Compute principal projections
4: πP (r)← MODELGENERALIZATION(fr(p, V ), P )
5: C ← {(p, r) ∈ P ×R | (r ∈ πR(p) ∨ p ∈ πP (r)) ∧ ([⊗ =
∨] ∨ (r ∈ πR(p) ∧ p ∈ πP (r)))}

6: A ← ∅
7: for (p, r) ∈ C do ▷ Verify remaining candidates
8: if φ(p,r)(V ) is satisfiable then
9: A ← A∪ {(p, r)}

10: return A

Example 1 (Running Example Trace). Per
our example, let P = {Alice,Bob,Carol} and
R = {records-2024, records-2025, contractor-data}. First, the
projection of Bob is πR(Bob) = {records-2024, records-2025}
using one SMT call plus context reuse, while πR(Alice) = R
due to her permissive administrator-access policy. Second,
πP (contractor-data) = {Alice} and as previously
explained, πP (records-2024) = πP (records-2025) = ∅
as these resources have no policies which could grant
access. Line 5 filters out (Bob, contractor-data) since
contractor-data /∈ πR(Bob) and Bob /∈ πP (contractor-data).
Lines 7–9 verify the remaining candidates, confirming that
principal-resource pairs such as (Alice, contractor-data) and
(Bob, records-2024) are satisfiable.

The following corollary establishes soundness and com-
pleteness of Algorithm 2 and follows from Theorem 1 and
Theorem 2.

Corollary 1 (Correctness of Access-Admitting Pair Enumera-
tion). Algorithm 2 computes exactly the set of access-admitting
pairs:

A = {(p, r) ∈ P ×R | φ(p,r)(V ) is satisfiable}

The computational complexity of our algorithm can be
analyzed in terms of SMT solver calls. Computing projections
naively would require |P | × |R| calls for resource projections
and |R|×|P | calls for principal projections, totaling 2|P |×|R|
SMT queries (though on the smaller formulas fp(r, V ) and
fr(p, V ) rather than φ(p,r)). However, model generalization
reduces this cost: in the best case where contexts generalize
perfectly across domain elements, we require only |P | + |R|
SMT calls (one per principal and one per resource). In practice,
access control policies with wildcards like records-* and
s3:Get* enable significant context reuse. Combined with
aggressive filtering that eliminates most candidate pairs, our
approach reduces total computational cost compared to the
naive |P | × |R| joint satisfiability checks, as demonstrated in
Section V. The number of solver calls in the verification loop

may be further reduced by reusing satisfying contexts dis-
covered during the projection loops, for example by grouping
candidate pairs that share a principal or a resource. However,
during verification both the principal and resource components
of ϕp,r(V ) vary across iterations, limiting the potential of
generalization compared to the projection phase. We leave
exploration of this optimization to future work.

E. Action Enumeration

Algorithm 2 computes which principal-resource pairs admit
access. For compliance and auditing purposes, it is often
useful to also determine the specific actions each principal
can perform on each resource, as shown in Table I.

Let Act denote the finite set of actions relevant to a given
resource type. For example, S3 buckets support more than
a hundred individual actions, such as s3:GetObject and
s3:PutObject.

Definition 5 (Action Enumeration Problem). The action enu-
meration problem is to compute all triples (p, r, a) such that
principal p can perform action a on resource r:

{(p, r, a) | a ∈ Actr ∧ ∃V ′. φ(p,r)(a, V
′) is satisfiable}

For each access-admitting pair (p, r) ∈ A, determining the
permitted actions is precisely an instance of the finite-domain
model enumeration problem (Definition 4) with domain D =
Actr and formula ψ(a, V ′) = φ(p,r)(a, V

′).
The key insight is that our model generalization technique

(Algorithm 1) applies directly to this problem. Access control
policies commonly use action wildcards like s3:Get* or
s3:*, meaning that a single satisfying context often gen-
eralizes across multiple actions. For example, if a specific
authorization request context c = {time ↦→ 12, IP ↦→ internal}
satisfies the formula for action s3:GetObject, it likely
also satisfies the formula for s3:GetObjectVersion,
s3:GetObjectAcl, and other actions beginning with
“s3:Get.”

Therefore, action enumeration for each pair (p, r) ∈ A can
be computed efficiently using the same model generalization
approach, avoiding the naive approach of issuing |Actr| inde-
pendent SMT queries. The extent of this benefit depends on the
contents of the policies involved. Policies using broad action
wildcards such as s3:* may let a single context cover many
actions, whereas policies that enumerate individual actions
offer fewer opportunities for reuse.

IV. IMPLEMENTATION

We implemented our approach in a tool for performing
access enumeration for AWS environments. The input to our
tool is a description of a target AWS environment to be
analyzed, such as an account or an organization, including
principals P , resources R, and all relevant access control
policies. The output is the set of access-admitting pairs
A ⊆ P × R. Each (p, r) ∈ A can then be analyzed further
to provide the administrators of the analyzed environment
more thorough information about the access control posture
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of their AWS estate, such as enumerating the actions that p
could be authorized to perform on r (as in Section III-E).
One application built using our tool applies the stratified
abstraction algorithm to each (p, r) ∈ A to produce a full
listing of possible access paths from p to r, describing all
combinations of actions and condition values that could be
allowed [6]. We provide statistics about this application in
Section V-B.

Our tool is itself implemented as a cloud application on
AWS. The workflow of Algorithm 2 is orchestrated using
AWS Step Functions [14]. Projection computation for each
principal and resource (lines 1–4) is performed using AWS
Lambda Functions configured with approximately 5 GB of
memory [15], as are the computation of candidate pairs (line
5) and the final verification step for each pair (lines 7–9).
The encoding produces constraints over strings together with
other theories such as bitvectors and integers. For computing
satisfiability results, each Lambda Function therefore uses a
portfolio of SMT solvers, including cvc5 [16] and z3 [17],
taking the first result returned. Running multiple solvers im-
proves robustness, as their relative performance varies across
the range of queries our encoding generates.

Our implementation is also designed with the practical
considerations of running production workloads in mind. For
example, we use parallelism to process the for loops in
Algorithm 2, taking advantage of the Map State feature of
AWS Step Functions. While in theory it may be possible to
simply run all iterations of each loop at the same time, such
an approach would lead to separate workloads contending for
the same compute resources and could significantly lower the
overall throughput of our application. Passing intermediate
results between Lambda Functions as part of the workflow also
incurs I/O overhead, and it is important to avoid and manage
contention here as well. These constraints highlight another
advantage of our approach: reducing total work, rather than
simply exploiting parallelism, is essential for scalable, cost-
effective access enumeration.

V. EVALUATION

We evaluated our approach using the following research
questions.

RQ1: Algorithmic Component Analysis. How do decompo-
sition and model generalization individually contribute
to performance compared to the naive baseline?

RQ2: Production Deployment Effectiveness. How does our
tool perform when deployed in real-world applications
with practical policy configurations?

Experiments designed to answer these questions are de-
scribed below. Please note that performing these experiments
requires access to the proprietary IAM-to-SMT encoding,
which we are unable to release for independent reproduction.

A. RQ1: Algorithmic Component Analysis

To understand the contribution of each algorithmic com-
ponent in our approach, we ran an ablation experiment to
compare the following three configurations.

Fig. 2. Runtime scaling across configurations. Decomp + Model Gen
achieves 2.2–5.1× speedup over No Decomp, with the gap generally widening
at larger scales.

• Decomp + Model Gen: Decomposition via projection-
based filtering, applying model generalization when com-
puting the projections (i.e., the complete approach de-
scribed in Section III).

• No Model Gen: Decomposition via projection-based
filtering, but naive enumeration for projections (i.e., the
technique in Section III-B is enabled but the one in
Section III-C is disabled).

• No Decomp: No decomposition, leading to an indepen-
dent satisfiability check for each (p, r) ∈ P × R (i.e.,
without any of the techniques presented in this paper).

To perform this experiment and determine the contributions
of each method, we deployed the implementation described in
Section IV to a non-production environment with additional in-
put options for switching between the different configurations
(the production version only runs the full algorithm). Decomp
+ Model Gen is our approach as given in Algorithm 2, and the
environment matches the production deployment of our tool.
For No Model Gen, the AWS Lambda Functions computing
the per-principal and per-resource projections were altered to
disable the model generalization optimization (Section III-C).
For No Decomp, the AWS Step Functions workflow was con-
figured to skip projection computation and candidate filtering,
and proceed with joint access analysis for each (p, r) ∈ P×R.
This last configuration represents the baseline: directly ap-
plying the approach from prior work [11] to each principal-
resource pair, without decomposition or model generalization.
Note that model generalization as an optimization is enabled
by decomposition: different principal-resource pairs involve
different principal policies, different resource policies, and
potentially different operators (∧ vs ∨), obscuring the shared
structure for contexts to generalize across. For this reason there
is no experiment configuration with model generalization but
without decomposition.

a) Benchmarks: We generated synthetic benchmarks by
scaling real AWS account configurations owned by our orga-
nization. We use synthetic benchmarks here rather than real
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production inputs because the latter include content (access
control policies) authored by AWS customers. These cannot
be analyzed or accessed outside the production setting, where
only the full algorithm runs and the No Decomp baseline
would in any case be prohibitively expensive at scale. Our goal
was to create a collection of inputs scaling to larger sizes while
preserving the structures of realistic policy documents, which
are difficult to synthesize from scratch. We extracted IAM
principals (roles and users), Amazon S3 Buckets [13], and
DynamoDB Tables [18], along with their associated identity
and resource policies, from a few separate AWS accounts.
To produce each benchmark, we expanded a source account
by randomly selecting 10 principals and 10 resources and
duplicating them along with their policy documents. Identifiers
for duplicated entities are added to other policies referenc-
ing their original principal or resource with low probability
(0.25), producing sparse access patterns consistent with least-
privilege best practices. We generated 10 benchmark inputs
with |P | × |R| ranging from 41,173 to 901,582; to validate
scaling behavior, we also evaluated on a larger input with
|P | × |R| = 1, 685, 583.

For each benchmark, we ran each configuration three times
and report median runtimes. Because our tool runs on AWS
cloud infrastructure, duration can vary across identical runs
due to factors such as AWS Lambda cold starts and scaling de-
lays, or variable polling latencies when transitioning between
states in AWS Step Functions. The resulting median variance
observed across identical runs was 3.4%.

b) Results: Figure 2 shows runtime scaling across con-
figurations for our experiment. The Decomp + Model Gen
configuration achieves 2.2–5.1× speedup over No Decomp,
with the improvement generally increasing at larger scales:
from 2.2× at 41K pairs to 4.5× at 1.69M pairs (with the
largest observed speedup of 5.1× at 686K pairs). Model
generalization contributes 1.1–1.6× additional speedup over
No Model Gen. At 901K pairs, Decomp + Model Gen
completes in 27.0 minutes compared to 103.2 minutes for No
Decomp (3.8× speedup). For the largest input (1.69M pairs),
Decomp + Model Gen completed in 38.0 minutes versus
170.1 minutes for No Decomp (4.5× speedup). The speedup
is driven primarily by filtering effectiveness: projection-based
filtering (applied in both the Decomp + Model Gen and No
Model Gen configurations) eliminates 49.6–79.1% of candi-
date pairs before joint analysis, with effectiveness increasing
at larger scales.

c) Findings: To answer RQ1: decomposition provides
the primary performance benefit (2.2–5.1× speedup), while
model generalization contributes a more modest additional
improvement (1.1–1.6×). Filtering effectiveness increases at
larger scales, eliminating up to 79% of candidate pairs before
joint analysis.

B. RQ2: Production Deployment Effectiveness

The synthetic benchmarks in RQ1 were designed to reflect
least-privilege practices, producing sparse access patterns.

Fig. 3. Filtering effectiveness vs. input size over six months of production
inputs in a large region (log scale). Each point shows the mean proportion of
pairs requiring joint analysis after filtering, aggregated into buckets (e.g., the
point at 2K includes production requests where 1, 000 < |P ×R| ≤ 2, 000).
Error bars show standard deviation.

While least-privilege is a security best practice, real-world en-
vironments may vary in how strictly they follow it. To validate
our approach under realistic conditions, we report aggregate
metrics from production deployment over a six-month period
in a major region. Our tool has been deployed since 2025
as part of a commercial cloud security feature that analyzes
internal access to critical resources. The feature allows security
teams to specify critical resources (such as S3 buckets or
DynamoDB tables containing sensitive data) and identifies
which IAM roles and users within their organization have
access to those resources. Due to confidentiality constraints,
we report averages and ranges rather than exact values or
counts.

a) Input Size: Target AWS environments to be analyzed
varied widely, ranging from hundreds to tens of thousands
of principals. The number of resources was typically smaller,
reflecting the design of the security feature built using our
tool, which requires customers to specify particular “critical”
resources for analysis. The largest analyzed environments
involved several million principal-resource pairs.

b) Runtime and Throughput: The daily p99 (99th per-
centile) end-to-end latency of our tool, per target environment
analysis, ranged from 3.5 minutes to over 50 minutes. The
daily count of successful analyses ranged from a few thousand
up to tens of thousands. The total number of analyses per day
that exceeded the 4 hour analysis time limit ranged from 0 to
5.

c) Filtering Effectiveness: When analyzing real-world
AWS environments, decomposition and filtering is generally
more effective at larger scales. Figure 3 shows the average
proportion of (p, r) pairs remaining after filtering that required
joint analysis (i.e., |C|/|P ×R|) across different sizes of real-
world inputs analyzed in production. The data shows that
filtering effectiveness tends to increase with input size. For
small inputs with |P × R| < 1000, the average proportion
of remaining pairs was 0.84, meaning filtering removed only
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around 16%, while for inputs with |P ×R| greater than 500K
the average proportion of remaining pairs was 0.03; that is,
filtering removes 97% of all pairs. This pattern suggests that
larger AWS environments tend toward sparser access patterns,
consistent with least-privilege practices, making our approach
most effective precisely where naive enumeration would be
most costly. More generally, the gains from our approach
depend on the density of allowed accesses. Filtering only
removes pairs for which no access is possible, so environments
where a large fraction of pairs admit access offer less to filter.
Model generalization behaves in the opposite way, becoming
more effective as policies grant broader permissions and a
single satisfying context transfers across more pairs. The two
techniques are therefore complementary across the range of
access densities.

d) Findings: To answer RQ2, our tool performs well in
production, with effectiveness of our approach increasing at
scale. When analyzing large environments (|P ×R| > 500K),
filtering eliminates 97% of pairs before joint analysis, while
smaller environments see more modest benefits (16% elimi-
nation for |P ×R| < 1000). This confirms that our approach
provides the greatest benefit for the large-scale analyses where
naive enumeration would be prohibitively expensive. The
system handles production workloads with p99 latency under
50 minutes with rare timeouts, and supports thousands of
analyses per day.

VI. RELATED WORK

Access control policies can be formalized using various
approaches, each with distinct trade-offs in expressiveness and
complexity [2, 3, 19, 20]. In terms of industrial impact, the
most successful technique was established by ZELKOVA [1],
which provided a foundational approach for encoding AWS
access control policy semantics into SMT formulas, enabling
automated reasoning. This work has spawned several exten-
sions that build on its SMT-based foundations to address
different aspects of policy analysis [5, 6, 11].

Backes et al. [6] developed stratified abstraction on top
of ZELKOVA to produce human-readable summaries of the
permissions granted by IAM policies. This approach powers
AWS’s IAM Access Analyzer service and handles policy
explanation when complete policy information is unavailable
(e.g., analyzing cross-account access where external account
policies are unknown). In such scenarios, the abstraction tech-
nique assumes conservative bounds on external permissions.
However, when all relevant policies are available for analysis
(as is common in comprehensive organizational audits), this
approach faces a quadratic explosion in complexity. Each
principal-resource pair requires independent analysis across all
applicable policies, leading to computational costs that grow
quadratically with the number of entities. Our decomposition
approach specifically addresses this scalability challenge by
exploiting the structure of complete policy sets to avoid
redundant computation, making comprehensive enumeration
manageable even when precise analysis of all policies is
required.

Barnett et al. [11] extend the ZELKOVA foundation through
IAM-MULTIPOLICYANALYZER, which models the complete
AWS authorization engine by handling multiple interacting
policy types. Their modular formalization addresses cor-
rectness verification across different policy types using a
domain-specific language for composing individual policy
analyses. Our work builds on top of IAM-MULTIPOLICY-
ANALYZER’s comprehensive policy modeling capabilities,
leveraging its sound multi-policy formalization as the foun-
dation for our enumeration approach. While IAM-MULTI-
POLICYANALYZER focuses on correctness verification of in-
dividual queries, we extend this foundation to address the
enumeration scalability problem across large sets of principals
and resources.

Access enumeration, and the finite-domain model enumera-
tion problem, share similarities to solution enumeration prob-
lems as studied in propositional logic such as All-SAT [21, 22]
and All-SMT [23, 24]. However, there are key differences that
make techniques for those problems difficult to apply. For the
access enumeration problem (Definition 1), there is not one
singular SMT formula whose satisfying assignments corre-
spond to the solution; instead, each access control formula
φ(p,r)(V ) is constructed from separate principal and resource
policies. While in principle one could construct a singular for-
mula, it would require encoding individual constraints inside
the same formula for each principal, resource, and policy in
the AWS environment to be analyzed, resulting in formulas
whose size grows with P × R and whose structure obscures
the relationships and domain knowledge about access control
that our decomposition exploits.

The finite-domain model enumeration problem (Defini-
tion 4) is similar to the problem of projected model enu-
meration [25, 26]. However, in our setting the variables do
not range over domains that can be implicitly defined such
as integers or bitvectors, but rather explicit sets of concrete
values that lack succinct logical characterization (for example,
the precise identifiers of all principals or resources in an
AWS environment). Adapting existing techniques to solve the
finite-domain enumeration problem would require encoding
in the formula each element of the finite domain, again
resulting in a large formula whose size grows with P × R
and makes it difficult to take advantage of the similarities
between how different domain elements are allowed access.
Model sampling techniques in SAT and SMT (for example,
[27–29]) offer efficient methods for generating representative
subsets of satisfying assignments for formulas, but security
audits and compliance verification require completeness: every
access-admitting pair must be identified, not just a statistically
representative sample. Closely related to model generalization,
Reynolds et al. [30] reuse counterexamples and unsatisfiability
cores across related SMT queries to reduce solver calls in
enumerative syntax-guided synthesis. However, their setting
involves synthesizing an unknown formula, whereas in our
setting the formulas are known and correspond to the SMT
encoding of access control policies [1]. Therefore, we reuse
satisfying assignments to confirm results across a finite domain
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rather than pruning a candidate search space.
The idea of decomposition presented in this paper is similar

to the notion of query planning performed by database engines
when optimizing queries [8]. Specifically, the idea of pushing
selects before joins—a fundamental optimization known as
predicate pushdown [9]—can be seen as analogous to what
our work does when computing principal-resource relations
by first selecting the candidates based on principal policies
and resource policies alone, and then computing the more
expensive “join” only on the selected candidate pairs. This
optimization mirrors how database query optimizers reduce
intermediate result sizes by applying filters early in the execu-
tion plan [31], thereby minimizing the data that flows through
expensive operations.

VII. CONCLUSION

We have presented a decomposition-based approach for
enumerating principal-resource access in cloud environments.
Our key techniques, projection-based filtering and model
generalization, exploit the structural independence of access
control formulas to reduce the number of SMT solver calls
required for comprehensive enumeration. Evaluation on syn-
thetic benchmarks shows 2.2–5.1× speedup over the baseline,
with filtering effectiveness increasing at larger scales. Pro-
duction deployment powering a commercial cloud security
feature confirms these results: for large environments, our
approach eliminates up to 97% of candidate pairs before joint
analysis, making comprehensive access enumeration practical
for security auditing and compliance verification. We believe
model generalization may apply more broadly to settings
where many related satisfiability queries share structure, and
that further analysis of its effectiveness and the finite-domain
model enumeration problem more generally are promising
directions for future work. In particular, our current technique
reuses concrete satisfying assignments; reusing a more general,
symbolic characterization of satisfying assignments is a natural
next step. Another direction is incremental analysis. Our sys-
tem analyzes static snapshots and re-runs analysis periodically
to reflect changes, but when only a single policy changes
much of the prior computation remains valid. Reusing cached
projections and satisfying contexts to avoid recomputation
from scratch could substantially reduce the cost of keeping
analyses current.
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