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Abstract—Anomaly detection, also referred to as one-class classifi-
cation, plays a crucial role in identifying product images that deviate
from the expected distribution. This study introduces Data-centric
Anomaly Detection with Diffusion Models (DCADDM), presenting
a systematic strategy for data collection and further diversifying the
data with image generation via diffusion models. The algorithm
addresses data collection challenges in real-world scenarios and
points toward data augmentation with the integration of generative
Al capabilities. The paper explores the generation of normal images
using diffusion models. The experiments demonstrate that with 30%
of the original normal image size, modeling in an unsupervised setting
with state-of-the-art approaches can achieve equivalent performances.
With the addition of generated images via diffusion models (10%
equivalence of the original dataset size), the proposed algorithm
achieves better or equivalent anomaly localization performance.
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I. INTRODUCTION

Anomaly detection in product images through machine
learning plays a pivotal role in ensuring product quality
control. The application of imaging and computer vision
algorithms has streamlined various processes, including in-
spection, defect reporting, retrieval of defective products, and
related procedures [1], [2], [3], [4]. Humans possess an innate
ability to discern expected variances in datasets and outliers
after viewing only a few normal images [5]. Motivated by
this observation, researchers have introduced diverse unsuper-
vised approaches. Distribution-based algorithms like Padim
[6] and Patchcore [5] create a distribution of patch-level
features from normal images. Abnormal regions in testing
images are identified by calculating the distance of image
features to the distribution. Autoencoder-based methods are
trained to minimize reconstruction loss, identifying anomalies
in testing images exhibiting significant reconstruction loss
[71, [8]. Alternatively, Generative Adversarial Network (GAN)
based techniques [9], [10] employ adversarial training. A
recent state-of-the-art method is EfficientAD [11], designed
to meet real-time computer vision application requirements.
This approach employs a student-teacher framework, where
the student network predicts features extracted from normal
images, and an anomaly is identified when the student fails to
do so.

To counter the shortage of normal product images and re-
duce the effort of data collection, current research emphasizes
data augmentation/data generation through stable diffusion
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Fig. 1: Foreground-aware dataset augmentation with diffusion
models

and image inpainting. Traditional augmentation techniques
like rotations and flips often lack diversity along critical
semantic axes in the data. Stable diffusion, leveraging text-to-
image generation, proves effective in generating novel visual
concepts [12], [13], [14].

Image inpainting is a computer vision technique employed
to restore or fill in missing or damaged regions within an image
[15]. The goal is to generate a visually plausible completion of
the damaged / missing areas based on the surrounding context
and instruction prompts. EditorBench proposed by Google
Research is providing a systematic benchmark for text-guided
image inpainting [16]. Imagic, claimed to be a preferred tool
by human raters, is generating a text embedding aligning with
both the input image and the target text [17].

In this paper, an algorithm for Data-centric Anomaly Detec-
tion with Diffusion Models is proposed. During the diffusion
processes, the diffusion model is fine-tuned with domain-
specific normal images. A systematic strategy of data col-
lection is proposed to significantly reduce the data-collection
effort without sacrificing model performance. Highlighted
results in three image domains are shown in Fig. 1, where
the proposed algorithm is benchmarked against Padim and
Patchcore measured with the metrics of AUROC and F1-
Score on pixel-level. With fore-ground aware variance added
to the dataset, the model is able to produce superior anomaly
localization result.

The paper is organized as follows. In the Section II, a
summary is provided on the works that are related with
anomaly detection, and stable diffusion. The problem is then



formalized and the proposed approach is detailed in Section
III. In Section IV, the experiments conducted in this study is
included. Section V illustrates the ablation study and Section
VI draws the conclusion. More qualitative results are included
in Appendix A.

II. RELATED WORKS

Anomaly Detection Modern methods for anomaly detection
can be divided into two main paradigms, namely deep Feature-
based methods and Reconstruction-based methods. Feature-
based methods use CNN to extract meaningful vectors de-
scribing an entire image for anomaly detection or an image
patch for anomaly localization. Self-supervised learning has
been used in the past to learn image features [18], [19], [20],
often solving auxiliary tasks. In anomaly detection, [21] have
demonstrated that high-quality features facilitate the detection
of anomalous samples. DN2 [22] has successfully employed
simple ResNets [23], pretrained on Imagenet, to extract in-
formative features. Distribution-based algorithms like Padim
[6] and Patchcore create a distribution of patch-level features
from normal images. Notably, Patchcore [5] incorporates a
memory bank concept, achieving superior performance by in-
corporating a well-fitted inductive bias. This stands in contrast
to SPADE [24], which utilizes a memory bank of nominal
features from a pre-trained backbone network, employing dis-
tinct approaches for image- and pixel-level anomaly detection.
Reconstruction-based methods first train image reconstruction
models on normal images. Commonly used models include:
Autoencoders [25], [26], [27], VAEs [28], GANs [29], etc

Overall, benefiting from the powerful representation capa-
bilities of deep features, feature-based methods can achieve
better performance compared to existing reconstruction-based
methods. However, since it is difficult to obtain enough labeled
training data in actual situations, sample imbalance will occur,
and it is difficult for these methods to achieve better results.

Diffusion models In recent times, diffusion models have
become a focal point of considerable interest [30], [31]. These
models establish a paradigm wherein the forward process
systematically introduces random noise to the data, while
the reverse process reconstructs desired data samples from
the noise. This framework has given rise to a diverse array
of diffusion-based applications in perception, including but
not limited to image generation [30], [13], [32] and image
segmentation [33], [34], [35].

Within the realm of diffusion models, text-guided image
inpainting stands out as a significant branch, attracting substan-
tial scholarly attention in recent research endeavors. A notable
contribution in this domain is “Paint By Word” [36], which
strives to achieve a delicate balance between a) maintaining
consistency between input and edited images, and b) ensuring
coherence between the textual guide and the edited image.
This approach has found effective application in subsequent
advancements, such as DiffusionCLIP [37]. Blended Diffu-
sion [38] adopts a unique strategy by concurrently applying
CLIP-guided diffusion to the foreground (masked region)
and background (context) separately, subsequently blending
the outcomes through element-wise aggregation. Introducing

an auto-regressive text-guided infilling technique powered by
cross-modal language modeling, CogView2 [39] represents
another noteworthy contribution.

DiffEdit [40] introduces a ”masked mask-free” formulation
where masking segmentation and masked diffusion operate in
parallel for inpainting. Of particular relevance to this study
are Stable Diffusion [13] and GLIDE/DALL-E2 [41], [42],
both classified as diffusion models. Noteworthy advancements
have also been made in mask-free text-guided image editing
[171, [43]. For instance, Text2Live [43] operates on an isolated
edit-layer with semantic localization, preserving context effec-
tively but limiting extensive modifications. Prompt-to-Prompt
[44] introduces potent manipulation techniques on the cross-
attention in the text-conditioning module. Lastly, Imagic [ 7]
optimizes a specialized embedding to capture the semantics
of the input image, producing textually faithful edits through
interpolation with the embedding of the target text. The
field of text-guided image inpainting has recently witnessed
significant scholarly attention, with Paint By Word [38] as a
pivotal technique aiming to strike a balance between input-
consistency and meaningful correlation with textual guidance.
This methodology has been effectively integrated into contem-
porary works such as DiffusionCLIP [37].

A captivating new direction in diffusion model research
is being explored, where pre-trained text-to-image diffusion
models are utilized to attain detailed or nuanced manipulation
of synthesis results. The innovative technique to handle the
emerging challenge of subject-driven generation is presented
by DreamBooth[45]. With only a few casually captured images
of a subject, users are enabled to recontextualize subjects,
adjust their properties, produce original art renditions, and
more. In this paper, DreamBooth diffusion model are fine
tuned to generate domain-specific normal images.

III. PROPOSED METHOD
A. Problem Formulation

The anomaly detection problem involves determining
whether an image is normal (I, y = 0) or abnormal (I,
y = 1) and providing the location of abnormal regions. In
the VisA dataset, normal images I;C are denoted for class
¢ € [1,12] with N, images under each category. There are a
total of 12 classes of products.

For each category of product images, various types of
potential defects, denoted as T,, exist. Here, T. = {¢;]i €
[1,...,D.]}, and D, is a function of the product class type c.
For example, the product ’candle” has D.—; = 7 potential
defects, including extra wax, foreign particles, missing wax
chunks, unusual candle wicks, damaged packaging corners,
different color spots, and wax melded out of the candle.

The benchmarked performance is reported using metrics
including Image-AUROC, Image-Flscore, Pixel-AUROC and
Pixel-Flscore.

B. Data collection strategy

High-quality data is often more pivotal than sheer volume
in enhancing model performance, rendering the necessity of
big data less absolute. In the context of the Visual Anomaly



detection (VisA) dataset, experiments are conducted to unveil
redundancy within the dataset by varying the sizes of the
training normal data. Specifically, the dataset size ranges from
10% to 100% of the original dataset size, with increments of
10%. The performance evaluation spans 12 products, assessed
through four metrics: Image AUROC, Image F1-Score, Pixel
AUROC, and Pixel F1-Score, and is visually represented in
corresponding figures.

The performance figure for Padim with various dataset sizes
is illustrated in Figure 2a. Instances where the performance
exhibits an increase beyond 10% (comparing 10% vs 100%
dataset size) are delineated with green border lines. Notably,
only a few products, under certain metrics, demonstrate sub-
stantial performance enhancements. Particularly, metrics such
as pixel_auroc and image_flscore show no significant im-
provements. The most notable performance boost is observed
in the product “macaronil,” registering a 71.12% improvement
in the pixel-flscore metric when transitioning from a 10% to
the full dataset size.

A parallel experiment is conducted with Patchcore, as
depicted in Figure 2b. However, the results are less promising,
with only the ”capsules” product showing a performance
boost of 22.52% in the pixel_flscore metric. This outcome
is primarily attributed to the coreset selection process of the
algorithm, which inherently selects the most representative
patch features during anomaly detection. The addition of data
lacking additional variances does not lead to a noticeable im-
provement in performance. Consequently, this study advocates
for a refined data collection strategy - Algorithm 1.

Algorithm 1: Data Collection Algorithm

1 Input: Initial dataset S, threshold 7, required dataset
size N

2 Output: Final dataset D with size NV

3 Initialize: D < S Initialize dataset with golden set S

4 while |D| < N do

5 newlImages < GENERATEIMAGES;

6 distances <

[COMPUTEDISTANCE(newImage, s)

S, VnewlImage € newlImages;

7 rankedIndices < RANKDATA (distances) Rank

indices based on distances to S;

8 selectedImages <+

[newImages[i] for 4 in rankedIndices[25% :

75%)]] Select images from 25th to 75th percentile;

9 D « D U {selectedImages} Accept the selected

images;

10 Return D

Vs €

In particular, to measure the similarity of the generated
images with the golden set, the feature extractor of ResNetl8
is adopted to generate the feature embedding. To ensure the
features maintaining the global information, the embedding
from layer3 is utilized (refer to anomalib [46] for details). The
similarity/distance is subsequently defined as the minimum of

L1 distance from the generated image /9 to the golden set S,

min > 1.0 = sigeln, (D)

d = min
0<i<N,0<j<M,0<c<C

where N and M are the spatial dimension of features and
C is the channel dimension.

In summary, the data collection strategy involves incorpo-
rating images that maintain a measured distance to the nearest
sample in the golden set, striking a balance between not being
too distant or too proximate. The calculation of similarity or
distance is consistently applied to a fixed dataset size, ensuring
that the time complexity of data collection remains constant
for each sample.

IV. EXPERIMENTS

Experiments conducted in this study aim to validate the
proposed data collection strategy, assess the resulted model
performance improvements, and the impact of data diversifi-
cation through diffusion models. For the sake of maintaining
generality, the model utilized in this study is modified Padim
architecture, by enlarging the feature dimensions so that the
added variance by diffusion models are not randomly dropped.
The performances are benchmarked on the VisA dataset.

A. Dataset Description

The VisA dataset comprises 10,821 high-resolution color
images, including 9,621 normal and 1,200 anomalous samples,
encompassing 12 objects across 3 domains [47]. The dataset
covers objects with complex structures (PCB1, PCB2, PCB3,
PCB4), images with multiple instances (Capsules, Candle,
Macaronil, Macaroni2), and images with single instances
(Cashew, Chewing gum, Fryum, Pipe fryum). Anomaly types
encompass surface defects like scratches, dents, color spots, or
cracks, as well as structural defects such as misplacements or
missing parts. Additionally, some images can contain multiple
defects.

B. Unsupervised modelling

This study centers on examining the influence of the dataset
on the performance of modeling in an unsupervised setting.
The data-centric approach is demonstrated to be effective,
irrespective of the modeling approaches employed. Padim [6]
utilizes a pretrained Convolutional Neural Network (CNN)
to extract patch embeddings and employs the multivariate
Gaussian distribution to obtain a probabilistic representation
of the normal class. Given a set of N normal images I,
the patch embedding vectors located at position (i,j) are
defined as X;; = {zF,,k € [1,N]}. Subsequently, the two
hyperparameters ;; and X;; are calculated by

1
Hij = 57 foj, where k € [1, N] (2)

k

1 N
S = 5 20k — ) 6 — )" el 3
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Fig. 3: Diffusion generated images

With the pre-calculated multivariate Gaussian Distribution
N (pij, Xi5), given a test image I;, the anomaly score at pixel
(i,4) is derived as the Mahalanobis distance

M(ai5) = \/(xz‘j = i) T8 (i — hij) )

The effectiveness of anomaly detection relies heavily on

the representativeness of the constructed multivariate Gaussian

distribution. In order to enhance the diversity of the dataset

while maintaining control over how much the generated

dataset deviates from the original, image generation using a
fine-tuned diffusion model is introduced.

C. Data diversification with fine tuned diffusion models

To empower the diffusion model to generate domain-specific
images, such as candles, capsules, PCB boards, etc., and
introduce controlled variance into the dataset, the prior preser-
vation loss term is omitted. Instead, only the reconstruction
loss conditioned on the textual embedding is retained.

([well%o(cpx + e, ) — x||§]), QeFG(I) (5

!
x,C,€,€ ,t,Q2

In this context, c represents the product name c formatted
as “a photo of ¢”. This ensures that the generated images
contribute controlled variance to the dataset without signifi-
cantly deviating from the original distribution. Additionally, a
foreground-aware term denoted as the extra constraint term )
is introduced, where FG is the foreground extraction algorithm
based on GroundingDINO [48] and SAM [49]. The fore-
ground bounding box is firstly predicted with GroundingDINO
prompted with the product name. The bounding box is then

sent to SAM for segmentation. Foreground-aware data enrich-
ment with image diffusion processes has been demonstrated to
enhance model performance while imposing fewer constraints
on the dataset size.

Samples with diffusion-generated normal images are show-
cased in Fig. 3, featuring sample images from each of the three
domains.

For each of the three domains, images equivalent to 10%
of the original dataset size are generated. For example, for
candles, approximately 90 images are generated to represent
10% of the total normal images within this category. In
summary, the experiment compares the performance with
generated images to scenarios with 40% of the original dataset
and 100% of the original dataset. The results of the proposed
algorithm DCADDM, padim and patchcore are summarized
in Table. L.

In the context of multiple-instance scenarios, the proposed
algorithm exhibits a significant enhancement in anomaly local-
ization performance. Notably, the pixel-level Image F1-Score
and Image AUROC achieve values of 0.9458 and 0.9833 re-
spectively, surpassing Patchcore (employing the entire dataset)
by approximately 0.07 and 0.04.

In the realm of single-instance scenarios, the proposed
algorithm surpassed all alternative methods based on Image
AUROC (0.9906) and Pixel F1-Score (0.6001). It attains
comparable performance with a reduced dataset, as evidenced
by Pixel AUROC (0.9700) and Image F1-Score (0.9703).

In scenarios involving products with complex structures or
textures, the proposed algorithm outperforms both Padim and



Domain Product Setting Pixel F1-Score  Pixel AUROC Image F1-Score Image AUROC
padim + 100% dataset 0.1873 0.9756 0.7982 0.8532
patchcore + 100% dataset 0.3086 0.9837 0.8785 0.9423
multiple instances candle padim + 40% dataset 0.1728 0.9745 0.8037 0.8380
patchcore + 40% dataset 0.3122 0.9818 0.8673 0.9389
ours + 30% dataset + 10% diffusion 0.2866 0.9742 0.9458 0.9833
padim + 100% dataset 0.5446 0.9875 0.9700 0.9802
patchcore + 100% dataset 0.5508 0.9859 0.9796 0.9802
single instance chewinggum padim + 40% dataset 0.5233 0.9870 0.9700 0.9790
patchcore + 40% dataset 0.5540 0.9862 0.9700 0.9826
ours + 30% dataset + 10% diffusion 0.6001 0.9700 0.9703 0.9906
padim + 100% dataset 0.4168 0.9883 0.8117 0.8615
patchcore + 100% dataset 0.7870 0.9951 0.8479 0.9141
complex structure pcbl padim + 40% dataset 0.4139 0.9881 0.8201 0.8576
patchcore + 40% dataset 0.7884 0.9941 0.8317 0.8970
ours + 30% dataset + 10% diffusion 0.5763 0.9482 0.8468 0.9070

TABLE I: Benchmarking Proposed DCADDM with Padim and Patchcore on VisA

Patchcore when trained with an equivalent dataset size (40%
of the original dataset), demonstrated through higher Image-
level F1-Score (0.8468 vs. 0.8317) and AUROC (0.9070 vs.
0.8970) metrics. When it comes to the anomaly localization
capability measured by Pixel F1-Score, Patchcore + 40%
dataset outperforms the proposed solution (0.7884 vs. 0.5763).
This is due to the challenges in generating high-quality product
images in complex texture scenario.

V. ABLATION STUDIES

In the ablation study, the influence of the foreground-aware
factor on model performance is scrutinized, as depicted in
Fig. 4. The assessment encompassed three diverse products
spanning various domains, measuring Image-level and Pixel-
level F1-Score, as well as AUROC, under both diffusion and
diffusion + fg configurations.

Notably, the “candle” product demonstrated a substantial
performance enhancement when the foreground-aware factor
was introduced, particularly evident in the metrics of Image-
level AUROC and F1-Score. This improvement is attributed
to the effective extraction of the foreground, ensuring that
variability is introduced solely to the foreground, minimizing
background interference.

Conversely, Pcbl experienced a marginal performance dip
with the addition of the foreground-aware factor. The intricate
texture within Pcbl product images heightened the challenge
of accurate foreground extraction, consequently introducing
noise to the anomaly detection results.

In the case of the “chewinggum” product, no significant
difference was observed. The distinct boundary between fore-
ground and background allowed the model to naturally prior-
itize the foreground, even in the absence of the foreground-
aware factor.

In summary, the foreground-aware factor proves most effec-
tive in a multiple-instance scenario, yielding notable perfor-
mance improvements. However, in scenarios involving prod-
ucts with complex structures, it may lead to a performance
drop under certain metrics. Nevertheless, the incorporation
of a foreground-aware factor in the diffusion model for data
augmentation remains advantageous.

VI. CONCLUSION

In conclusion, the exploration into anomaly detection, a
pivotal aspect in identifying deviations within product images,
has culminated in the development of Data-centric Anomaly
Detection with Diffusion Models. The proposed algorithm
encompasses a comprehensive strategy for data collection
in unsupervised modeling settings. Additionally, the demon-
strated effectiveness of data diversification with fine-tuned
diffusion models has proven instrumental in enhancing model
performance. This enhancement stems from the introduced
variance into the training dataset, leveraging the generative
capabilities of Al. Furthermore, the foreground-aware factor
incorporated into the diffusion process imposes constraints
on the location of introduced variance, a component whose
significance is underscored in the ablation studies. Through
the experiments conducted in this paper, it is concluded that,
in anomaly detection with unsupervised modeling approaches,
the necessity for big data is not absolute. Instead, the emphasis
lies on high-quality data with substantial diversity, which
is crucial for achieving satisfactory performances. Text-to-
image generation with diffusion models emerges as a qualified
candidate for generating a diversified dataset.

APPENDIX A

More sample images comparing the proposed algorithm vs.
Padim and Patchcore shown in Fig. 5.
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