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Abstract

In wireless communications, collaborative spectrum sensing is a
process that leverages radio frequency (RF) data from multiple RF
sensors to make more informed decisions and lower the overall
risk of failure in distributed settings. However, most research in
collaborative sensing focuses on homogeneous systems using iden-
tical sensors, which would not be the case in a real world wireless
setting. Instead, due to differences in physical location, each RF
sensor would see different versions of signals propagating in the
environment, establishing the need for heterogeneous collaborative
spectrum sensing. Hence, this paper explores the implementation
of collaborative spectrum sensing across heterogeneous sensors,
with sensor fusion occurring in the cloud for optimal decision mak-
ing. We investigate three different machine learning-based fusion
methods and test the fused model’s ability to perform modula-
tion classification, with a primary goal of optimizing for network
bandwidth in regard to next-generation network applications. Our
analysis demonstrates that our fusion process is able to optimize
the number of features extracted from the heterogeneous sensors
according to their varying performance limitations, simulating ad-
verse conditions in a real-world wireless setting.
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1 Introduction

Collaborative sensing has become increasingly common across
domains within the last decade due to its extensive applicability,
such as capturing data from sensors over a wide area or obtaining
multiple “views” of an environment [6]. It leverages data from
multiple sensors, a concept more formally known as sensor fusion,
so that a system is able to make more informed decisions and lower
the overall risk of failure with more sources of information [3].

One method for implementing collaborative sensing that is of
particular interest is offloading sensor fusion via cloud-based pro-
cessing rather than on-device processing. A cloud-based architec-
ture such as this reduces the processing and network burden of
edge devices, allowing these devices to maintain low size, weight,
and power (SWaP) requirements, and reduce the complexity of the
network topology. With this, edge devices can be deployed at lower
cost and for longer periods of time [9]. Furthermore, the elasticity of
the cloud enables signal processing compute to scale up and down
based on network traffic, while also bolstering the network security
with end-to-end Transport Layer Security (TLS) encryption and
access control policies.

In practice, collaborative sensing in the cloud is limited by real
world impairments, such as limited network bandwidth available
to edge devices. Thus, fusion in the cloud should aim to understand
the resource constraints of edge devices as it learns. Additionally,
almost all research in collaborative sensing focuses on homoge-
neous systems with identical sensors or systems where the data
from all sensors are weighted equally [6]. However, in wireless com-
munications, especially in mobile settings, devices have varying
processing and computing capabilities and are spread throughout
different geographical locations to measure signal activity in the RF
environment, leading to major differences in sensor results. Thus,
heterogeneous collaborative spectrum sensing is required to capture
how each sensor measures a signal across spatial and computing
differences. Therefore, the goal of this paper is to study the effec-
tiveness of three machine learning-based RF sensor fusion methods,
using heterogeneous deep learning-based RF sensors at the edge.
We validate our methods by leveraging the cloud to perform sensor
fusion to improve the performance of modulation classification, a
common use case for spectrum sensing, where there exists resource
constraints at edge devices and heterogeneity among RF sensors.
The approaches detailed in this work may then be applied to more
challenging spectrum sensing tasks in the future, including specific
emitter identification. Our contributions are summarized as follows.

e We present a novel framework that utilizes ML-based RF sen-
sor fusion in the cloud, utilizing the features for modulation
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classification from the layers of the edge devices’ ML model
as input.

e We optimize the machine learning-based RF sensor fusion
by performing intelligent feature selection before fusion
through Recursive Feature Elimination (RFE) and Reinforce-
ment Learning (RL) methods.

2 Background

1/Q dataset
representing
capabilities of

1/Q dataset
representing
capabilities of
sensor 2

1/Q dataset
representing
capabilities of

8% (((.

Decision of
sensor N

Decision of
sensor 2

Decision of
sensor 1
Features of
sensor N

Features of
sensor 2

¥

Features of
sensor 1

aws

Model Fusion

Collaborative
Decision

Figure 1: Diagram of the CLOUDD-RF System Model.

We propose a sensor fusion approach, shown in Figure 1, applied
and analysed for the radio frequency (RF) modulation classification
problem to address the need for improved fusion and SWaP among
resource-constrained heterogeneous RF sensors in a distributed
wireless communication setting. We use deep learning-based edge
sensor models to perform modulation classification based on their
heterogeneous views and device capabilities. Prior work shows that
deep learning-based modulation classification, specifically using
convolutional neural networks (CNN), are effective at identifying
raw RF signal data, often referred to as I/Q data [5]. Thus, our sys-
tem utilizes raw I/Q inputs to train edge devices for modulation
classification using a CNN. However, a single CNN is unlikely to be
effective at sensing all possible scenarios as it assumes homogene-
ity of the sensors. In a real-world RF environment, the physical
location of sensors causes each to observe a different view of the sig-
nal, hence the proposed need for intelligent fusion. Therefore, our
work investigates the effectiveness of combining the heterogeneous
sensing results using a machine learning-based fusion approach.

A relevant prior work employs a collaborative spectrum sens-
ing system which dynamically assigns weight factors to clusters
based on their contributions after each sensing process to deter-
mine the influence each cluster will have on the final collaborative
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decision [8]. However, this system focuses on how implementing
different sensing durations and different fading channels will im-
prove collaborative sensing performances, whereas our paper looks
at the effects of a wider set of nuisance parameters. To provide more
robust performance to sensor differences, our models include varia-
tions in signal-to-noise ratio (SNR), bandwidth, carrier frequency, in
addition to duration. We also investigate a more intelligent feature
ranking using Recursive Feature Elimination (RFE) [4] and directly
use raw 1/Q data for training.

Another prior work investigates how different machine learn-
ing algorithms evaluate data collected by a spectrum environment
awareness system built on cloud-based services [7]. Their results
verified the power of the XGBoost algorithm with large datasets
for efficiency and accuracy. Our work also leverages the XGBoost
algorithm in fusing the latent space features of our individual mod-
els together. However, prior work in RF modulation classification
and specific emitter identification (SEI) [10, 12] shows that training
on the extracted features of a model, rather than raw data, can
help classification performance. Thus, the inputs to all of our tested
fusion approaches come from deep learning-based feature extrac-
tion. We show that fusion on the features, rather than raw inputs,
provides an intelligent first step at pruning fusion inputs and also
reduces bandwidth requirements of the edge devices. These fea-
tures provide a condensed, processed form of the raw inputs, of
which an arbitrary amount may be selected for fusion based on their
contribution to the final classification. This reduction in total data
required to transmit to the cloud makes fusion on features advanta-
geous compared to fusion on raw data in the resource-constrained
environments edge devices operate in.

Feature selection for effective sensor fusion is an important com-
ponent of our study. A prior work proposes using a feature selection
algorithm to address reduced accuracy in the cloud due to large-
scale datasets [11]. We employ a similar logic to our fusion approach,
recognizing that not every RF device can reliably send all their data
to the cloud. Thus, we implement ML-based algorithms, specifically
RFE, to select the top-N features to reduce the bandwidth burden
on RF edge sensors.

3 System Model

Figure 1 provides an overview of our system model. The input to
our system are multiple augmented datasets, representing hetero-
geneous sensor inputs, each representing a different view of the
RF spectrum environment. The edge computing involves multiple
CNN:s, each trained on one of the heterogeneous datasets and hav-
ing a unique architecture. Features are extracted from each CNN by
taking the outputs of the intermediate hidden layers. Specifically,
instead of taking the final modulation class decision, the “features”
are taken from the outputs of the second to last fully-connected
layer.

Our system model aims to investigate how features extracted
from each CNN at the edge devices can be fused together in the
cloud to perform collaborative decision making. To ensure each
network was unique, four teams created their own CNN to classify
signal modulation type, without access to the other teams’ models
to maintain heterogeneity. Table 1 shows the varying model archi-
tectures of the four distinct CNNs trained on the heterogeneous
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Table 1: Sensor models

Sensor # Conv # Linear Max Pool Batch Norm Activation(s)

1 3 4 Yes No ReLU
2 4 2 Yes Yes ReLU
3 3 4 No No ReLU, Tanh
4 4 3 Yes No ReLU

Table 2: Sensor dataset parameters

Sensor Seed Duration Bandwidth Carrier Frequency Offset SNR

1 1234 2048 [0.1,0.5] [-0.01, 0.01] [5,15]
2 4321 1024 [0.25,0.5] [-0.01, 0.01] [0, 20]
3 1337 512 [0.25,0.5] [-0.05, 0.05] (5, 20]
4 7331 256 [0.25,0.5] [-0.01, 0.01] (5, 20]

datasets. Using a fusion strategy allows the system to overcome
the limitations of each individual edge device, allowing for greater
accuracy and confidence in the final classification.

The datasets for each team’s model contained signals from a
range of modulation types and nuisance parameters, like signal
bandwidth and SNR, as shown in Table 2. For example, the dataset
for team 1’s model had an observation length of 2,048 samples, while
team 3’s dataset only had an observation length of 512 samples. In
effect, this simulates that the device team 1’s model is placed on
can store more samples before running out of space in its buffer.
With this approach, the system can easily emulate sensors and edge
devices with differing performance capabilities, i.e. heterogeneity.
Other examples of this include emulating sensors that can listen
for larger bandwidths or are more tolerant to changes in the target
signal’s carrier frequency.

Another notable aspect of our system is that sensor fusion occurs
in the cloud. This allows the system to support a large, dynamic
number of edge devices limited by computational and network
resources. In our system, features used in the classification of a given
signal can be extracted from the CNNs on each edge device and
transmitted to a fusion algorithm running in the cloud. The number
of features transmitted from each edge device must be set based
on a balance of information provided to the fusion algorithm and
network bandwidth available to the device. The fusion strategies
used to address this are explained in detail in Section 4.

4 Fusion Approach

Fusion is implemented in the cloud by combining the features ex-
tracted from each model to train a new centralized machine learning
model. This approach is particularly advantageous for collaborative
sensing with heterogeneous sensors, as it supports an arbitrary
number of features extracted from each model and allows for dy-
namic weighting of features. These benefits are possible because
the model used to perform the fusion will learn which features
contribute most to the final classification, instead of weighting each
feature equally. More practically, it allows for sensors that provide
different “views" of the original signal and situations where some
sensors perform better at signal classification than others. For ex-
ample, this could include scenarios where a sensor is physically
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Table 3: Number of extracted features per model.

Sensor Number of Extracted Features

65
512

64
256

B W N =

closer to the signal source or better at classifying signals at lower
SNR.

There are various methods to optimize the fusion process, with
the primary goal in this paper being to reduce the number of fea-
tures transmitted by each edge device to the cloud. This is important
for NextG networks as they are expected to have a massive num-
ber of connected devices; efficient use of network bandwidth is
critical. We utilize two forms of feature reduction to find the top
contributing features and create a bandwidth-optimized fusion pro-
cess: one setup using recursive feature elimination (RFE) and one
using reinforcement learning.

4.1 Baseline Fusion Method

First, a baseline method is needed to better evaluate the perfor-
mance of these feature reduction techniques. Our baseline method
performs fusion using all features extracted from the individual
models. This ensures that the fused model gets the most informa-
tion possible, but is wasteful in terms of network bandwidth due to
the likelihood of redundant or unnecessary features being transmit-
ted. We implemented this method with an XGBoost classifier [2],
using the histogram method, fitting it to the full set of extracted
features. After initial analysis for our problem, the second to last
fully-connected layer in all CNN models was used to extract all
features as this is where the highest-level features will have been
learned. There are a total of 897 extracted features used to train
the classifier using this method, with a breakdown of features per
model shown in Table 3.

4.2 Recursive Feature Elimination Fusion
Method

The first machine learning-based fusion method we use is XGBoost
with Recursive Feature Elimination (RFE). This follows the same
process as the baseline, but adds an RFE feature reduction step
before training the XGBoost classifier. The RFE process starts with
the full feature set, then decreases by powers of 2 from 512 features,
selecting the top features for that round and keeping that subset to
select from in the next round. This process stops once the desired
number of top contributing features has been found. In this paper,
our RFE fusion method stops once the top 16 features have been
found. We choose to stop at 16 after initial analysis of the full feature
set resulted in no substantial improvements in accuracy beyond
that number, proving diminishing returns.

4.3 RL-based Fusion Method

The second method we use for fusion uses Reinforcement Learning
(RL). This is similar to RFE, except it uses RL to iteratively weight
features by their contribution to the final classification. An RL-based
approach is expected to be advantageous for real-time wireless sens-
ing in dynamic environments, as it can intelligently select features
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Table 4: Individual Model Validation Accuracy

Sensor 2-ASK 4-ASK 8-ASK BPSK OQOPSK 16-QAM Tone P-FMCW Overall
1 99.92% 95.42% 74.76% 85.36% 99.78% 98.89% 99.97% 100% 94.30%
2 99.00% 85.37% 84.59% 99.89% 98.90% 97.30% 99.71% 99.71% 95.53%
3 77.44% 65.88% 47.38% 19.98% 63.76% 37.57% 94.00% 96.32% 62.95%
4 96.87% 50.76% 82.78% 96.98% 93.07% 87.68% 78.82% 87.08% 84.12%
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under varying channel conditions. Our implementation uses the
OpenAl Gym library and Proximal Policy Optimization (PPO) algo-
rithm. The environment is set up such that, over 4,096 timesteps,
the RL agent selects 16 features from the full feature set to perform
fusion with, keeping a fair comparison with the RFE approach. For
a given timestep, the agent’s action is to add a single feature to
its list of top 16 features, resetting the list once it becomes full.
The agent’s observation consists of 16 features it has chosen, while
the reward is the accuracy obtained by training a new XGBoost
classifier using the histogram tree method and five estimators on
those features. As the agent selects greater-contributing features,
its reward will increase in turn.

By discovering features that increase its reward the most, the
agent is able to learn the top contributing features and converge to
a selection similar to the one produced by RFE. However, because
an RL agent is able to explore its environment, there is much greater
flexibility in what kinds of data it can be given. In the context of
spectrum sensing, an RL agent would be able to more intelligently
select which features to transmit when given additional information
about the channel conditions detected by each sensor. For example,
the agent could place greater importance on features from a sensor
receiving signals with a higher SNR than others, due to physical
proximity to the signal source or placement of obstacles in the
environment. This allows an RL feature reduction process to have
much greater flexibility in its application compared to RFE.

5 Results
5.1 Simulation Settings

To simulate data collected by heterogeneous sensors, we specify
four sets of generation parameters, as shown in Table 2. By carefully
modifying the individual characteristics of the receivers, we create
a scenario where a fused model may be able to take advantage of the
differing information from the individual models to improve overall
performance. For example, Model 2 is the only model trained on
very low SNR data (0 — 5dB), so it is expected to perform more
effectively when given noisy I/Q data. Whereas, Model 1 was trained
on low-bandwidth data (0.1 — 0.25), so it is likely to be proficient
when given poorly isolated I/Q data. This is expected to encourage
the fusion approaches to incorporate features from multiple models,
resulting in a more robust model with increased performance.

To ensure consistency between sensors, we generate 105,000
“ideal” training examples evenly distributed across eight distinct
modulation schemes: 16-QAM, 2-ASK, 4-ASK, 8-ASK, BPSK, QPSK,
P-FMCW, and Constant Tone. The I/Q samples are then artificially
degraded from the “ideal” high SNR, full duration, high bandwidth,
and nominal carrier frequency to match the individual sensor
dataset parameters. By providing individual sensors degraded I/Q

samples artificially generated from the same initial “ideal” data, we
ensure data consistency across models, necessary when combining
extracted features for sensor fusion, as described in Section 4.

Each model was trained over ten epochs as a CNN classifier over
modulation schemes, using the Adam optimizer, with a learning rate
of 0.001. Note that due to the heterogeneous nature of the sensors
being modeled and the resulting lack of control over model types
in the problem being modeled, any fusion approach must make
no assumptions on the characteristics of the individual models,
including their being trained identically or even being trained to
convergence. It is also important to note that although we use CNNs,
our approach is meant to be model agnostic, and can be applied to
other deep learning or machine learning-based architectures. We
base our approach on the current state-of-the-art.

5.2 Individual Model Results

To verify individual models’ performance, we generate accuracy val-
ues over the modulation schemes being classified with a validation
dataset. Results for individual models are given in Table 4.

As we see from the table, all of the models perform well on certain
modulation schemes, such as P-FMCW and Constant Tone. We ex-
pect this phenomenon is primarily due to the inherently distinctive
nature of the samples generated using these individual modulation
schemes, making them easier to separate at lower SNR values. Sim-
ilarly, many of the models struggle to distinguish between 2-ASK,
4-ASK, and 8-ASK, likely due to the inherent similarity of these
transmission schemes.

There are also clear differences in performance across the models.
Team 1, 3, and 4’s models have some trouble classifying BPSK and
QPSK signals, whereas Team 2’s model did so with near perfect
accuracy. This is likely due to these signals being more difficult to
distinguish at lower SNRs, along with Team 2’s model being trained
on signals reaching an SNR of 0 instead of a minimum of 5 like the
other models. Team 4’s model was the only one to have difficulty
classifying Constant Tone and P-FMCW signals. We believe this
may be due to Team 4’s model having the shortest observation.

In addition, we contrast model performance across ranges of
nuisance parameters, as shown in Figures 2a through 2d. For each
nuisance parameter, we calculate model accuracy over 15,000 test-
ing samples at a series of predefined levels to visualize model perfor-
mance across values of the parameter. Classification performance
increases with signal bandwidth and SNR, and worsens as carrier
frequency deviation increases for all models. Team 2’s model per-
forms with above 85% classification accuracy for all SNRs, as it was
trained on the widest SNR range. Similarly, Team 1’s model was
trained on the widest range of signal bandwidths and performs
well for most bandwidths tested. Even though Team 2’s model was
trained on signals with a minimum bandwidth of 0.25, its accuracy
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Accuracy vs. SNR Accuracy vs. Observation Duration
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Figure 2: Accuracy for varying nuisance parameters

only begins to drop off at a bandwidth of approximately 0.18. Model
behavior is not as consistent in Figure 2b; Team 2 and 4’s models ex-
perience a drop in performance after reaching their training data’s
observation duration whereas Team 3’s model plateaus. This may be
due to the training implementation used, as the training data used
for models 2 through 4 are zero-padded to reach an observation
duration of 2048 samples. Extending the I/Q data into this region
which was filled with zeros during training does not align with
what the models had learned, thus reducing classification accuracy.
Despite the aforementioned differences, all models have reduced
performance on data with an observation duration lower than that
of their training data.

5.3 Fused Model Results

Table 5 shows classification accuracy results across various modula-
tion types for each of the fused models. These results were produced
using the same validation dataset as the confusion matrices for the
non-fused models, taking features from the second-to-last fully-
connected layer of each edge model and feeding those into the
fused models as input. For each method, the fused models attained
greater classification accuracy than that of all individual models, as
can be seen in Fig. 2.

The results from the RFE and RL fused models are striking, given
how drastic a reduction there was in feature space: going from
897 to 16 features. Overall, classification accuracy dropped by only
1.4% to a minimum of 96.29% with the model produced by the RL
fusion method. This means a large majority of the features extracted
from the individual models are unnecessary or redundant when
making the final classification. Reducing the number of features
transmitted to 16 constitutes a 98% decrease in network bandwidth
required to transmit feature data from edge devices to the cloud,
a highly beneficial trade-off for devices in bandwidth-constrained
environments.

5.4 Fusion Analysis

To better understand these results, we also performed an analysis
of how each team’s model contributed to the fused models. We
accomplished this by following the same training process as in the
baseline fusion method, but replacing the XGBoost classifier with a
traditional decision tree classifier. We make use of the sci-kit learn
implementation [1]. A list of importance values corresponding to
each feature can be read directly from the decision tree, with each

Most Important Features, All Models

— Team 1
107! 4 —Team 2
— Team 3

Team 4

Feature Importance

Figure 3: Top Features, All Models

value representing the proportion of the final classification that
feature contributes. Figure 3 shows the features that contribute the
most to the fused model, color coded by which team’s model they
originate from.

As can be seen in Figure 3, it is clear that Team 1’s model con-
tributes the vast majority of the top features. Approximately 98%
of the total contribution is made by only seven features.

Last, we perform an analysis of the proportion each team’s model
contributed to the fused model with respect to the various nuisance
parameters. Our approach to this follows the same training process
as in the baseline fusion method, but uses a testing dataset where
one nuisance parameter is kept constant at a time. The objective
in this test is to confirm that fusion is able to dynamically weight
features in scenarios where some models perform better than oth-
ers. For example, if one model performs better at low SNRs than
others, there should be a corresponding rise in average feature
importance compared to the other models. This is indeed what we
see in Figure 4a, as Team 2’s model takes up the majority of the
feature contribution at low SNRs, while Team 1’s model takes the
majority at SNRs between 7 and 14. This holds true across the board,
as Table 2 shows that Team 1’s model was trained on signals with
SNRs between 5 and 15, whereas Team 2’s model was trained on
SNRs between 0 and 20.
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Table 5: Fused Model Validation Accuracy

Method 2-ASK 4-ASK 8-ASK BPSK QPSK 16-QAM Tone P-FMCW Overall
Baseline 99.97% 93.35% 88.73% 99.97% 99.76% 99.78% 100% 100% 97.69%
RFE 99.97% 93.11% 88.24% 99.84% 99.70% 99.84% 99.95% 100% 97.46%
RL 99.55% 91.38% 90.97% 99.46% 97.28% 99.73% 99.01% 99.47% 96.29%
Avg. Feature Importance vs. SNR Avg. Feature Importance vs. Observation Duration Avg. Feature Importance vs. Signal Bandwidth Avg. Feature Importance vs. Carrier Frequency Offset
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Figure 4: Average feature importance for each model over the nuisance parameters, detailing the key success and failure areas

of the models that impact fusion

6 Conclusions and Future Work

In this paper, we propose a method of implementing collabora-
tive sensing in the cloud given heterogeneous sensors placed on
edge devices, applying our system model to the RF signal modula-
tion classification problem. Collaborative sensing is done using a
machine learning-based approach, specifically XGBoost, RFE, and
RL. Heterogeneous edge sensing is simulated using four separate
CNN architectures each trained on its own synthetically augmented
dataset. We propose the use of features extracted from the CNNs as
input to the fusion models. When comparing intelligent feature se-
lection with a baseline which uses all possible input features before
fusion, we found negligible improvement after a certain number
of features, proving diminishing returns. Our approach, as well as
our analysis, provides insights into a state-of-the-art solution to
heterogeneous collaborative sensing in a central cloud.

To further test the capabilities of our heterogeneous sensor fu-
sion approach, it would be valuable to test fusion approaches in
scenarios where no individual model performed well. Also, given
the synthetic data used in our analysis, a natural extension of our
work is testing on live RF data. While RFE was more effective than
the reinforcement learning fusion approach in this initial approach,
we suspect that the RL approach may be more effective in an online,
dynamic setting. Developing an environment where properties of in-
dividual sensor’s captures change over time would allow us to more
accurately assess the ability of the RL model to respond to changes
in the environment. Finally, we plan to extend our fusion approach
from modulation classification to more challenging domain-specific
classification tasks, including specific emitter identification.
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