QUANTIFYING CATASTROPHIC FORGETTING IN CONTINUAL FEDERATED LEARNING
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ABSTRACT

The deployment of Federated Learning (FL) systems poses
various challenges such as data heterogeneity and communi-
cation efficiency. We focus on a practical FL setup that has
recently drawn attention, where the data distribution on each
device is not static but dynamically evolves over time. This
setup, referred to as Continual Federated Learning (CFL),
suffers from catastrophic forgetting, i.e., the undesired for-
getting of previous knowledge after learning on new data,
an issue not encountered with vanilla FL. In this work, we
formally quantify catastrophic forgetting in a CFL setup, es-
tablish links to training optimization and evaluate different
episodic replay approaches for CFL on a large scale real-
world NLP dataset. To the best of our knowledge, this is
the first such study of episodic replay for CFL. We show that
storing a small set of past data boosts performance and signifi-
cantly reduce forgetting, providing evidence that carefully de-
signed sampling strategies can lead to further improvements.

1. INTRODUCTION

Federated learning (FL) enables distributed devices or siloed
data centers to collaboratively learn a shared global machine
learning model, without egressing the data from the devices
or data centers. Under this framework, the model is trained on
potentially large volumes of data while enhancing users’ pri-
vacy. Meanwhile, FL presents distinct challenges from stan-
dard machine learning settings such as communication effi-
ciency and heterogeneous data distributions across devices.
Most existing work explore a standard FL setup where
devices store a (static) collection of local data which is used to
minimize a (static) joint objective. In a real-world application,
users continuously generate new data over time for a given
task. Most user-owned devices have limited capacity (e.g.,
voice assistants, mobile phones) and cannot save all historical
data for model training. Moreover, the data distribution of
collected streams may shift over time. This realistic FL setup
is referred to as Continual Federated Learning (CFL) [1-7].
In the CFL setup, naively fine-tuning the model on the
latest data may cause the model to forget the knowledge
learned from the previous data, a phenomenon known as
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catastrophic forgetting. This prevents the model from gener-
alizing across different data distributions and being improved
continuously. Mitigation strategies — such as episodic replay,
model regularization, or parameter freezing — have been
proposed for Continual Learning (CL), a centralized setting
where constraints on storage and compute are less strenuous.
However, most CFL work do not provide a systematic study
of catastrophic forgetting. Besides, existing CFL works have
mostly focused on theoretical convergence guarantees and
present performance results on small-scale datasets that are
artificially converted into CFL datasets, thus not capturing
properties of a real-world setting.

Our contributions: (1) We propose a new catastrophic
forgetting metric in the same vein as [8, 9] and establish its
link to training objective which justifies the presented replay
strategies for storing past information. (2) We present the first
study of episodic replay for CFL and run experiments on a
large scale real-world NLP dataset. (3) We propose a prac-
tical CFL framework to train and evaluate CFL models. We
show the first results both in terms of performance and forget-
ting for different replay strategies in CFL and show significant
benefits of the proposed strategies.

2. RELATED WORK

FL was introduced in [10] as a machine learning framework
to train a single global model without accumulating data from
the devices at a central server. There have been various mod-
ifications to the initial framework such as tackling data and
computation heterogeneity across devices [11-14], ensuring
uniform learning across devices [15], introducing personal-
ization [16], and accounting for noisy labels derived from
both positive and negative user feedback [17].

In CL, a model is required to learn tasks in a sequential
fashion [18, 19]. CL algorithms are prone to catastrophic
forgetting, i.e., the model’s deteriorating performance on
previously-seen tasks as new tasks are learned. While there is
no universal definition for it, [8, 9] proposed ad hoc metrics
for catastrophic forgetting. We provide a rigorous definition
— conceptually consistent with existing ones — and draw the
(previously missing) connection to the training objective.

Under the name of CFL, there has recently been a grow-



ing interest in the intersection of CL and FL [1-7] due to its
practical utility. However, most of this work do not delve
deeper into the problem of catastrophic forgetting and only
provide results on small-scale synthetic datasets.

3. CONTINUAL FEDERATED LEARNING

3.1. Background and Notation

In a standard machine learning setting, we assume access
to a collection of data examples X = {z;};c[n). We learn
a model w to minimize a loss function £ over those N
N >_ie(n) £(xi; w). The mini-
mization is done with stochastic gradient descent (SGD) [20]
where, at each iteration step, gradients calculated with a
random batch of examples are used to update the current
parameters w. In an FL setting, the data is distributed
across M devices and is never available to the central
server. The objective above is rewritten as: L(X,w) =
+ > men | XML (X™, w), where X™ are examples on
device m and L™(X™,w) = ﬁerxm {(x;w). In
FedAVG [10], this objective is minimized by first fixing a
number of server-device communication rounds, for each
round ¢ sampling a subset of devices, S. C {1,..., M}, and
requiring the selected devices to optimize their own objective
L™(X™ w) locally using the latest version of the model
w._1 as the starting point for a fixed number of epochs. The
updated local parameters w* are sent to the central server for
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3.2. Proposed Setup

In practice, the data is not static as devices generate data over
time. Devices used for FL are often user-owned (e.g., phones,
voice assistants) and likely have limited capacity, preventing
them from storing the whole history of generated data. We
consider a CFL setting where devices continuously gener-
ate new data but only store a subset of the past data due to
memory constraints. More formally, we consider a period P
divided into T time windows. For each device m € [M]
and time window ¢ € [T, training data X} is generated and
stored on device which is used, along with a compressed rep-
resentation of past data, to update the model at the end of
t using FL. Subsequently, the compressed representation is
updated to integrate the data X" collected in window ¢ and
stored during ¢ + 1.

3.3. Catastrophic Forgetting and Training Objective

We quantify catastrophic forgetting in model w on data X
w.r.t. a collection of models C' as the performance gap be-
tween w and the best model in C' when evaluated on X:

FeT(X,C,w) = L(X,w) — min £L(X,w'). (1)

w’'eC

We adopt the convention FgT(X, &, w) = 0 since there is
no known historic performance on X to be forgotten. Note
that FgT(X,C,w) < 0 means that w outperforms all the
models in C on data X. For our CFL setup, we wish to learn
a sequence of global models w1, ..., wr such that for each
t € [T], model w is trained to: (1) perform well on the cur-
rent task, and (2) minimize forgetting on all previously seen
tasks. That is, we solve the following optimization problem:

w; = arg II‘IEIH,C (X, w) + A Z FgT (X4, Cr,w), (2)

t'<t

where C; := {wy }; <, and the tuning parameter \ controls
the relative importance of past data with respect to current
data. From Eq. (1), we rewrite the optimization in Eq. (2) as:

wt:argngnﬁ(xt,w)Jr)\Zﬁ(Xt/,w). 3)

t'<t

A practical challenge for this optimization is that the histori-
cal data (t' < t) is not entirely available in FL, motivating the
need for a compressed representation of the past.

3.4. Representation of Past Data

We study two methods to represent past data and mitigate
catastrophic forgetting, both utilizing a limited amount of
storage on device: 1) episodic replay: a subset of past data is
stored on device; 2) model regularization: model parameters
from the previous time window are stored on device.
Episodic Replay: At the beginning of window ¢, each device
m selects a subset, of size at most N, of the data from
the previous window ¢ — 1 (potentially containing examples
from before ¢ — 1) that is appended to X}* generated during
t. The model w}" is trained at the end of ¢ on the augmented
set A" = XU S [A ], with S [AP,] € A" of size
at most Npagy and A" = @. Given Eq. (2) and (3), the
best strategy to remember (in terms of optimization) would
be to append a set A}" that is a uniform sample of the past
time windows ¢’ < t. In practice, the limited on-device stor-
age prevents drawing uniformly random samples from past
windows. At time ¢, only a subset of A}"; of size Npast is
available. We propose three selection strategies .S below.
Naive uniform: At time window ¢, each device samples
uniformly at random Np,s¢ examples from the augmented set
A7 .. This method is “naive” because for an active device
(i.e., such that |X7*| > Npast), the likelihood of selecting
examples from the earlier time windows decreases with time,
which suggests higher vulnerability to catastrophic forgetting.
Approximation of uniform sampling (approx. unif.): At
the end of window ¢ — 1, device m contains Aj" | = XJ* | U
S [Al",] and at time ¢ we want the set of Npas¢ examples to
correspond to a uniform sample frow the past examples up to

t — 1. To do so, we select | Npast %J examples from X} ;
<t

and | Npast %J examples from S [A;_s], where N/ =
<t
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Fig. 1. Forgetting factor FgT (X test, O, W) against

model performance (RCP); perplexity is computed using w
on the combined test set X477 ¢4¢. Colors indicate a value for

Npast and symbols a memorization strategy.

IXi"y|and N7} = >, _, N/*. A drawback of this method is
that the amount of selected examples from X7} ; shrinks with
N

Fixed proportion p € (0,1): At time window ¢, we select
|p X Npast | examples from X7 ; and | (1—p) X Npast | exam-
ples from the previous augmented set S [A;_»]. The stored
set of IV},,s; examples contain less and less examples from the
earliest periods, but the decrease is controlled by p (instead
of depending on the device’s activity as for the naive method).

time as likely decreases with increasing ¢.

Model Regularization: Another approach is to store model
parameters (instead of data) from the previous time window
w;_1 and use those for regularization during optimization:
w; = argminy, £ (X, w) + pf|lw — wi_q]|2. Note that in
a constrained device, storing a few examples is much more
efficient than a whole copy of the past model. We include this
method here for a more comprehensive comparison.

4. EXPERIMENTAL SETTING

Model & Task: We use a BERT-base model [21] for the
masked language modeling (MLM) task pre-trained on the
Common Crawl dataset [22]. For each period ¢, parameters
are initialized with the model from the previous period ¢ — 1.
Data: P = 50 weeks of automated transcription of Alexa
user request data, that is de-identified to remove information
connecting the data to users. We divide the data in 7' = 10
time windows, each containing 5 weeks of data and use the
first 4 weeks of each window as the training set, the last week
for testing. We denote X ;.5 the test set for window ¢ and
Xl test = UtE[T] Xt test- We randomly select 10,000 de-
vices and their utterances. We generate 5 different datasets

by repeating the random selection process.

FL method: We apply FedAVG [10] where we select 800
devices per round and each device performs one local epoch
over their data, with standard central aggregation.

Replay Buffer: We consider Np,s; € {10,100, 1000} for all
our experiments and p € {0.2,0.5,0.8} for fixed prop.
Model regularization: We run experiments with y €
{0.0001, 0.001,0.01,0.1,0.5,1.0} and only report the best
results (for sake of space and clarity) obtained with © = 0.001.
Baselines: We train a “low-end” model with no memory,
meaning that the model for time window ¢ is simply fine-
tuned on the data generated during ¢, starting from the model
of period t — 1. We also train a “high-end” (static) baseline
FL model on the whole training data |, ) X

Evaluation: We present the relative change in perplexity
(referred to as RCP from this point on) compared to the
perplexity of the “high-end” baseline. We also measure the
forgetting factor for each time period FgT (X test, Cr, W),
corresponding to the forgetting factor of the final model wr
for the test data from period ¢. We also compute the overall
forgetting on the whole test set FgT (X 11 test, C, Wr). For
FgT and RCP, a lower value is better.

S. RESULTS

FgT vs. RCP. The performance of the latest model wr on
the combined test set X ¢cs¢ against the forgetting factor
FeT (Xt test, Cr, W) is presented in Figure 1. We observe
the number of stored inputs [Ny, directly impacts model per-
formance (X-axis): for most strategies, Npast = 100 (green
symbols) provides the best performance and the least for-
getting, outperforming model regularization (which would
require storing ~~ 108 parameters on each device). We al-
ready observe significant benefits with Np,s¢ = 10 (orange
symbols) compared to the no memory setting (blue “X”).
However, since the stored information is too small, the latest
model wr still exhibits high levels of forgetting. On the
other hand, storing a larger number of inputs (Np,s;, = 1000,
red symbols) is detrimental to performance. For a given pe-
riod ¢, the training set for device m is X}* U S [A™(t — 1)],
with |S[A™(t — 1)]| = Npast. High values of Ny, i.e.,
Npast > |X}"| for most devices means past data outnum-
bers data generated during ¢, leading to overfitting on the
past data. Across the proposed strategies, approx. unif. pro-
vides the best results, closely followed by fixed prop. with
p = 80%. They both provide the best balance between
past and new examples. They outperform (i.e., RCP<0) the
(static) “high-end” baseline and display almost no forgetting
on the combined test set.

FgT across periods. We present the forgetting factor on
the individual test sets of ¢ € [T] for a selected set of strate-
gies in Figure 2. As expected, for all the strategies, the latest
model shows more forgetting on earlier periods (f < 5). FgT
goes below 0 for the latest periods (¢ € {9, 10}), which means



0.4

No memory
034 Regularization, £ =0.001
Naive uniform
H —_— 0,
E . leedp—ap/u
S Approx. Unif.
£
o
c 014
5
S
_
5 0.0
[T
-0.1
-0.2 — T — — — —
HNMTONO~O0OO S HNMgno~O0ooO o = HNMmMSnNnOo~ooOo = HoNMST O O~0OOo = HNMTENO~0OOO =
LI T T T 1 H'_": L | T H'_": L T [ \I'_"I L T (1 T 1 (O \I'_14 L I T H'_"I
LSRR TR | NI +~ Il e e +~ I e R e +~ - Il
-

Test set
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Fig. 3. Forgetting factor FgT (X test, Cr, W) against per-
formance (RCP) of wr on X, ;.s¢, for t € [T'] with fixed prop.
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w outperforms all models in C'r- on the latest test sets: w is
trained on X while no model in C'r has seen this data. The
methods with the highest forgetting on the combined test set
(no memory and model regularization) have the lowest val-
ues of FgT on the last test set. For these strategies, the latest
model fits the data generated during the latest period, quickly
forgetting past information. On the other hand, the forgetting
level for the three episodic replay strategies shows less vari-
ation across time periods, even though the forgetting factor
remains negative for the latest periods. Among these strate-
gies, naive uniform has the highest forgetting factor for most
periods, especially for the earlier periods. Combined with
performance values in Figure 1, we clearly observe the bene-
fits of the proposed strategies fixed prop. and approx. unif..

Detailed impact of NV,,i.. We present the impact of
Npast on the forgetting factor and performance for the differ-
ent periods ¢ € [T in Figure 3, for fixed prop. with p = 80%.
The general trend is that performance (X-axis) improves with
more data until a certain point (Npast < 100 in the figure) af-
ter which the latest model overfits the past data. This behavior
is observed for every time period (while results in Figure 1
are aggregated over all periods). As expected, for any value
of Npast, the latest model presents higher forgetting on earlier
time periods (¢ < 6) than later periods. Both performance and
forgetting are similar on all the early periods, suggesting that
the model still partially forgets what was learned at the early
stage. However, the forgetting factor is more uniform with
higher Ny, so that with Np,s; = 0 the gap in forgetting
factor between ¢ = 1 and ¢ = 10 is roughly 0.45, while it
is around 0.2 for Ny, = 100. Similarly, the performance
gap is almost 10 RCP % points for Np.s; = 0 and reduces
to slightly above 2 points in RCP for Ny,s¢ = 100. The fact
that both performance and forgetting factor are better and
more uniform across time periods with Npage = 100 suggest
a better generalizing model with Ny, = 100.

6. CONCLUSION

We study FL in a continual setting where devices continu-
ously generate data over time. We present different strategies
to memorize past information and mitigate catastrophic for-
getting caused by data distribution shift, allowing CFL on de-
vices with limited storage capacity. We also propose a metric
for catastrophic forgetting in such scenario. Through our ex-
periments on a real-world NLP dataset, we show the benefits
of storing (even a small amount) of past data on both perfor-
mance and forgetting reduction. The presented strategies can
outperform a static model trained on the whole data at once.
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