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Abstract

Developing a face anti-spoofing model that meets the
security requirements of clients worldwide is challenging
due to the domain gap between training datasets and di-
verse end-user test data. Moreover, for security and pri-
vacy reasons, it is undesirable for clients to share a large
amount of their face data with service providers. In this
work, we introduce a novel method in which the face anti-
spoofing model can be adapted by the client itself to a tar-
get domain at test time using only a small sample of data
while keeping model parameters and training data inacces-
sible to the client. Specifically, we develop a prototype-
based base model and an optimal transport-guided adap-
tor that enables adaptation in either a lightweight train-
ing or training-free fashion, without updating base model’s
parameters. Furthermore, we propose geodesic mixup, an
optimal transport-based synthesis method that generates
augmented training data along the geodesic path between
source prototypes and target data distribution. This al-
lows training a lightweight classifier to effectively adapt
to target-specific characteristics while retaining essential
knowledge learned from the source domain. In cross-
domain and cross-attack settings, compared with recent
methods, our method achieves average relative improve-
ments of 19.17% in HTER and 8.58% in AUC, respectively.

1. Introduction

Traditional approaches for developing face anti-spoofing
models involve collecting extensive training datasets de-
signed to cover a broad spectrum of real user interac-
tions and spoof attempts. These datasets aim to represent
diverse environmental conditions, user behaviors, demo-
graphic variations, and client-specific properties, such as ar-
tifacts introduced by image acquisition devices. However,
these approaches have proven ineffective in practice [88],
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Figure 1. Overview of our setting. Unlike Few-shot Learn-
ing (FSL), Domain Adaptation (DA), and Domain Generalization
(DG), our approach uses few-shot client data at test stage to adapt
a customizable layer for each client’s needs, while keeping the
host model and source training data confidential. This layer refers
to prototypes and a lightweight classifier in our training-free and
lightweight training approaches.

as the variety of user conditions is virtually limitless. More-
over, client-specific properties are dynamic and evolve over
time, for example, upon the introduction of new image sen-
sors and acquisition technologies. The conventional strate-
gies struggle to keep up with these rapid advancements, as
collecting new training datasets and retraining models on a
daily basis is impractical.

Furthermore, conventional approaches involving tuning
the model to meet client requirements using a small set of
labeled end-user examples face several critical challenges.
First, legal and privacy restrictions concerning human faces
and security models often limit the quantity of available ref-
erence data and prohibit explicit sharing of host model pa-
rameters and source training data with clients for improve-
ment. Second, fine-tuning a separate model at the service
host side to address specific requirements for each client is
impractical, as it is costly to maintain and manage future
updates [16, 30, 66]. Third, clients often desire a quick cus-
tomization service that can avoid the inefficiencies of back-
and-forth communication with the host in order to meet



ever-evolving changes in their use cases.

In this work, we consider the problem of building a
privileged system that allows for lightweight user-specific
customization at testing time by the client, using only
a few labeled samples, without the need for the host to
share model parameters or training samples. These sam-
ples might be from different domains (cross-domain) or
represent new spoofing instruments by adversaries (cross-
attack). This differs from traditional Domain Adaptation
(DA) and Domain Generalization (DG) methods, where DA
requires both source and target domain data during train-
ing [38, 47, 78, 102] and DG relies solely on static param-
eters to generalize to downstream scenarios [7, 22, 25, 41,
49, 67, 104, 105].

We address these challenges by introducing a customiz-
able layer on top of the host model that can adapt to the tar-
get domain using a limited amount of client data, without
accessing the source training data and host model param-
eters. This customizable layer can be maintained and up-
dated by the client in a source-free fashion, providing max-
imum flexibility to address each client’s specific require-
ments [70]. The adaptation is realized by first learning,
during the model training phase, a set of source prototypes
that encode information about distributions of source do-
main data. At test time, we adapt the model through opti-
mal transportation (OT) of the learned prototypes either in a
training-free fashion or using a lightweight training method.
OT is particularly suitable for our application where the size
of empirical data available to represent the true underlying
distribution is limited [13, 18], as it leverages Wasserstein
distance to effectively exploit the geometry of the underly-
ing feature space, faithfully aligning source and target dis-
tributions even when the data is sparse or unevenly sampled.

Concretely, in our training-free approach, we map source
prototype features into the target domain with an optimal
transport transformation that requires no learnable parame-
ters. This transformation aligns the source prototypes with
the target distribution’s structure, allowing them to capture
the unique characteristics of the target domain and make
inference with the target data features. Furthermore, in-
spired by our training-free approach, we propose an al-
ternative method that trains a lightweight classifier on top
of the frozen feature extractor, taking as input the source
prototypes and a few target data features. To improve
the learning of the decision boundary under a low-data
regime, we introduce geodesic mixup, an OT-based synthe-
sis method that generates augmented training data. Unlike
traditional mixup data augmentations [71, 93] that perform
point-wise linear interpolation between pairs of data fea-
tures, the synthetic data generated along the geodesic path
between source and target distributions guides the classi-
fier to better capture the underlying feature manifold of
both domains. By training on these samples, the classifier

learns how features transition between domains, adapting to
target-specific characteristics while maintaining knowledge
about the source domain.

In summary, our main contribution is a novel frame-
work for face anti-spoofing that uses a source-free few-
shot adaptation approach based on prototypes and does not
modify the parameters of the backbone host model. Our
method leverages optimal transport for adaptation (OTA),
where we employ the Wasserstein distance to estimate the
true underlying data distribution based on a sparse sample
of data, and a novel data augmentation method, geodesic
mixup, to improve domain generalization performance. Our
method achieves average relative improvements of 19.17%
in HTER and 8.56% in AUC under cross-domain and cross-
attack scenarios compared to state-of-the-art methods.

2. Related Works

Face anti-spoofing (FAS) is a crucial security compo-
nent in face recognition systems that has been extensively
researched. Early efforts relied on handcrafted features
like LBP [5, 14, 39], HOG [32, 90], SIFT [58], and oth-
ers [8, 31, 56, 87]. Deep learning has significantly advanced
the field, with CNN-based methods [22, 44—-46, 73, 88, 100]
integrating feature extraction and classification into unified
frameworks. However, many approaches struggle to gen-
eralize across domains in cross-dataset evaluations. Do-
main Adaptation (DA) [20, 38, 47, 51, 75, 77, 86, 102]
adapts models from source to target domains using la-
beled or unlabeled target data [38, 47, 78, 102], but it re-
quires access to both source and target data at the train-
ing time, which is infeasible in our setting due to privacy
concerns. Domain Generalization (DG) leverages multiple
source domains to train models that generalize to unseen do-
mains [7, 22, 25, 41, 49, 67, 104, 105], but it underperforms
for significant domain shifts. Some methods [25, 62, 76]
employ adversarial training for domain-invariant features,
while others [7, 63, 67, 78, 80] use meta-learning and do-
main separability to improve generalization.

Recent DG advances include instance-level domain-
specific strategies like CIFAS [48], which uses causal
intervention to mitigate domain bias, and AMEL [101],
which incorporates domain-specific features. Recently,
Liu et al. [49] proposed unsupervised DG frameworks that
leverage unlabeled data to learn generalizable features.
While DA and DG methods have achieved success in FAS,
both fall short in addressing practical scenarios where hosts
must offer tailored solutions to clients with only a few la-
beled target samples at test time, without explicitly sharing
the source model parameters. Our work investigates this
constrained setting to highlight its practical importance and
to draw research attention to this under-explored topic.

Source-Free Domain Adaptation (SFDA) [28] decouples



domain adaptation from direct source data usage by
leveraging pre-trained source models. Liang et al. [40]
learns target-specific feature extraction with pseudo labels
guided by class-wise prototypes. Zhang et al. [96] and Lee
et al. [37] also consider few-shot SFDA scenarios, but they
do not restrict the access to the source model. In FAS,
Lv et al. [52] and Mao et al. [54] employ pseudo labels
for self-training but suffer from accumulated errors. Liu
et al. [47] considers a similar setting but also allows for
unrestricted host model access. Huang et al. [23] focuses
on online adaptation to unlabeled target data without
source data. Our method provides a lightweight solution
for source-free few-shot adaptation without modifying the
backbone host model parameters.

Optimal Transport (OT) has been widely adopted in do-
main adaptation [4, 11, 35, 36, 55, 64, 85, 99] and genera-
tive modeling [3, 19] due to its ability to compute Wasser-
stein distances between probability distributions by effec-
tively exploiting the underlying metric space geometry. OT
is well-suited to our setting because its theoretical formula-
tion adapts straightforwardly to discrete cases, working di-
rectly with empirical distribution estimates without assump-
tions on source and target distribution supports [10, 11, 36,
99]. Regularized OT addresses overfitting when few sam-
ples are available [13, 18]. While Mix-up [71, 93] has been
used in Adversarial Domain Adaptation [84, 89] to improve
discriminator decision boundaries, our proposed geodesic
mix-up serves a different purpose: it generates synthetic
distributions by interpolating along a geodesic path in fea-
ture space with OT, and we train on data sampled from these
generated synthetic distributions to learn feature transitions
between domains, adapting to target characteristics while
maintaining source domain understanding. Xu et al. [83]
also considers applying OT to the FAS task; nevertheless,
they employ linear mix-up to augment the training set be-
fore applying JDOT [12], a well-established DA method,
which stands in contrast to our proposed geodesic mix-up.

3. Methodology

We propose optimal transport-guided source-free few-shot
adaptation for face anti-spoofing (OTA), which trains a priv-
ileged model that supports convenient customization at the
test stage by either host or client. Different from standard
classification training, OTA is built upon a prototype-based
training framework [69] that learns a set of source proto-
type features as both last-layer classifiers and surrogates
for source domain distributions. A detailed description of
this framework is provided in Section 3.2. At the testing
stage, OTA offers two approaches for test-stage adaptation
through optimal transportation (OT) of the learned proto-
types: a training-free method and a lightweight training
method, introduced in Section 3.3 and in Section 3.4, re-

spectively. We refer to Fig. 2 for an overview of OTA.

3.1. Problem Formulation

During the training stage, we have access to N labeled
source-domain datasets: {D;}¥ ;, where each dataset I;
consists of M, labeled training samples {(x”,y”)}j\ﬁl
Here, z;; € X; is an image from the ith dataset and
yi; € {0,1} is its corresponding binary label, indicating
whether the image is bona fide or a spoof, respectively. At
test time, we assume the existence of a few-shot labeled
dataset D, = { (x4, yi; )} | from the target domain, which
is not accessible during the tralnlng of the feature extractor
f. The size of I, is significantly smaller than that of each
source dataset, i.e., My < M;,i € {1,2,...,N}. By de-
fault, we assume ID; contains samples from both bona fide
and spoof classes; we will investigate the one-class scenario
in our ablation studies. The objective is to build a customiz-
able layer on top of f that adapts to the target domain using
Dy during the adaptation phase of the test stage, without us-
ing {D;}¥, or modifying f.

3.2. Prototype-based Framework

The primary challenge in our setting arises from the lack of
explicit access to the source-domain data and host model at
the test stage due to privacy and proprietary considerations.
To this end, we adopt a prototype-based framework. In-
stead of learning a classifier, we train a multi-centroid pro-
totype for each class, with pPnafide ¢ RDOXK for the bona
fide class and p®°°f ¢ RP*X for the spoof class, where
K denotes the number of sub-centers (determined prior to
training) and D indicates the feature dimension.

Given an image embedding z = f(z) € RP, classifica-
tion is performed by calculating the mean cosine similarity
between z and each set of prototypes. The label is then
assigned based on the highest mean similarity over the K
prototypes:

c=  argmax
cée{bona fide,spoof }

z - pk
)]
K Z Izll2llPf ]2

In this framework, prototypes not only serve as classifiers
but also encapsulate the feature distributions of the source
domains. We use prototypes with sub-centroids to improve
their expressiveness. At the test stage, the feature extrac-
tor f is treated as a black box that takes as input the test
image and generates its corresponding feature vector. The
learned prototypes P = {pPonafide pspooly o RDXKX2 qre
accessible since they are lightweight and respect privacy.

Training. Intuitively, an embedding feature z; of image x;
should be close to its corresponding prototype sub-centroids
while being distinctly separated from mismatched proto-
types. Inspired by the ArcFace loss [15], we enforce an
additive margin m in the angular space. Let S € R2*XK =
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Figure 2. Overview of OTA. OTA learns a feature extractor and prototypes across multiple source domains during training. At test time,
it adapts to few-shot client data via two approaches: a training-free method using optimal transport to shift source prototypes without
learnable parameters, and a lightweight method training a classifier on synthetic data generated along the geodesic path, preserving source-

domain understanding while adapting to target specifics.

P72, represent the centroid-wise similarity between an im-

age embedding z; € RP and the prototypes P € RD*EXx2,
We minimize the following loss function:
scos(6y, +m)
e i
Eproto = |I| Z 0g 9Co<(0y +m) + eScos 01—y, 2)

i€l

where 6,, = arccos( Zk n ylkzz)), y; € {0,1} is
the label for the image z;, and I = {1,2,..., B} is the
index set of a batch. Unlike the original ArcFace loss,
which minimizes the angular distance between a sample
and its nearest sub-center, we reduce the cosine distance
between a data embedding and its corresponding group of
sub-centroids. The margin m is set as a learnable parame-
ter. To avoid trivial mode collapse among sub-centroids, we
regularize sub-centroids via a class-wise orthogonal loss:
Lorh = H pT'p— I| z, where I is the identity matrix.

The loss function in Eq. 2 establishes the relationship be-
tween data instances and their corresponding prototypes. To
further improve intra-class alignment and inter-class separa-
bility, as well as preserve the geometric information among
different source domains, we introduce an instance-wise su-
pervised contrastive loss [27]:

Loy = Z | Z log exp(Zi - 2p/T)

1€ Imutg pEP() ZaEA(i) exp(2; - 24/T)

where Inui = {1,2,...,2B} is the index set of the mul-
tiviewed batch [27], A(i) = I/{i} and P(i) = {p €

A(7) : yp = 7;}. Our use of supervised contrastive loss
is two-fold: a coarse supervision L3¢ involving only two
classes—bona fide and spoof—and a fine-grained version
Lfine that treats different source domains and attack meth-

ods as distinct sub-classes. Our final learning objective is:

L = Liroro + AL + BLYS + 0 Lortn, 3)

where the scalars «, 3, and n regulate the strength of the
coarse contrastive loss, fine-grained contrastive loss, and or-
thogonal term, respectively.

3.3. In-Context Adaptation Using Optimal Trans-
portation

OTA considers a scenario where only the prototypes p and a
few target-domain examples D; are available at the adapta-
tion time during the test stage. Our approach is to identify a
transformation function that can adjust the prototypes p ap-
propriately based on ID;. A critical property of prototypes is
that they encode rich information about the source domains
within their geometric structure. Motivated by this, we pro-
pose to use Optimal Transportation (OT), which respects
the geometries of both source and target distributions [72],
to generate the transformation function.

Specifically, we derive this transformation function by
solving the following regularized OT optimization problem:

~* = argmin Z%]

2K X M,
YERY L

st.’yl:a; 7T1=b; v >0,

i.j T A2a(7)
“)



where v* represents the optimal transportation plan, and
a, b are the weights (summing to 1) of the source and tar-
get distributions, respectively. M is the cost matrix of size
K x M,, where 2K is the number of prototypes, and M is
the number of data points in the target domain. Each entry
M; ; denotes transportation cost from source unit 4 to target
unit j. Here, unit ¢ refers to a sub-center from learned pro-
totypes, and j corresponds to a feature from few-shot data
extracted using f. The cost metric is defined as the cosine
distance between ¢ and j, aligning with our classification
criteria in Sec. 3.2. ), is a Laplacian regularization term
that aims to preserve data structure during transport [18].
Once the OT plan ~* is obtained, we use it as the trans-
formation function to shift the learned prototypes toward
the region where the few-shot data features reside, while
preserving their original geometric information. Specifi-
cally, each shifted prototype center p* is generated by a
barycentric projection: p* = 2?2’1 Ti,j%t,5, Where m; j =

latent feature of the j-th target-domain data sample. These
transformed prototypes P* = {p3,...,p5 } are then de-
ployed as final classifiers. Note that although OT for-
mulation is initially designed for unsupervised transforma-
tion [11], we perform class-wise transformation based on
the label information to retain the discrimination capability
of transformed prototypes.

3.4. Geodesic Mixup

In this section, we explore an alternative approach by con-
ducting a lightweight training procedure that uses optimal
transport in a different fashion. Specifically, we treat both
the prototypes and few-shot target-domain data features as
training data in the latent space and learn a separate deci-
sion boundary from scratch. It is well-known that classifiers
trained on few-shot data can lead to skewed decision bound-
aries, which in turn result in poor performance [30, 66]. A
common remedy for this issue involves generating synthetic
data as augmentations [17, 61, 94]. Among these methods,
mixup [71, 93] is a simple option that can also be applied in
the embedding space. Nevertheless, such instance-wise in-
terpolation does not account for global information (i.e., ge-
ometry) of a distribution, which is critical for our scenario,
generating inferior results due to unexpected artifacts [33].

To address this challenge, we propose leveraging dis-
crete Wasserstein barycenters with free support [1] to gen-
erate synthesized data. In our approach, the problem in-
volves only two distributions, empirically represented by
prototypes from the source domains and few-shot data fea-
tures from the target domain. Searching for barycenters is
equivalent to interpolating along the Wasserstein geodesic
between these source and target distributions. Concretely,
given a mixing coefficient w € [0, 1], we look for a distri-

bution y that minimizes its Wasserstein distance to both the
source and target distributions:

po=min[wW (p, ) + (L= w)W (g p)], ()

where W (-,-) denotes the Wasserstein distance between
two distributions. In our case, u is substantiated by learned
source prototypes and p, contains few-shot target-domain
features. p is modeled by @ equally important supports:
W= Z?:l éém, where §,, refers to the Dirac function at
position z;. In practice, we set @) to be K, the total number
of sub-centers within the learned prototypes for either bona
fide or spoof. We then generate i on the fly at each iter-
ation as an augmented data batch according to a randomly
sampled w from a beta distribution: w ~ Beta(0.4,0.4).
Unlike point-wise interpolation (i.e., standard mixup strate-
gies), using generated p respects the geometries of both
source and target distributions, thus leading to a better dis-
crimination boundary.

In implementation, we solve the entropy-regularized ver-
sion of Eq. 5 that supports the efficient Sinkhorn algo-
rithm [65] and reduces sparsity. To further encourage vicin-
ity risk minimization, we also perturb few-shot data features
at each iteration according to common data augmentation
techniques (e.g., color jittering, random Gaussian noise).

4. Experimental Results

In this section, we compare OTA with state-of-the-art FAS
methods using the widely adopted cross-domain and cross-
attack evaluation protocol. To further validate the effective-
ness of OTA, we benchmark it against several test-time few-
shot adaptation methods from general domains. Addition-
ally, we conduct a series of ablation studies to evaluate the
functionality of each component in OTA.

4.1. Experiment Settings

Datasets. We evaluate our method on four standard bench-
marks: Idiap Replay Attack [9] (I), OULU-NPU
[6] (O0), cAsTIA-MFSD [98] (C), and MSU-MFSD [82]
(M). Following the approach of previous works, we treat
each dataset as a distinct domain and employ a leave-one-
out testing protocol to evaluate cross-domain performance.
For example, the protocol OCI — M indicates train-
ing on OULU-NPU, CASIA-MFSD, and Idiap Replay
Attack, and testing on MSU-MF SD.

Evaluation Metrics. We use three commonly adopted
metrics to quantify performance: Half Total Error Rate
(HTER), Area Under the Receiver Operating Characteris-
tic Curve (AUC), and True Positive Rate (TPR) at a False
Positive Rate (FPR) of 1% (TPR@FPR=1%).
Implementation Details. We initialize the feature extractor
using the pretrained ViT-B/16 model from CLIP [59]. The
number of sub-centroids K for each class is set to 50 by



0OCI-M OMI—C OCM-I ICM—0 Avg.
Method TPR@ TPR@ TPR@ TPR@

HTER} AUCT  ppp g | HTERL AUCH popo . | HTERL AUCT ppptio. | HTERL AUCT  ppp fo. | HTER|
MADDG [62] 17.69  88.06 - 2450  84.51 - 2219  84.99 - 2798  80.02 - 23.09
DR-MD-Net [76] 1702 90.10 - 19.68  87.43 - 2087  86.72 - 2502 8147 - 20.64
RFMeta [63] 13.89  93.98 - 2027  88.16 - 17.30  90.48 - 1645  91.16 - 16.97
NAS-FAS [91] 1953 88.63 - 16.54  90.18 - 1451 93.84 - 13.80  93.43 - 16.09
D2AM [7] 1270 95.66 - 2098  85.58 - 1543 91.22 - 1527 90.87 - 16.09
SDA [78] 1540  91.80 - 2450  84.40 - 15.60  90.10 - 2310  84.30 - 19.65
DRDG [43] 1243 95581 - 19.05  88.79 - 1556 91.79 - 1563  91.75 - 15.66
ANRL [42] 1083 96.75 - 17.83  89.26 - 1603 91.04 - 1567  91.90 - 15.09
SSDG-R [25] 738  97.17 - 1044 9594 - 1171 96.59 - 1561  91.54 - 11.28
SSAN-R [80] 6.67  98.75 - 10.00  96.67 - 8.88  96.79 - 1372 93.63 - 9.81
PatchNet [73] 7.10 9846 - 1133 9458 - 1340  95.67 - 11.82 9507 - 10.91
SA-FAS [67] 595  96.55 - 878 9537 - 6.58  97.54 - 1000 96.23 - 7.82
IADG [103] 541  98.19 - 870  96.44 - 1062 94.50 - 886  97.14 - 8.39
GDA [102] 920  98.00 - 1220 93.00 - 10.00  96.00 - 1440 92.60 - 11.45
HPDR [21] 458  96.02 - 1130 9442 - 1126 9249 - 993 9526 - 9.27
SDA-FAS [47] 500  97.96 - 240  99.72 - 262 99.48 - 507 99.01 - 377
TTDG [105] 416 9848 - 759  98.18 - 962  98.18 - 1000  96.15 - 7.84
CFPL [41] 309 9945 9428 256 99.10  66.33 543 9841 85.29 333 99.05  90.06 3.60
OTA * (zero-shot) 262 9934 9238 222 9949  90.67 532 9844  89.00 356 9934  88.64 343
ViTA [22] (5-shot)
ViTAF [22] (5-shot)
OTA ' (training-free) | 238 9942 9333 267 9949  91.11 519 9856  88.22 303 9945  90.66 321
OTA ¥ (lightweight) | 2.14 9947 9523 200 9975  93.79 485 9881  91.30 261 9952 9230 2.91

Table 1. The results (%) of cross-domain evaluation on MSU-MFSD (M), CASIA-FASD (C), ReplayAttack (I), and OULU-NPU (O)
datasets. Note that symbols *, T, and I indicate three versions of OTA: zero-shot (Section 3.2), training-free domain adaptation (Sec-
tion 3.3), and lightweight training domain adaptation (Section 3.4), respectively. Baseline results are sourced from Liu et al. [41]. Both of
our approaches outperform existing DG methods and achieve competitive performance against FSL methods (colored in gray). Among our
proposed approaches, the lightweight training method delivers the best performance, as it trains with augmented feature data from geodesic
mixup to more effectively capture the geometry of the feature space.

Methods | auct Method | AUCT
SVMI1+IMQ [2] 70.231269 Saha et al. [60] 79.20
CDCN++ [92] 87.531090 Panwar et al. [57] 80.00
SSAN [81] 88.01% SSDG-R [26] 82.11
TTN-S [79] 89.71%17 CIFAS [48] 83.20
UDG-FAS [50] 92.43686 UDG-FAS [50] 87.26
GAC-FAS [34] 93.39427 GAC-FAS [34] 89.27038
OTA * (zero-shot) 98.320%% OTA * (zero-shot) 98.620-52
OTA T (training-free) ~ 98.38°1° OTA f (training-free)  98.75%7
OTA * (lightweight) ~ 98.54%% OTA * (lightweight) ~ 99.63%!!

(a) Unseen 2D attack (b) Unseen 3D attack

Table 2. Evaluation on cross-attack protocol following Arashloo
et al. [2]. Baseline results are sourced from Le and Woo [34].

default, and the strength scalars «, 3, and 7 are set to 0.01,
0.01, and 1.0, respectively. At the test stage, we use 10
randomly selected images per class from the target domain
as few-shot examples, and the strength A of the Laplacian
regularization term is fixed at 100. For learning a separate
decision boundary, we optimize a linear classifier for 100
iterations using standard cross-entropy loss and the Adam
optimizer [29] with a learning rate of 0.01.

4.2. Comparison to SoTA methods

Cross-domain Evaluation. Table | presents the cross-
domain performance of OTA under a comprehensive eval-
uation protocol. As shown, although our primary focus is
not on improving domain generalization (DG) performance,
the proposed prototype-based framework achieves state-of-
the-art (SoTA) DG performance (indicated by *), demon-

strating the effectiveness of our proposed representation
learning described in Section 3.2. Without additional train-
ing, OTA improves performance on the target domain by
leveraging few-shot examples (denoted by T), particularly
excelling in the most challenging metric, TPR @FPR=1%.
Our lightweight training with geodesic mixup (indicated by
1) improves performance further, surpassing existing meth-
ods by a clear margin. Unlike previous few-shot approaches
in the FAS domain, such as ViTAF [22], which assumes that
few-shot data from the target domain is available during the
training phase, our approach treats few-shot data as exam-
ples that can only be incorporated at the test stage. This
makes OTA a more practical yet challenging setting.

Cross-attack Evaluation. In real-world applications, se-
curity models must contend with increasingly sophisticated
attack methods. Evaluating OTA against unseen attacks is
critical to validate its robustness. Following the protocol
proposed in [2], we simulate unseen 2D attacks by train-
ing on two domains from I, C, and M, and testing on an
unseen attack from an unseen domain. For 3D attacks, we
train on O, C, and M, and evaluate using a subset from the
CelebA-Spoof dataset [97]. As shown in Table 2, OTA ex-
hibits strong generalization performance when confronted
with unseen attacks. Additionally, both the training-free
and lightweight adaptation variants further improve perfor-
mance by incorporating few-shot examples of the new at-
tack during test time.



OCI-M OMI—-C OCM—I ICM—-0 Avg.

Method TPR@ TPR@ TPR@ TPR@
HTER| AUCtH FPR=1%1 HTER| AUC?tH FPR=1%" HTER| AUC?t FPR=19%1 HTER| AUCT FPR=1%1 HTER|

NCM [53] 3.25 98.16 29.68 3.15 98.23 31.48 7.97 96.60 31.57 3.28 99.43 89.03 4.41
Tip-Adaptor [95] 3.73 98.87 85.08 3.37 99.28 89.83 9.28 93.44 29.53 3.05 99.46 88.87 4.84
OTA T (training-free) 2.38 99.42 93.33 2.67 99.49 91.11 5.19 98.56 88.22 3.03 99.45 90.66 3.21
Linear Probe [59] 2.14 99.46 78.57 2.22 99.64 92.89 5.38 98.74 88.00 3.12 99.41 90.80 322
Manifold Mixup [71] 2.14 99.45 69.05 2.16 99.63 93.10 5.32 98.80 90.1 2.82 99.42 91.19 3.04
OTA * (lightweight) 2.14 99.47 95.23 2.00 99.75 93.79 4.85 98.81 91.30 2.61 99.52 92.30 291

Table 3. Comparison to few-shot adaptation methods. We compare OTA against several representative few-shot adaptation methods in the
FAS context. Our method achieves overall better performance in HTER.

0OCI-M OMI—C OCM—I ICM—0 Avg.
Method TPR@ TPR@ TPR@ TPR@
HTER|  AUCT oo o 4 HTER|  AUCT  pop o 1 HTER|  AUCT  pop o 1 HTER|  AUCT oo o + HTER|

SSDG-R [26] 2284114 7867131 28.76%%9  80.911-10 14,6521 91,931:35 15.83129  92,130:96 20.52
SSAN-R [81] 21.79%68 84,0678 26.44291 78,8423 35.39%:04 7013903 257237 79,3769 27.34
PatchNet [74] 2592113 8343087 36.2619%  71.381:89 29.75%76  80.53%3% 23.49180 84 62192 28.86
SA-FAS [68] 14.36110  92,06%-53 19.400-06  88.690-67 11.48110 9574055 11.299-32  95230-24 14.13
GAC-FAS [34] 12.29129  95350:57 - 1537152 91.67%67 - 12.51393 9303224 - 9.89947  96.440-18 - 12.52
OTA *(zero-shot)  4.52°70  99.180-25  86.19°10 433089 9923020 88,007  7.98'33  96.64%-67 84.97':33 436015  99.09%-00  86.50' " 5.29

Table 4. Evaluation at convergence. Following the evaluation method proposed in [68], we compare the zero-shot version of OTA with
baseline methods upon convergence. The baseline results are sourced from [34]. OTA consistently exhibits superior convergence perfor-

mance measured by HTER, AUC, and TPR@FPR=1%.
4.3. Comparison to Few-shot Adaptation Methods

In this section, we examine the effectiveness of OTA by
comparing it with other comparable test-time few-shot
adaptation methods. Specifically, we implement the follow-
ing four baseline methods, covering both training-free and
lightweight adaptation schemes.

Nearest Class Mean (NCM) [53]. We implement NCM us-
ing only class mean feature from few-shot data as the clas-
sifier. As shown in Table 3, NCM lags behind OTA by a sig-
nificant margin, highlighting the importance of knowledge
transfer from source domains under few-shot conditions.

Tip-Adaptor [95]. We compare OTA with the state-of-the-
art training-free few-shot adaptation method. Tip-Adaptor
relies on an additional validation set for hyperparameter se-
lection. Hence, we build a validation set with 256 randomly
selected images from existing source domains. As shown
in Table 3, OTA demonstrates a clear advantage over Tip-
Adaptor and even matches its performance when a large ad-
ditional validation set is provided for Tip-Adaptor.

Linear Probe [59]. Training a linear probe over a frozen
feature extractor is a simple yet competitive method [24]
when lightweight training is allowed. Here, we train a linear
probe over a mixture of our learned prototypes and few-shot
features. As shown in Table 3, linear probes achieve strong
performance, outperforming other training-free adaptation
methods. However, OTA demonstrates a noticeable im-
provement over a simple linear probe.

Manifold Mixup [71]. We compare OTA with manifold
mixup, which also performs latent space augmentation to
boost performance over a linear probe. However, unlike this
instance-wise augmentation, our proposed geodesic mixup
generates distribution-wise augmentations, which is more

effective under our setup.

4.4. Ablation Studies

Performance Upon Convergence. A recent study [67]
points out that a single snapshot of performance on a test
set may not accurately reflect a detection model’s gener-
alization capability. Following their approach, we report
the average performance of our model across the last 10
evaluations in Table 4. OTA consistently exhibits superior
convergence performance measured by HTER, AUC, and
TPR@FPR=1%, while showing significantly less fluctua-
tion than other methods. For example, as shown in Table 1,
the converged HTER score of SA-FAS increases from 7.82
to 14.13. In contrast, OTA achieves HTER scores of 3.43 at
the snapshot and 5.29 at convergence.

Effectiveness of Learning Objectives. Our proposed
prototype-based framework combines a prototype-based
margin loss, coarse-to-fine supervised contrastive loss, and
an orthogonal loss for supervision. Using the cross-attack
(3D) protocol as an example, we show in Table 6 the ef-
fectiveness of each proposed loss component. Each term
effectively improves the DG performance of our prototype-
based framework.

Sub-centroid Number. To increase the expressiveness
of prototypes and better capture the geometric informa-
tion of source domains, we employ a multi-centroid strat-
egy. Using the cross-attack (3D) protocol as an ex-
ample, we run experiments with the number of sub-
centers K € {1,5,10,30,50}, yielding HTER scores of
{9.40,6.33,5.21,5.07,5.20}, respectively. Increasing the
number of centroids effectively improves domain general-
ization (DG) performance, and the improvement plateaus
around 50 sub-centers; we observed similar trends in other



OCI-M OMI—-C OCM—I1 ICM—0
Method TPR@ TPR@ TPR@ TPR@
HTER| AUC?T FPR=1%1 HTER] AUCtT FPR=19%1 HTER| AUC?T FPR=1%1 HTER| AUCtT FPR=1%1
OTA (DG) 2.62 99.34 90.49 222 99.49 90.67 5.32 98.44 88.13 3.56 99.34 88.64
OTA (spoof only) 2.38 99.40 90.49 2.33 99.49 91.11 5.83 98.24 88.00 3.53 99.35 88.41
OTA (bona fide only) 2.38 99.42 92.87 2.22 99.53 90.89 6.42 98.29 85.50 3.38 99.36 89.65
OTA (both) 2.38 99.42 93.33 2.67 99.49 91.11 5.19 98.56 88.22 3.03 99.45 90.66

Table 5. Empirical results of OTA under the one-class setting. Providing few-shot data from the bona fide class proves to be more
effective than from the spoofing class in most scenarios. One exception is OCM—I, where I focuses exclusively on replay attacks under
controlled environments. Consequently, both the bona fide and spoof data of I differ markedly from those of the other three datasets, and
OTA needs both bona fide and spoof data to achieve satisfactory adaptation results.

TPR(%) 1

¥ [y

proto. orth. coarsecon. fine con. | HTER(%)] AUC(%)T @FPR=1%
v - - - 5.20 98.37 81.34
v v - - 5.14 98.38 82.68
v v v - 4.87 98.51 84.81
v v v v 4.19 98.62 87.35

Table 6. Ablation of learning objectives introduced in Section 3.2.
Each loss term effectively improves the DG performance of our
prototype-based framework.

experiments. Consequently, we set K = 50 for all subse-
quent experiments.

Visualizations. We visualize the transformed prototypes
and synthesized distributions generated by geodesic mixup
in the latent space to provide a clear illustration of our
method. As shown in Fig. 3 (L), the transformed prototypes
are relocated closer to the regions where the few-shot client
data features reside, while preserving the geometric infor-
mation of the original prototypes learned from the source
domains. For geodesic mixup, Fig. 3 (R) shows that syn-
thesized distributions are gradually transformed from the
source distribution toward the target distribution as we vary
the weight w from 0.1 to 0.9.

Efficiency. The training-free variant of OTA introduces
zero additional learnable parameters and requires a minimal
adaptation time of only 0.17 + 0.03 minutes, estimated over
10 trials. For lightweight adaptation with geodesic mixup,
the additional parameter load is 3.9 KB, and the adaptation
process completes in 22.73 £ 3.51 minutes, also estimated
over 10 trials. Our customizable layer offers maximum flex-
ibility and convenience for customization and maintenance
by both the host and clients.

4.5. One-class Scenario

We extend the training-free version of our approach to the
one-class setting, where only a few data points from either
the bona fide or spoof class are provided by the client. We
transform only the prototypes corresponding to the class
that has associated few-shot data, while keeping the other
class’s prototypes unchanged. As shown in Table 5, provid-
ing few-shot data from either the bona fide or spoof cate-
gory helps improve performance compared to DG in most
cases. Interestingly, under the one-class setting, providing
few-shot data from the bona fide class appears to be more
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Figure 3. (L) The transformed prototypes are relocated closer to
the regions where the few-shot client data features reside, while
preserving the geometric information of the original prototypes
learned from the source domains. (R) Synthesized distributions
are gradually transformed from the source prototypes toward the
target few-shot data features, as weight w is varied from 0.1 to 0.9.

effective than from the spoofing class. We hypothesize that
this is because the bona fide class is inherently more com-
pact, so fewer data samples can better represent the target
bona fide distribution.

5. Conclusion

In this work, we explore a practical yet under-explored sce-
nario in the face anti-spoofing literature, where only a lim-
ited set of labeled target-domain data is available at the test
stage, and the client portal has no access to the host model.
To address this challenge, we propose a prototype-based
backbone model, on top of which two efficient adaptation
modules are crafted for training-free and lightweight train-
ing settings. In particular, we introduce geodesic mixup,
an optimal transport-guided synthesis method that generates
pseudo empirical distributions as augmentations, thereby
improving the learned decision boundary. Extensive em-
pirical results on four benchmarks show that our prototype-
based framework achieves performance on par with state-
of-the-art domain generalization methods. Furthermore,
its performance can be boosted by incorporating few-shot
target-domain data at test time, leveraging either the pro-
posed training-free or lightweight training modules. Our
approach, which can be integrated with other face recogni-
tion algorithms, establishes a simple yet strong baseline for
future research.
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