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ABSTRACT

As fraudulent and abusive activities performed by groups continue
to plague e-commerce stores, we realize that detecting groups
of abusers, or Ring-of-Abusers (RoAs), has become crucial. Un-
like existing works about abuser detection on e-commerce stores
that merely consider the individual features of abusers or the rela-
tionships among abusers, we design a Universal Ring-Of-Abusers
Detection framework (abbreviated as U-ROAD) that integrates
multi-modal features (e.g., numerical feature, text, and image) and
the rich relationships among entities (i.e., seller, buyer, and product)
on e-commerce stores. Especially, the U-ROAD framework designs
three meta-paths to depict the high-order heterogeneous semantic
relationships among entities. Then it leverages graph neural net-
works (GNNs) for obtaining the semantic node embeddings, which
are fused with an aggregation layer and fed to an MLP classifier
to detect abusers (e.g., abusive sellers and buyers) in different sce-
narios. As a result, (i): Flexible: The U-ROAD framework can be
easily customized with different training labels to detect different
types of abusers at e-commerce stores (e.g., rank abusers, financial
abusers, and competitor abusers). (ii): Powerful and Timely: The
framework is empirically powerful than some existing methods,
which achieves an average 30% improvement in precision and 7.5%
improvement in recall on four abuser (i.e., abusive seller and abu-
sive buyer) detection tasks in two stores. Besides, our U-ROAD
framework can detect abusers earlier than some existing methods
on e-commerce stores. (iii): Explainable: The U-ROAD framework
develops a visualization tool to help investigators understand the
RoAs detection results.
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1 INTRODUCTION

With the proliferation of e-commerce stores in recent decades, the
occurrence of fraud activities orchestrated by organized groups,
known as Ring-of-Abusers (RoAs), has emerged as a major con-
cern for consumers and the overall integrity of online marketplaces.
These interconnected networks of abusers skillfully exploit sys-
tem vulnerabilities, targeting different facets of the e-commerce
ecosystem and engaging in a wide array of abusive practices in-
cluding financial collusion, the proliferation of fake reviews, abuse
of promotional mechanisms, and manipulation of ranking systems.
For instance, RoAs create fake accounts and post positive reviews
for their own products or negative reviews for their competitors,
distorting the perception of product quality and influencing pur-
chasing decisions. Another common scheme involves financial col-
lusion, where multiple abusers including abusive sellers and buyers
work together to commit financial fraud through a set of products
on e-commerce stores, which is illustrated in Figure 1 where an abu-
sive seller (identified as 4896) collaborates with a group of abusive
buyers to commit financial fraud through a set of products.

To combat these activities, an increasing number of machine-
learning methods have been employed on e-commerce stores to
detect suspicious RoAs and take swift action against fraudulent
actors. However, these methods still have several limitations: (i)
They aim at detecting abusive activities either based on individual
features (behavior patterns) or the relationships among entities.
For instance, [19] merely leverages text information to detect fake
reviews online while ignoring the rich relationships among sellers,
buyers, and products. (ii) Existing works study the abusive activities
merely from a single perspective, either from the seller or buyer side,
but do not consider the rich connections among sellers and buyers
(e.g., financial collusion among sellers and buyers in Figure 1).

To effectively detect RoAs, it is crucial to consider both multi-
model features and rich relationships among sellers, buyers, and
products on e-commerce stores. Unlike single types of features,
multi-modal features (i.e., numerical features, text, and image con-
tent) are more informative to provide a comprehensive understand-
ing of user intent online. For instance, some abusive sellers sim-
ply duplicate others’ products to conduct financial fraud or non-
fulfillment fraud. Integrating the numerical (e.g., order velocity),
text (e.g., product description), and image (e.g., product image)
features can comprehensively describe the behaviors of users on
e-commerce stores.

Therefore, to handle the aforementioned limitations, we propose
a universal RoAs Detector, abbreviated as U-ROAD, to detect RoAs
in different scenarios (e.g., financial abuse, rank abuse, and com-
petitor abuse). Inspired by the investigation pattern (e.g., similarity
in the product description, images among products, order patterns,
and listing information) of multiple entities and the relationships
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Figure 1: A showcase about financial collusion on e-
commerce stores. All nodes are anonymous.

among sellers, buyers, and products, the U-ROAD framework first
builds a heterogeneous graph including three types of nodes (i.e.,
seller, buyer, and product) and nine types of relationships (e.g., sell,
purchase, etc.) to integrate various relationships among nodes and
multi-modal node features. It also defines three meta-paths to depict
the high-order heterogeneous semantic relationships among nodes.
Afterwards, it leverages the random walk with a restart to generate
meta-path guided semantic subgraphs and further designs a graph
neural networks (GNNs) framework to propagate the multi-modal
features among entities in each semantic subgraph. The semantic
node embeddings from each subgraph are fused via an aggrega-
tion layer and are fed into the MLP classifier to detect the abusive
sellers and buyers simultaneously, and further detect the RoAs. To
conclude, the contributions of this work is concluded as follows:

o Flexible: We design a universal heterogeneous graph learning
framework (the U-ROAD framework) to propagate the multi-
modal features among sellers, buyers, and products to detect
abusive sellers and buyers simultaneously, which can be easily
customized to detect various types of abusers on e-commerce
stores (i.e., rank abuse, finance abuse, competitor abuse, etc.).

e Powerful and Timely: The U-ROAD framework achieves an
average improvement of almost 30% in precision, and 7.5% in
recall. Besides, the framework is able to detect abusers much ear-
lier than existing models, which can prevent potential damage to
e-commerce stores and their customers from multiple fraudulent
and abusive activities.

e Explainable: To aid in the understanding of RoAs detection via
the U-ROAD framework, we have developed a visualization tool
to display rich relationships among RoAs in an intuitive manner.

2 RELATED WORK

Abuser Detection. Most existing abuser detection tasks [7-9] fo-
cus on designing models based on either useful features or graph
structure. For instance, some existing methods for fake reviewer de-
tection leverage text information to detect fake reviews and further
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detect abusive reviewers [1]. However, these works underestimate
the combination of multi-modal features (i.e., numerical feature,
text, and image) and graph structure in detecting abusers on e-
commerce stores. Moreover, existing methods study the abusive
activities from a single perspective, either the seller or buyer side,
but do not consider the rich connections among sellers and buyers
on e-commerce stores [5, 19].

Graph Neural Networks. Existing graph neural networks (GNNs)
methods [2, 4, 14, 16] aim to learn node embeddings by aggregat-
ing the features of neighbors via neural networks. For instance,
GCN [4] implements the layer-wise propagation rule to learn the
node embedding, and GraphSAGE[2] proposes to sample subgraphs
and train a learnable aggregator for graph inductive learning. To
deal with heterogeneous graphs, some heterogeneous GNN models
are proposed to model the heterogeneity by using meta-path (e.g.,
HAN [15]) or meta-graph (Meta-GNN [11]). However, these works
fail to depict the rich relationships among the real-world abuse
graphs and can not be applied to real-world abuser detection tasks
effectively and efficiently. Therefore, we design a universal het-
erogeneous graph learning framework that integrates multi-modal
features and rich relationships to learn seller and buyer embeddings
simultaneously for RoAs detection in different scenarios.

3 PRELIMINARY

In this section, we introduce the relevant definitions and formally
define the RoAs detection problem.

Definition 3.1. Heterogeneous Graph. To comprehensively de-
scribe the e-commerce stores data on e-commerce stores, we build
a heterogeneous graph (HG) [18], G = (V, &, X), where V is the
set of different types of nodes, & € V x V is the set of edges,
and X is the multi-modal attribute feature set. They are associated
with a node type mapping function ¢ : V — 7 and an edge type
mapping function ¢ : & — R, where 7~ and R are the set of node
types and the set of relation types with |77| + |R| > 2. The graph
schema for G is a graph with nodes from V and edges from &.
As shown in Figure 2.(a), we design three types of nodes and nine
types of relations in our built HG.

Definition 3.2. Meta-path. A meta-path [13] P is a path defined

R R,
on the graph schema, which is denoted in the form of T} — To =

R
PN Tr+1 where R=Ry - Ry -...- Ry (T; € T) is the composite

relation between node types T; and Ty 41, and L is the length. In
this work, we manually define three meta-paths = {Py, Py, P3}
illustrated in Figure 2.(a)) to extract the semantic relations among
different types of nodes based on domain knowledge.

ProBLEM 1. Ring-of-Abusers Detection. Given data on e-commerce
stores, including different types of nodes (i.e., seller, buyer, and prod-
uct) with multi-modal features X, seller and buyer label Y, as well
as multiple types of relationships R among nodes, we build a het-
erogeneous graph G to model the rich multi-modal node features
and relationships among nodes and further design a universal het-
erogeneous graph learning framework to learn the seller and buyer
embeddings simultaneously for RoAs detection in different scenarios
(e.g., rank abuse and financial abuse).
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Figure 2: The framework of U-ROAD: (a) It first designs the heterogeneous graph (HG) schema to extract the rich relationships
among entities (i.e., seller, buyer, and product) on e-commerce stores. Three meta-path are designed to depict the heterogeneous
semantic relationships among nodes. (b). It then designs a heterogeneous graph learning framework to learn the node
embeddings in meta-path guided semantic subgraphs, which are fused via an aggregation layer. (c). It last designs an MLP-based
classifier optimized by the focal loss to detect abusive sellers and buyers and further detect RoAs.

4 PROPOSED MODEL

In this section, we present the details of the U-ROAD framework
which includes three modules: heterogeneous graph construction
(Figure 2.(a)), heterogeneous graph representation learning (Fig-
ure 2. (b)), and classification for RoAs detection (Figure 2. (c)).

4.1 Heterogeneous Graph Construction

Feature. The graph has been proven to be effective in modeling
network data (e.g., e-commerce network). Thus, we propose to
leverage graphs to depict both multi-modal features and various
relationships within data. First of all, we extract the multi-modal fea-
tures for entities (i.e., sellers, buyers, and products) on e-commerce
stores, and further concatenate all features from different modalities.
For instance, we apply the pre-trained language model Sentence-
Bert [10] to get the text embedding (d; = 384) for text information
and we leverage the pre-trained image model ResNet to obtain the
image feature vector (d; = 2048) for images content. Figure 3 also
illustrates an example about multi-modal content on e-commerce
stores.

Relation. Besides extracting the informative multi-modal features,
we also define a bunch of relation types (e.g., seller-sell-product
and buyer-purchase-product) among entities to depict the rich re-
lationships among entities on e-commerce stores. Moreover, we
design three meta-paths denoted as P, P2, P3 to depict the high-
order heterogeneous semantic relations among entities, which is
illustrated in Figure 2.(a). To summarize, as the graph schema is
shown (Figure 2.(a)), we build a HG by integrating both informative
multi-modal features and rich relations among nodes. The multi-
modal features are attached to all nodes in graphs. In addition, we

define three meta-paths based on domain knowledge to generate
the semantic-based subgraphs.

4.2 Heterogeneous Graph Representation
Learning

4.2.1 Meta-path Guided Semantic Subgraph. To model the high-
order semantic relationships among nodes in HG, we employ the
random walk with a restart to generate the semantic subgraphs
guided by meta-paths P (i.e., P1, P2, and Ps3). Specifically, for each
node v; in V, we select the meta-path from % to generate the ran-
dom walks guided by the specific meta-path. Once the length of the
walk is equal to the threshold K (i.e., 200), we stop randomly walk-
ing. After that, we obtain the semantic subgraph Gp = (V, Ep, X),
where P refers to the specific meta-path from #. Gp, and Gp, ex-
tract all of the relationships among users, and Gp, depicts all of
the relationships between users and products in our graph. After
obtaining all semantic subgraphs, as different types of nodes in sub-
graphs have different dimensions, we apply a type-specific mapping
layer to transform all attribute features into the same space:

xi = g(X;) = X; Wr,, (1)

where X; is the original attribute feature of node v;, x; is the trans-
formed node feature, and W7, is the transform weight matrix for
node type T; (|T| = 3).

4.2.2 Graph Representation Learning. Graph Representation
Learning on Semantic Subgraph. The U-ROAD framework is
designed as a universal framework that is applicable to most GNNs
models, i.e., GCN [4], GraphSAGE [2], GAT [14], and GIN [17], to
learn the node embeddings. Here we take GCN as an example to
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Product Attribute

Product Title:

Product Image

Product Text

Product Description:

Food Storage Container in Kitchen
Brand name: Container Products
Color: White

Material: Plastic

Capacity: 2.5 liter

Special Feature:  Microwave Safe,
Dishwasher Safe, Freezer Safer,
Cold Weather Safe

Return Policy: 15-day Return Policy

4 same size tall storage containers.
Each one has a 2.5 liter capacity.
Perfect for storing spaghetti, flour,
sugar, rice, grain, nuts, beans,
snacks, pasta, coffee, and tea.

Made of high-quality BPA free
material, our air-tight containers
are durable and shatterproof
enough for daily use.

Figure 3: A showcase of multi-modal content in an product on e-commerce stores.

introduce how we learn the node embeddings in each semantic
subgraph. GCN is a layer-wise propagation rule-based model to
learn the node embedding ZIP e R? (d: embedding dimension) cor-
responding to the node v; € Gp. Following the basic idea of GCN,
the convolutional layer is devised as:

HP LA U(A‘ﬁ HPL WP Ly, @)
where HP>1+1 denotes the node embedding at L + 1layer and H>? =

x represents the transformed attribute feature. AP is a symmetric

—_ PR N §
normalization of AP with self-loop, i.e., AP = AP 2 APAP % with
AP = AP 4+ Iﬁ. AP, If], DP are the adjacency matrAiX, the identity
matrix, and the diagonal node degree matrix of AP, respectively.
WP L denotes the weight matrix at L-th layer, and o is the acti-
vation function, such as the ReLu(+) = max(0, -). Previous studies
have shown that graph convolution is a type of Laplacian smooth-
ing [4]. However, if we apply Laplacian smoothing many times in a
deep neural network, all node embeddings will converge to similar
values with their neighbors. So we suggest a three-layer GCN to
detect abusers and we denote the user embedding as:

7P = GCN(x, AP) = (AP (ReLU (AP (ReLU (APx WP O)wP ywP2),

®)

where WE 0 WP 1 WP.2 denote the weight matrix for the input

layer, the second convolutional layer, and the third convolutional
layer, respectively. Z? is the node embeddings in graph Gp.

Embedding Fusion from Multiple Sematic Subgraphs. After

obtaining the node embeddings Z” from each semantic subgraph,

we design an efficient aggregation layer to fuse node embeddings:

zZi=Ace(zZN) =2zl ezl e ZTk, ()
where @ is the concatenate operator, Z; is fused embedding of vi,

and k is the number of meta-paths.

4.3 Abuser Detection Task

After obtaining the node embeddings Z, for user nodes, we feed Z
into a fully-connected (MLP) layer to predict the probability of a

user being abusive, i.e., f/i = ZiW,. Moreover, in order to address
the class imbalance problem (i.e., abusive users and benign users),
we introduce Focal Loss [6] that applies a modulating term to the
cross-entropy loss to focus on hard misclassified nodes to detect
abusive users. In particular, the supervised focal loss L, in this
work can be formally defined as:

D @ (1= 1" log(¥y), (5)

i€V

1
Ltocal |(Vl |
where V] is the node sets of labeled users, y is the focusing param-
eter to control the rate at which easy nodes will be down-weighted,
and @ € [0,1] is a weighting hyper-parameter for classes. The
pseudo-code of the U-ROAD framework is provided in Algorithm 1,
which will facilitate the understanding of our designed model.

Algorithm 1: Pseudo-code of the U-ROAD Framework
Data: Graph G, Multi-modal feature X, Graph structure &,
Defined Meta-path set $, Labeled users Y.
Result: Node abusive score Y.
1 for each meta-path P € P do

2 for each nodev; € G do
3 Perform random walk with a restart to generate
walk path;

4 for each sematic subgraph Gp do

5 Apply the type-specifical mapping layer to transform
attribute features via Eq. 1;

6 Apply the transformed features to the GNNs and obtain
the node embeddings via Eq. 3;

7 Fuse semantic node embeddings from each semantic
subgraph via Eq. 4;
Apply the MLP classifier to detect abusive users via Eq. 5;

o

©

Infer the potential Ring-of-Abusers based on the detection
results via the visualization tool introduced in Section 5.6;
o Return Abusive sellers and buyers, and the inferred RoAs.

=
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5 EXPERIMENT

In this section, we first introduce two datasets from different real-
world e-commerce stores (M1 and M2) to detect different types of
abusers, i.e., financial abusers, and rank abusers. Then we discuss all
baseline models and experimental settings in this work. Afterward,
we conduct extensive experiments to evaluate our framework on
four tasks, i.e., financial abusive seller detection on M1, financial
abusive buyer detection on M1, rank abusive seller detection on M2,
and rank abusive buyer detection on M2. Moreover, our developed
visualization tool with real-world case studies are introduced in
Section 5.6.

5.1 Dataset

All data we collected are from real-world e-commerce stores. To
validate the effectiveness of our U-ROAD framework, we collected
two datasets from different stores, i.e., M1 stores and M2 stores for
financial abuser detection and rank abuser detection, respectively.
Mention that all data we used in experiments are encrypted and
anonymous. None of the personal and private data is involved in
our experiments.

Financial Abuse on M1 Store. To study the financial abuse col-
lusion activities on e-commerce stores, we build a graph on the
M1 stores. Specifically, we collect the order data from a specific
time period on M1 store to construct the HG with 337,046 nodes
and 1,571,971 edges including 3,629 abusive sellers, 39,106 benign
sellers, 33,137 abusive buyers, 58,130 benign buyers, and 203,044
products. The labels of seller and buyer are generated based on
historical enforcement records. Labeled sellers and buyers are split
into three sets, training set, validation set, and testing set for model
training, validation, and testing, respectively.

Rank Abuse on M2 Store. In order to comprehensively evaluate
the U-ROAD framework, we propose to collect another dataset
involved with rank abuse on the M2 store. Following the three-step
mechanism, we also collect the order data from a time period to
construct the HG with 1,549,009 nodes and 13,589,523 edges in-
cluding 2,544 abusive sellers, 171,757 benign sellers, 32,982 abusive
buyers, 619,701 benign buyers, and 722,025 products.

5.2 Baseline Method

To comprehensively evaluate our U-ROAD framework, we compare
it with three groups of baseline models:

G1: Feature-based model. For the abuser detection task, we ap-
ply the seller or buyer features to a 2-layer MLP classifier [12] to
directly detect abusers.

G2: Graph structure-based methods. We merely consider the
relationships (edges) in graphs and apply the edge to three GNNs
including GIN [17], GraphSAGE [2], and GCN [4] to learn the node
embedding. We generate the random features for all nodes as the
feature vector for GNN models. For fair comparisons, all GNNs
models have three layers. Similar to G1, we feed the user embed-
ding to a 2-layer MLP classifier to detect abusers.
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G3: Multi-modal features with graph structure methods. Ex-
cept for graph structure, we also leverage the multi-modal features
of nodes to learn the node embedding from GNNs models and we
feed the user embeddings to a 2-layer MLP classifier for abuser
detection tasks.

U-ROAD. U-ROAD designs three meta-paths to depict the seman-
tic relations and leverages the multi-modal features and graph
structure to learn the node embedding from each meta-path guided
semantic subgraph. The fused node embeddings are fed to a 2-player
MLP classifier to detect abusive users in different scenarios.

5.3 Experimental Setting

To evaluate the performance of the U-ROAD framework and all
baseline methods, we adopt three widely-used metrics: precision
showing the percent of abusers that are covered by the model,
recall score showing the percent of abusers being detected correctly,
and ROC-AUC showing the ability of the model in distinguishing
abusers and benign users on e-commerce stores. Experiments are
conducted under the environment of the g5.48xlarge with GPU
resources. For each GNN model (i.e., GIN, GraphSAGE, and GCN),
we employ three layers neural network with weight decay 1e-5 and
the dimension of node embedding generated by GNNs is 200. We use
Adam [3] optimizer with a learning rate of 0.001. All experiments
are conducted in ten runs and the mean and stand deviation over
testing data are provided.

5.4 Performance Comparison

Financial Abuser Detection on M1 Store. Table 1 shows the
performances of all methods for financial abusers (i.e., abusive
seller and buyer) detection on the M1 store. From Table 1, we can
conclude that: (i) By comparison with G1 and G2, we find that rich
graph relations among nodes increase the model performance as
the performances of models with single graph structure relations
in G2 are much better than the performances of the model with
only user features in G1.

Al: remove meta-path P1 A3: remove meta-path P3

A2: remove meta-path P2 U-RAOD
40.00
=Ml M2 94.00 Fami em2
35.00 86.00
30.00 78.00
25.00 70.00
Al A2 A3 U-ROAD Al A2 A3 U-ROAD

(a) Precision in abusive seller detection. (b) Recall in abusive buyer detection.

Figure 4: Performance of model variants for abuser detection
on different stores.

(ii) Except for structure relationships, multi-modal features can
also enhance the detection performance as the performances of
graph methods with only graph structure in G2 are worse than
graph methods with multi-modal features and graph structure in
G3. (iii) By comparison with all baseline models, our framework
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Table 1: Performance comparison for collusion financial abuse on M1 store (mean % + std). All are conducted in ten runs to
obtain mean and stand deviation. Best performances are highlighted in purple.

Setting M1 Store-Seller M1 Store-Buyer
Group ‘ Model Recall Precision AUC ‘ Recall Precision AUC
G1 ‘ MLP 12.04 £ 6.18 5.24 £5.27 41.25+ 7.35 ‘ 31.01 £10.24  32.04 +£9.34 42.50+ 7.34
GIN 21.13 +£5.24 10.84 £ 5.37 51.24 + 6.17 55.96 + 7.34 57.04 + 6.58 55.25+5.74
G2 GraphSAGE | 25.39 +7.12 7.29 £ 6.41 49.82 £ 5.51 58.28 + 7.51 56.86 + 6.34 57.43 + 6.77
GCN 33.72 £5.54 12.45 £ 5.31 54.82 £5.72 71.11 £ 6.48 58.43 £ 6.27 58.09 + 6.34
GIN 54.31 £5.59 14.57 £ 5.31 56.71 + 6.24 71.68 £ 6.34 63.90 * 6.47 63.48 £ 6.71
G3 GraphSAGE | 63.24 £13.74  12.50 £ 5.15 55.52 £ 6.11 68.95 + 6.24 62.82+ 6.31 60.65 + 6.84
GCN 67.37 + 4.57 20.11 + 4.84 68.67 + 4.25 78.97+ 5.61 62.94 + 5.98 62.32 £5.78
Our U-ROAD 76.42 + 3.21 35.42 £ 4.25 80.21 + 3.15 ‘ 92.70 + 4.14 61.77 + 4.87 72.46 £ 4.51

Table 2: Performance comparison for collusion rank abuse on M2 store (mean % + std). All are conducted in ten runs to obtain
mean and stand deviation. Best performances are highlighted in purple.

Setting M2 Store-Seller M2 Store-Buyer
Group ‘ Model Recall Precision AUC ‘ Recall Precision AUC
G1 MLP 23.01 £ 8.57 5.67 £ 8.41 42.53% 8.25 ‘ 21.05+9.14 6.57 £9.21 45.21+£ 9.33
GIN 42.34 £ 6.28 19.52 £ 6.14 57.31 £ 6.19 46.96 £ 6.45 9.48 £ 6.56 47.02 £ 6.55
G2 GraphSAGE | 45.27 +6.21 25.51 £ 6.31 63.58 £ 6.05 48.38 £ 6.35 10.53 £ 6.33 48.92 £ 6.28
GCN 50.57 + 5.89 31.14 £ 5.92 74.46 £ 5.74 52.98 + 6.21 13.86 + 6.24 46.55 + 6.11
GIN 58.23 +5.14 21.36 £ 5.32 58.83 £ 5.41 68.33 = 5.67 10.88 + 5.69 53.24 + 5.47
G3 GraphSAGE | 60.54 + 5.22 25.77 £5.13 60.30 + 5.01 70.89 + 5.48 12.40 £5.46 57.72 + 548
GCN 66.59 £ 5.01 32.16 £5.07  82.70 £ 05.16 78.63 £ 5.34 17.27 £ 5.36 56.53 £ 5.33
Our U-ROAD 83.86 £ 4.13 35.10 + 4.24 85.10 £ 4.18 81.36 £ 5.19 24.50 £ 5.17 67.32 £ 5.14

achieves the best performance in detecting financial-abusive sellers
and buyers, showing the superiority of U-ROAD for financial abuser
detection on M1 store. Mention that, our U-ROAD framework has
gained at least 30% improvement in precision, 5% improvement
in recall for abusive seller detection, and over 25% improvement
in precision, almost 10% improvement in recall for abusive buyer
detection, by comparison with the model that only leveraging pure
attribute features on e-commerce stores.

Rank Abuser Detection on M2 Store. Table 2 lists the perfor-
mances of all methods for rank abusers detection on M2 store
and we find out that all metrics increase obviously when the re-
lationships among nodes are considered by comparing G1 with
G2. Besides, multi-modal features contribute to learning better rep-
resentations in GNN models. Last, the U-ROAD framework has
the best performance among all methods and achieves almost 30%
improvement in precision and almost 5% improvement in recall

for abusive seller detection on M2 store, almost 20% improvement
in precision and 10% improvement in recall for abusive buyer
detection on M2, by comparison with existing models.

5.5 Ablation Study

We also conduct experiments to analyze the effectiveness of each
meta-path by removing each meta-path P; (A1), P, (A2), and P3
(A3), respectively. From Figure 4, we find out that each meta-path
contributes to our designed U-ROAD framework with different
levels. Meta-path P3 designs to depict the semantic relationships
among sellers and buyers via products has large contributions to the
U-ROAD framework, showing that meta-path P3 is very significant
to depict the relationships among sellers, buyers, and products on
real-world e-commerce stores. Besides, Meta-path P; and P also
contribute to our U-ROAD framework with obvious decreases by
comparison with the U-ROAD framework in Figure 4, showing that
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Figure 5: The visualization of node 5774 with 3-hop neighbors.

investigation of RoAs.

among three types of entities on e-commerce stores.

5.6 Visualization Tool

Moreover, we can infer the RoAs based on the detected abusive sell-
ers and buyers. To better visualize the RoAs detection and provide
investigators with intuitive results, we develop a visualization tool
to show the RoAs within multiple hops neighbors. The convenient
tool is designed for deep-diving into the inferred RoAs. Investiga-
tors can easily input the node id and then would obtain all neighbor

Case Study. Figure 5 shows a financial abusive seller node 5774
(anonymized) on the M1 store with 3-hop neighbors. From Figure 5,
we can find out two abuser groups, including the abusive buyer

nodes connected with various relations. Next, we would show an
example to illustrate how to utilize the developed tool for further

group, and the abusive seller group. Red nodes refer to abusive
sellers; green nodes represent benign sellers; blue nodes stand for
products and yellow nodes symbolize buyer nodes. We can easily
find that abusive buyers in the black box are closely connected to
each other. In addition, the abusive buyer groups connect closely
and have rich connections to abusive seller groups, which can infer
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a potential collusion RoAs (linked with black dash line in Figure 5)
among the busive seller groups and abusive buyer groups.

6 CONCLUSION

In this paper, we design and develop a universal heterogeneous
graph learning framework U-ROAD to detect different types of
ring-of-abusers on e-commerce stores. The U-ROAD framework
proposes to propagate the multi-modal features among sellers, buy-
ers, and products to learn the seller and buyer embeddings, which
enables it to detect abusive sellers and buyers simultaneously. Be-
sides, the U-ROAD framework is very flexible to various types of
abusers and can be easily customized with different training la-
bels to detect different types of abusers on real-world e-commerce
stores. Extensive experiments on four abuser detection tasks over
two real-world stores demonstrate that the U-ROAD framework is
more powerful than some existing models. Moreover, this frame-
work develops a visualization tool to explain the RoAs detection in
a more intuitive way.
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