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Abstract. Generating, uniformly at random, a binary or a ternary string
with a fixed length L and a prescribed weight W, is a step in several quan-
tum safe cryptosystems (e.g., BIKE, NTRUEncrypt, NTRU LPrime,
Lizard, McEliece).

This fized weight vector selection generation is often implemented via
a shuffling method or a rejection method, but not always in “constant
time” side channel protected flow. A recently suggested constant time
algorithm for this problem, uses Network Sorting and turns out to be
quite efficient. This paper proposes a new method for this computation,
with a side channel protected implementation. We compare it to the
other methods for different combinations of L and W values. Our method
turns out to be the fastest approach for the cases where L is (relatively)
short and 0.1 < W/L < 0.5. For example, this range falls within the
parameters of NTRU LPrime, where our method achieves a 3x speedup
in the string generation. This leads to an overall 1.14x speedup for the
NTRU LPrime key generation.

Keywords: Software optimization - Combinatorics - Post Quantum Cryp-
tography - Coding

1 Introduction

This paper deals with efficient methods for what we call the Fixed Weight Vector
Selection (FWVS) problem, defined as follows.

Definition 1. Let L, W, q, m be integers such that 0 < W < L and let ¢ > 2 be
a prime. Denote the set of all vectors with L symbols from Fym having weight W
by S (the weight of a vector is defined to be the number of its nonzero symbols).

Problem 1 (Fized Weight Vector Selection (FWVS)). Select, uniformly at ran-
dom, a vector from S}V (here, uniformly at random means that every vector
from S}V has equal probability to be selected in the process).

To illustrate, we give a simple example.

Ezample 1. L =5W =4,q = 2,m = 1. Here (¢ = 2), the elements of the vec-
tors are bits. With these parameters, SEV ={11110,11101,11011,10111,01111}.
The FWVS problem is to select X from S} such that Pr(X = s) = % for every
seSy.



Problem 1 is one of the steps in several cryptosystems that have been pro-
posed to the first round [2] of NIST Post-Quantum Cryptography (PQC) project.
Five such schemes (BIKE, HQC, McEliece, NTRUEncrypt, and NTRU LPrime)
were recently selected for the second round of the project [3]. A selection of
the relevant parameters that shows the different range of interest for L and W,
is shown in Table 1. Note that these algorithms use symbols from Fs (binary
strings) or F3 (ternary strings). These correspond to m =1 and ¢ = 2 or ¢ = 3.

Table 1. Some of the proposals submitted to the first round of NIST PQC
project [2] for which the FWVS Problem is a step in their key genera-
tion/encapsulation/decapsulation. The schemes BIKE, HQC, McEliece, NTRUEn-
crypt, and NTRU LPrime were recently selected for the second round of the project [3].
The cryptosystems are sorted in alphabetic order. Note the different ranges of L and
W values.

Cryptosystem NIST Security Category L w

BIG QUAKE 1 3,600 78
BIG QUAKE 5 9,000 135
BIKE1 (keygen) 1 10,163 71
BIKE1 (encaps) 1 20,326 134
BIKE1 (keygen) 5 32,749 137
BIKE1 (encaps) 5 65,498 261
HQC 1 22,229 67
HQC 5 59,011 133
Lizard 1 536 140
Lizard 5 1024 200
McElice6960119 5 6960 119
McElice8192128 5 8192 128
NTRUEncrypt 1 443 143
NTRUEncrypt 5 743 247
NTRU LPrime 5 761 250

We point out that a construction for the case ¢ = 3 can be implemented by
means of post processing the results of a construction for the case ¢ = 2 (see
Section 5). Therefore, we hereafter deal only with ¢ = 2. We seek fast imple-
mentations of the FWVS problem with the following constraint: the execution
should be in “constant time”!. By constant time we mean that the algorithm: a)
does not involve access to elements of the vectors in a way that depends on the
values of the symbols; b) does not involve branches that depend on the values
of the symbols.

Proper software implementations of such algorithms are considered to be se-

! “Constant time” is the standard term for algorithms/implementations that are se-
cure against (some) side channel attacks. Other terms that are used are “side channel
protected” and “Isochronous.”



cure against the known micro-architectural side channel analyses (side channel
attacks hereafter)?. To illustrate the term ”constant time“ we give two examples:

Example 2. Assume an implementation that sets one bit in an array of bits by
accessing only the relevant location in the array. A spy process that monitors
the CPU caches can infer the memory address that was accessed, and therefore
can learn the bit location.

Ezxample 3. Assume an implementation that sets a bit only if it equals zero by
performing the “read” operation but performing a ”write“ operation only when
needed. A spy process that can measure the implementation’s execution time can
distinguish between the two cases (read or read+write) and learn if the relevant
bit was set before the operation. A constant time implementation should always
write a value.

Remark 1. The overall execution time does not have to be fixed (constant) in
order to satisfy these requirements, but since ”constant time” is the common
term used for describing such software implementations, we adopt it.

Remark 2. Tt is straightforward to write side channel protected software for an
inherently constant time algorithm. For other algorithms, the software imple-
mentations need to use special techniques in order to become side channels safe.

Our contributions. we proposed a new method (RepeatedAND) to address the
FWVS problem and compare it to the alternative methods for different L and W
combinations that are relevant to the Post-Quantum (PQ) proposals mentioned
above. Our method(s) speedup the vectors’ generation significantly for some size
combinations. They lead to a noticeable speedup in the overall performance of
e.g., NTRU LPrime [6].

The paper is organized as follows. Section 2 starts with preliminaries and
notation. Section 3 describes the “Repeated AND” method. Conversions (from
binary to ternary) are described in Section 5. Our results are reported in Section
6 and a conclusion is brought in Section 7.

2 Preliminaries, notation, and conventions

We use F,m to denote a finite field with ¢"™ symbols {0, 1,...,¢™}, where in this
paper we set m = 1 and ¢ € {2,3}. Polynomials a(z) = ar 1z~ +...a12+ag €
Fy[x] are represented, interchangeably, as strings of L bits. If A is such a string,
then A[i] = a(i), 0 < i < L. Polynomials b(x) = by_12l=1 + ... byz + by € F3[z]
are represented as strings of 2-bit symbols (2- L bits). If B is such a string, then
B[2i+1:2i)|=b(i),0<i<L.

2 Differential power attacks and fault injection attacks are outside the scope of this
paper.



Example 4. The polynomial 29 + 26 4+ 2% 4+ x + 1 € Fa[z] corresponds to the bits
string 1001000111 of length L = 10. The polynomial 229 + 26+ 2%+ +2 € F3[x]
corresponds to the bits string 10000001000000010110 of length L = 2 - 10.

Let A be an array of bits. The weight of A is denoted by wt(A) and is
the number of set bits in A. We denote by 1¢ (resp. 0) the £-bit string of all
ones (resp. zeros). Bit-wise “and”, "or“ and “not” are denoted by A and V and
-, respectively. In the algorithms below, unless otherwise stated, uninitialized
variables equal 0.

A Pseudorandom Function (PRF) for generating uniform random samples. We
assume access to a PRF that consists of two functions. It is initialized by calling
st = InitPRF(seed), where seed is some input seed (256-bit in our case) and the
the output is a PRF state st. Subsequently, the function » = GetRand(st, ¢) is
called in order to obtain a pseudorandom integer r in the range 0 < r < ¢.

Remark 3. In general generating a long sequence of true random bits is slow
(e.g., using RDRAND and RDSEED on x86 platforms), therefore we use some
PRF to efficiently collect pseudorandom numbers.

2.1 The shuffling method

The classical approach to the FWVS problem is the Fisher-Yates Shuffle algo-
rithm [11] (a.k.a known as Knuth shuffle). One of its variants [10] is described in
Algorithm 1. It performs an in-place shuffle on a pre-initialized array. Steps 6-8
depend on the values in the array A. Thus, their (software) implementation is
not inherently “constant time” unless the implementation takes the performance
penalty for sweeping over the whole array in every iteration.

Algorithm 1 “inside-out”, Fisher-Yates Shuffle algorithm [10,11]
Input: seed, L, W
Output: A (an L bits string with weight W)
1: procedure GENSTRING(seed, L, W)
2 A=0l""1W
3 st = InitPRF(seed)
4 fori=0to L do
5: j = GetRand(st, L)
6.
7
8
9

t = A[j]
Alj] = Ali]
Afi] =t

return A

2.2 Rejection method

Algorithm 2 is commonly known as the Rejection method (e. g., used in NTRU-
Encrypt [12,13] and BIKE [4, 8]). Here, Step 6 is a branch that depends on the



value of A. Thus, its software implementation is not inherently “constant time”
unless the implementation takes the performance penalty for sweeping over the
whole array in every iteration.

Algorithm 2 Rejection method
Input: seed, L, W
Output: A (an L bits string with weight W)
1: procedure GENSTRING(seed, L, W)
2 A=0"
3 st = InitPRF(seed)
4: while wt(A) # W do
5: j = GetRand(st, L)
6.
7
8

if A[j]=0 then
Aljl =1

return A

2.3 Sorting method

Algorithm 3 shows another approach to Problem 1 that we call here Sorting
method. This method has been recently proposed for NTRU LPrime [6]. It is
based on constant time sorting algorithms (details and review are provided in
[5]), and enjoys an efficient software implementation (using AVX2) demonstrated
in [5]. Note that the code in NTRU LPrime generates strings with ¢ = 3, but as
explained above, we describe Algorithm 3 for the case ¢ = 2. This algorithm is
inherently constant time.

Algorithm 3 Sorting method (based on [5])
Input: seed, L, W
Output: A (an L bits string with weight W)
Comment: B is a 32L bits string. Sort operates on a 32-bit integers array.

1: procedure GENSTRING(seed, L, W)

2: st = InitPRF(seed)

3 B[32L — 1: 0] = GetRand(st, 23" — 1)
4 for iin 0 to W — 1 do

5: B[32i] = 1

6: for iin W to L — 1 do

T B[32i] =0

8: Sort(B, L)

9: foriin0to L —1do

10: Ali] = B[32i]

11: return A




3 Repeated AND method

We propose an alternative method to tackle Problem 1, as illustrated in Al-
gorithm 4. The main idea is that if X and Y are two (pseudo)random inde-
pendent strings of length L then: a) the expected weight of X and of Y is
E [wt(X)] =E [wt(Y)] = £ b) E[wt(X AY)] = & )

Steps 10-14 in Algorithm 4 generate a string A of length L with wt(A) < W.
The algorithm takes a sequence A4;, i =1,2,,...,J of (pseudo)random indepen-
dent strings of length L, where J ~ Uogg(L/W)J, and sets

A=A, (1)

The value of J is not pre-determined, but its expected value is E [J] = |loga(L/W)].
To illustrate, we give an example.

Ezample 5. Let L =1,024, W = 128. Then

E [wt(Ag)] = 512
E [wt(Ao A Ay A Ag)] = 128

The expected number of iterations required for generating A as in (1) is J = 3.
In practice, J is typically 3 or 4.

Steps 6-17 use A in order to generate a new vector A with wt(A) = W (exactly).
Starting from A = A (with wt(A) < W), we set w = W — wt(A) > 0. Next,
another string A’ of length L with wt(A’) < w is generated (Steps 10-14). The
value A = AV A’ satisfies wt(A) < wt(A) < W. Steps 6-17 are repeated while
w > 0. The expected number of rounds is at most [logaW].

Remark 4. Algorithm 4 requires independent (pseudo)random values A;. Sam-
pling A; from GetRand(-) is (performance wise) costly, so reusing sampled strings
may seem like a tempting shortcut. However, this approach violates the inde-
pendence property. For example, circular rotation of A on Step 12, generates
correlation between the bits of A. In practice, some bit manipulation techniques
could possibly lead to sufficiently uncorrelated vectors, and perhaps make the
selection acceptable. We do not adopt this approach here.

Lemma 1. Algorithm j generates every string in SYW with equal probability.

Proof. Algorithm 4 outputs only strings from S}". For every round of Algorithm
4, we have, Step 15,

wt(A) + wt(A) < wt(A) +w
=wt(A)+ W —wt(4A) =W



Algorithm 4 Repeated AND method
Input: seed, L, W
Output: A (an L bits string with weight W)

1: procedure GENSTRING(seed, L, W)
2: st = InitPRF(seed)

3 ctr =0

4: w=W

5. A[L—1:0] =0~

6: do

7 j=0

8: Aj = GetRand(st, L)

9: A=A; N-A > Optimization
10: do

11: j=j+1

12: A; = GetRand(st, L)

13: A=ANA

14: while (wt(4) > w)

15: A=AV A

16: w=W —wt(A)

17: while (w # 0)
18: return A

Therefore, in Step 18, we have wt(A) < W. Since Pr(wt(A) = 0) < 1, we can
conclude that E [wt(A)] < E [wt(A) + wt(A)]. This implies that the algorithm
stops after some number of rounds, and when it does, we have wt(A) = W.
Clearly, Algorithm 4 outputs every string in S}¥ with equal probability because
Pr(A[i] = 1) = ¥ for every bit 0 < i < L, independently of the other bits. O

4 Different representations of strings

In general, algorithms use the sparse polynomials (in Fs[z] or F3[z]) in different
ways that may use different representations of the data. As a result, Algorithm
4 that generates binary strings, may be less efficient than its alternatives, due
to the performance cost of moving across the different representations used in
a specific scheme (especially in constant time implementations). We give two
examples. The additional implementation of BIKE [4] uses three representations
for a(x) € Falz]: a) an L-bit string A; b) an 8L-bit string (B) where each
byte holds one bit (B[8i] = Afi], 0 < i < L); ¢) a list of indexes {i : Afi] =
1,0 < i < L}. The implementations of NTRU LPrime [6] represent a polynomial
b(x) € Fs[x] in three ways: a) a 32-bit integers array C, where C[32i + 1 :
32i] = b; + 1 (mod 3), 0 < ¢ < L (used for sorting); b) a 2L-bit array D,
where D[2i +1:2i] = b; +1 (mod 3), 0 < ¢ < L; ¢) An 8L-bit array E, where
E[8i+7:8i] = D[2i + 1 : 2i] — 1 (the values are 00000000, 00000001, and
11111111).

Indeed, converting a binary string into a list of indexes in constant time is
expensive and therefore the Rejection method is first used for generating the list



of indexes, which is later converted into a binary string. By contrast, moving
across the representation in NTRU LPrime is sufficiently fast, thus using the
Repeated AND method is preferred (see Section 6).

5 Handling the case g = 3

An algorithm for converting a binary string into a ternary string is described
in Algorithm 5. The algorithm gets a binary string S with a fixed weight W
and an auxiliary (pseudo)random L-bit string B with wt(B A S) < W as its
inputs (B = B’ A S, where B’ is a (pseudo)random L bit vector). It outputs
a 2L bits ternary string D where the “zero” symbol is 01 and the other two
symbols are 10 and 00 (as in NTRU LPrime [6]). Step 1 of Algorithm 5 maps
0— 01 and 1 — 10. Step 2 uses B to decide which 10 symbol will be converted
into a 00 symbol. To this end, it squares B (adds a 0 bit next to each bit) and
multiplies the result by x. This ensures that only bits in even positions can equal
1. Finally, we achieve the results by XORing the two strings. Note that for cases
like NTRUEncrypt that use a ternary vector with a fixed number of 1 symbols
(d) and —1 symbols (e), we require that wt(B A S) = d. To generate B, we use a
modified version of Algorithm 4, where we replace Step 9 with A = A; A (mA)AS
and set W =d.

A fast implementation on modern 86 platforms can use the carry less multi-
plication (PCLMUL) instruction for squaring a polynomial in F5[z], bit-wise XOR
for addition and shift left for multiplication by =x.

Algorithm 5 Converting a binary string into a ternary string

Input: S (an L bits string with weight W), B (an L bits string with wt(B A S))
Output: C € Fs[z] (a 2L bits string with weight W)
Comment: The operations are in Fa[z]

1: procedure CONVBINARY2TERNARY

2 tmp = SQ + Zi:o,ifeve'n "

3: D= (z-B*) +tmp

4 return D

6 Results

To compare the Repeated AND method to the studied alternatives, we prepared
optimized software implementations (specifically, in C using AVX/AVX2 intrin-
sics). For the Rejection method, we used our Additional implementation of
BIKE [4] (written in C and x86 assembly). For the Sorting method, we used
the implementation given in [5] (written in C and uses AVX2 intrinsics). We did
not implement the Shuffling method because arguably, its constant time imple-
mentation would have roughly the same performance as the Rejection methods.



For all these methods we used the same PRF. Specifically, an efficient imple-
mentation (using AES-NI) of AES256 streaming mode, with a 256-bit seed (key)
over a 32-bit counter. For computing the weight of an array in constant time we
divided the array to 64-bit sub-arrays, and used the POPCNT instruction. This
instruction receives a 64-bit value and returns its hamming weight (in 3 cycles).
The algorithms were compiled with gece (version 5.4.0) in 64-bit mode, using
the “O3” Optimization level, and run on a Linux (Ubuntu 16.04.3 LTS) OS. We
carried out the experiments on an Intel® desktop of the 7t Intel® Core”™ Gen-
eration (Micro-architecture Codename “Kaby Lake” [KBL]) 3.60 GHz Core™™
i7 — 7700. This platform had 16 GB RAM, 32K L1d and L1i cache, 256K L2
cache, and 8, 192K L3 cache. The Intel® Turbo Boost, Intel® Hyper-Threading
Technology, and the Enhanced Intel Speedstep® Technology were disabled.
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Fig. 1. The average number of rounds (vertical axis) in the Repeated AND method
(lower is better). The points in the graph represent (L, W) pairs and displayed accord-

ing to the ratio %

We performed several experiments. In the first experiment we tested 18 ar-
bitrary values® of L, and 32 arbitrary values 4 of W. Altogether, there were
290 legitimate cases (i.e., W < L). For every legitimate pair, we ran the Re-
peated AND method 30,000 times and recorded the average number of rounds.
Figure 1 shows the results. We encountered a small number of rounds (2 — 4)

3 [ =128, 251, 437, 512, 761, 1,024, 1,493, 2,048, 4,096, 5,312, 8,192, 6,451, 10, 163,
16,384, 24,567, 32,749, 32,768, 65, 536.

4 W =10, 30, 50, 71, 110, 250, 286, 350, 512, 897, 1,200, 1,900, 2,500, 3,012, 3,981,
4,196, 4,691, 5,890, 7,891, 9,801, 12,010, 14,909, 15,901, 19,876, 23,090, 27,090,
32,123, 40,954, 51,209, 52,908, 59,908, 65, 536.
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only when % < 0.5 with more occurrences when % < 0.2. For % > 0.6, we
encountered a relatively large number of rounds (10+). Note that the FWVS
problem is symmetric, i.e., solving it for some L and W is the same as solving
it for the same L but with W = L — W and then negate the results. Thus, it is
possible to ignore the cases where % > 0.5.

The second experiment is the same as above where we disabled the optimiza-
tion of Algorithm 4, Step 9. Figure 2 shows the difference between the average
number of rounds for the same (L, W) pairs in both experiments. Algorithm 4
(with the optimization) is significantly more efficient when % > 0.2 (the differ-

ence is usually more than 5 rounds).

1,000
100 -+
10 T A

1 = comemmme oo

0.00 0.10 0.20 0.30 0.40 0.50 0.60 0.70 0.80 0.90 1.00

Fig. 2. Number of additional rounds per pair (L, W) (See pairs values in the text)
aggregated according to the ratio %, when the optimization of Algorithm 4, Step 9 is
disabled.

Table 2 compares the constant time implementations of the Repeated AND |,
to the Rejection, and Sorting methods over the parameters of BIKE1, Lizard,
NTRUEncrypt, and NTRU LPrime. Note that the final measurements for NTRU-
Encrypt should take into account the generation time of vector B in Alg. 5.

For easy reproducibility of the results, we used the benchmarking system
SUPERCOP [7] in order to measure the impact of Algorithm 4 on the over-
all performance of NTRU LPrime (ntrulpr4591761)°. We modified the function
small_seeded weightw in the NTRU LPrime implementation so that it calls
Algorithms 4 and 5. Subsequently, we used the function small_decode (of the

® Note that SUPERCOP uses checksums that were generated by running NTRU
LPrime with its original Sorting method. Thus, to use SUPERCOP for measuring
the performance with our (different) method, we removed the checksums
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Table 2. Method comparison over some of the parameters of BIKE1, Lizard, NTRU-
Encrypt (NTRUER), and NTRU LPrime (NTRULPr). The reported cycles include the
(pseudo)random data generation. Fastest result for each parameter choice is marked
with bold. The RepeatedAND and the Sorting implementations generate ternary
strings while the Rejection implementation generate binary strings

Alg. Cat. L W % Repeated AND Rejection  Sorting

method method method

(bits)  (bits) (cycles) (cycles) (cycles)

BIKE1 1 10,163 71 0.007 57,086 17,460 160,313

BIKE1 1 20,326 134  0.006 137,130 45,301 390,546

BIKE1 5 32,749 137 0.004 189,791 43,699 643,000

BIKE1 5 65,498 261  0.004 426,333 141,499 1,502,388

Lizard 1 536 140  0.261 2,377 41,510 7,589
Lizard 5 1,024 200  0.195 5,072 81,251 13,811
NTRUEn 1 443 143 0.322 2,006 33,871 6,710
NTRUEn 5 743 247 0.332 3,414 82,928 10,722
NTRULPr 5 761 250  0.328 3,086 81,674 9,000

original code) to convert the resulting string into the required format. Figure
3 compares the 32 measurements taken by SUPERCOP for the key genera-
tion/encapsulation/decapsulation steps of the original implementation and of
our optimization. The original implementations run them in constant time, un-
like our optimized implementation, where Algorithm 4 has a variable number of
rounds (but no secret information is leaked). Our optimization outperforms the
baseline in 27/32 = 84% (point A - key generation), 25/32 = 78% (point B -
encapsulation), and 21/32 = 65% (point C' - decapsulation), achieving a speedup
of around 1.07x, 1.12x, 1.21x, respectively.

7 Conclusion

We presented a new algorithm for speeding up the FWVS problem. The im-
plementation of Algorithm 4 achieves speedup of 3x over the equivalent latest
implementation in NTRU LPrime one of the schemes that were selected for the
NIST PQC project round 2 [3].

In addition, our experiments show that the Repeated AND method can speed-
up other cryptosystems (e.g., Lizard) when L is small. If the value of L is high
(as in BIKEL) it is preferable to use the Rejection method (or the Shuffling
method). In addition, our experiments show that the Repeated AND method is
usually faster than the Sorting method (on the measured sizes). We point out
that in cases where constant-time implementation is not required, the Shuffling
or the Rejection methods are probably the fastest.

The performance of the Repeated AND method depends on the performance
of the underlying PRF. In our experiments, we used AES256 as an efficient
choice. However, if a 128 bits key is sufficient (e.g., for NIST Category 1 algo-
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Fig.3. Cycles count comparison for 32 NTRU LPrime (ntrulpr4591761) key-
gen/encapsulate/decapsulate measurements taken by SUPERCOP. Lower number of
cycles is better. Here, “Before” refers to the original implementation and “After” refers
to the optimization through Algorithm 4.

rithms), using AES128 will speed-up the algorithm. In addition, our experiments
target x86 platforms with AES-NI enabled. On these platforms, using AES in
counter mode leads to a very fast PRF. Implementations that target other plat-
forms (without AES-NI) may choose to use a different PRF (e. g., based on hash
functions).

Better news are coming soon: vector AES and POPCNT new instructions Intel
has recently announced [1] that its future architecture, microarchitecture code-
name “Ice Lake”, will add vectorized capabilities to the existing AES-NI instruc-
tions. These instructions are intended to push the performance of AES software
further down, to a new (theoretically achievable) throughput of 0.16 C/B [9]. In
addition, CPUs with AVX512 capabilities arrive with a new vectorized POPCNT
instruction that performs eight 64-bit POPCNT in one instruction. Judicious use
of these new instructions will significantly accelerate the Repeated AND algo-
rithm.
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A A variant of the Repeated AND method
Step 13 of Algorithm 4 (A = AA A;) can be replaced with A = AA—A; without

affecting the correctness or the performance characteristics of the algorithm.
This is because

WA N A)) ~ wt(A A —Aj) ~ “’t;A) 2)
and
E [wt(ANAj)] =E [wt(AA-4;] =E [wt(A)/2] (3)

Algorithm 6 is a variant of Algorithm 4 that leverages this fact. It replaces Step
13 in Alg. 4 with Steps 13-19. The following example illustrates this optimization.

Algorithm 6 A variant of the Repeated AND method
Input: seed, L, W
Output: A (an L bits string with weight W)

1: procedure GENSTRING(seed, L, W)

2: st = InitPRF(seed)

3 ctr =0

4: w=W

5: A[L—1:0]=0%

6: do

7 j=0

8: A; = GetRand(st, L)

9: A=A;A-A > Optimization
10: do

11: j=j+1

12: A; = GetRand(st, L)

13: if wt(AAA;) <wand wt(AA—-A4;) <w then
14: A=maz(ANA;, AN-Ay)
15: else

16: if wt(AA A;) <w then
17: A=ANA Aj

18: else

19: 1= AN-A
20: while (wt(A4) > w)
21: A=AV A
22: w=W —wt(A)

23: while (w # 0)
24: return A

Ezample 6. Let L = 2,048, W = 500, and assume that wt(4y) = 1,024 and
wt(Ao) A wt(Ar) = 524. Then wt(Ag) A ~wt(A;) = 1,024 — 524 = 500 = W.
Therefore, Algorithm 6 ends after one round, while Algorithm 4 will ends after
at least two rounds.
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Algorithm 6 is only one example of a greedy algorithm that uses (2) to
optimize Algorithm 4. Other optimizations may apply for specific choices of
L and W. For example, when L = 2,048 and W = 200 a sequence /L'zo =
{...,800,400,200} will probably lead to a smaller number of rounds compared
to the expected sequence A;>q = {...,512,256, 128}.

B Bounding the probability that the
Repeated AND algorithm does not stop

In theory, Algorithm 4 can enter an infinite loop if wt(A) does not change for
an infinite number of times at a) Step 13 ;b) Step 15.

We first explain the claim in Lemma 1 that Algorithm 4 stops almost surely
(i. e, the probability that it does not stops is negligible). We start by calculating
the probability that the loop in Steps 10-14 ends after L — W iterations. Suppose
that the vector A with weight * = wt(A) is converted to the vector A" with
y = wt(A") at the end of a single iteration. We consider the Markov chain that
corresponds to transition from x to y, where we label the L 4+ 1 weights (states)
by 0,..., L. The transition matrix P, , is:

() W<zl 0<y<a,
Pry=141 0<z=y<W
0 otherwise

1

In particular, P, , = 55 < 2%,‘, for x > W and therefore

1 1
If © > y in at least L — W iterations we get y < W (because every iteration
reduces the weight by at least 1). Since the loop iterations are independent, after

L — W iterations we get (if 2V > 5)

P (wt(A) <W) > <1 - ;,)LW
-(6-)

1 w 1\ 3071
: u
> ( —0.05) > ()
e 2

L-WwW 511
o(W—1) — 9249

For example, in NTRU LPrime, L = 761, W = 250, and

R 5239° Consequently, the probability that the loop ends after at most L —W =

511 iterations is almost 1.
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Case (b) is the case where y = 0 for an infinite number of rounds of the
external loop (Steps 6-17), i.e., the Markov chain hits the absorbing state with
weight 0 an infinite number of times. The probability to hit this absorbing state
is0 < hpo < 2LW (for every x < W, Py o = 2% < 2%,‘,) and by the same reasoning

as above, the probability to avoid it in L — W rounds/attempts is almost 1.
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