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Abstract. Machine learning systems at the edge may fail as the real
world data can be noisy and have different distribution from the training
dataset which the machine learning systems were developed on. However,
it is very difficult to detect the system failures and identify root cause
of the failures for systems on the edge devices due to many factors such
as privacy concerns, regulations, constrained computation resources and
expensive error labeling. In this work, we propose a flexible and general
framework, PERF, to estimate the performance of a machine learning
system deployed at the edge device and identify the root cause of failure
if it fails. PERF'is similar yet different from the classic teacher-student
paradigm. Within PERF, a larger performance estimation model P& is
deployed along with the smaller target system 7 to be evaluated on the
same edge device. While the device is idle, PE can be activated and
predicts 7’s performance and the failure causes from 7’s internal and
outputs features on the device without human intervention. The privacy
risk can be avoided as the evaluation is done on the edge device without
sending any user data to the backend cloud. We validated PERFon two
exemplar tasks and showed promising results.

Keywords: Machine learning - Performance evaluation.

1 Introduction

Machine learning techniques have gained huge success in recent years and have
been widely deployed across a large variety of domains, such as autonomous driv-
ing, conversational assistants, face recognition, natural language understanding
and fraud detection [1,2,7,12]. A typical development cycle of machine learning
systems includes data collection and annotation, model training, model integra-
tion, system deployment, and model upgrade or improvement. Ideally, after a
system is deployed, feedbacks are collected and analyzed to understand the sys-
tem performance. Especially, the causes that lead to system failures should be
collected and analyzed for future improvements.

However, for a complicated machine learning system deployed at the edge
(e.g., Google Home and Amazon Echo Show devices), it is very challenging to
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Fig. 1. PERFframework for performance estimation and failure cause prediction. A PE
model is deployed aside with the target system 7 to be evaluated. While 7 performs
its normal operations, it saves its output features and features extracted from selected
internal nodes. When the device becomes idle and sufficient compute resources are
freed, PE runs on the saved features from 7 and estimates if 7’s final output is correct.
If PE predicts that T failed, it will also estimate the root causes of the failure.

collect feedbacks at a large scale for performance evaluation and pinpointing
the cause of failures due to many reasons, such as runtime resource constraints,
system complexity, privacy concerns and legal regulations. Due to the privacy
concerns and regulations, we do not want to collect raw validation data and send
it to the cloud for analysis as it may contain user sensitive information.

Even if it is ever possible to collect raw data on the field, deciding what data
to collect for analysis is also not easy due to practical constraints. Specifically, the
deployed system itself may either have few clues about its own performance or
do not have enough knowledge on how the running statistics at each stage affect
the final performance. In addition, considering the limited on-device resources,
it is prohibitively costly to run another monitoring system in parallel with the
deployed model, to continuously track the target system’s performance.

Therefore, we would like to answer the following questions: Can we design a
generic solution that accurately estimates the performance of a deployed target
machine learning system without revealing any private user data? Furthermore,
can we identify the failure causes without human intervention on spot?

To answer these questions, we propose a general performance estimation
framework PERF, as shown in Figure 1. PERFhas two major components: a
target system 7, which is the system to be evaluated and may consist of several
cascaded models, and a performance estimation model P&, which is deployed to-
gether with 7 on the same edge device. When the device is idle, PE accesses both
the internal and output features cached by 7, and uses it to estimate whether T
worked correctly. More importantly, if 7 failed, PE analyzes how anomalies in
the input space affect 7’s result. It is important to realize the difference between
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PERFand the teacher-student paradigm of knowledge distillation, which will be
discussed further in Section 2. In PERF, the larger model PE leverages running
statistics from the smaller T to produce its prediction, which is opposite to the
teacher-student paradigm where a smaller student model learns from a larger
teacher model.

The target system 7 often performs real time tasks and hence has tight
throughput and latency requirements. Also, an edge device typically has limited
compute and storage constraints, which put on resource consumption constraints
on 7. As a result, individual models in T are often small and quantized, which
limits their representation power. In order to keep the best experience for users,
we do not modify 7T, which is optimized for its designated task. On the other
hand, PE may run offline on the data saved from T and does not need to satisfy
the same throughput and latency constraints as T . Therefore, PE may have larger
representation power to perform more complex tasks with better accuracy.

Another important advantage of PERFis privacy protection as it neither
requires raw user data nor sending any user information to the cloud. Also,
compared to conventional methods of analyzing anomalies in inputs [5], our
formulation takes a step further and predicts whether certain anomalies in inputs
cause failure of the deployed system. To the best of our knowledge, this work
comes as the first effort to estimate the deployed machine learning system’s
performance and identify the root causes of failures.

In this paper, we discuss the related work in Section 2. Then in Section 3, we
first introduce the general framework of PERFand then elaborate an exemplar
design for face directness detection task. Dataset creation and evaluation for
the face directness detection task will be presented in Section 4 and Section 5.
Then an additional image classification task will be discussed in Section 6 to
demonstrate the generalizability and flexibility of PERF.

2 Related work

The problem of interest is related but different from estimating a system’s gen-
eralization capability. Instead, we aim at obtaining an unbiased empirical per-
formance estimation because commonly used metrics, e.g., precision and recall,
are affected by the data distribution in the test set of the development dataset,
which may differ from the real deployment environment. Therefore, even if there
is no new concept introduced, the empirical performance estimate may differ.
Performance estimation — Performance estimation is an active research
area in analyzing machine learning systems, where direct measurements for a
system’s performance are usually difficult. For instance, in the image captioning
task [10,18], it is difficult to provide a quantitative metric evaluating the model’s
captioning quality. Therefore, [14] proposes an estimation model that probes into
the captioning model and collects internal representations. In addition to image
captioning, work such as [11] also designed a performance estimation model to
examine a conversational assistant system with cascaded neural networks. In [3],
a framework was proposed to analyze errors and their impacts on the model
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performance in object detection and instance segmentation tasks. However, this
work does not analyze the root causes of errors and can not apply to other
domains. To the best of our knowledge, we have not seen a general framework
for automated performance estimation and failure causes analysis.

Anomaly detection — Comparing to identifying the root cause of failures
for machine learning models, anomaly detection [5] has been studied for a long
time and it aims at identifying outliers that deviate from the majority of the
samples. Given an input to a system, anomaly detection does not analyze the
causal relationship between the anomalies and the system output, i.e., whether
anomalies in the input affect the system’s performance.

Knowledge distillation — Our problem formulation is similar yet different
from the teacher-student paradigm of knowledge distillation (KD) [9], where a
larger teacher model is used to distill knowledge into a smaller student model.
The teacher model is expected to perform better than the student model due to
its larger representation capacity. The key difference between KD and PERFis
that in KD the parameters of the smaller student model are learned from the
outputs of the larger teacher model, whereas in PERFthe parameters of the
larger PE€ model are learned from the smaller 7 model and annotations. Note
that PE is only a critic of 7 and does not provide any direct feedback to 7.

3 PERF framework

PERFis a general framework that may work with both simple and complex
systems. As shown in Figure 1, there is a target system 7 on the edge device
that we want to estimate its performance and predict its failure cause if it fails.
T may cache its output and selected internal features during runtime, which will
be used as the inputs to a performance estimation model PE. When the device
is idle, P& takes the cached features and predict T’s performance and failure
causes.

3.1 Problem formulation

As the first example of PERF, we examine a computer vision task of face di-
rectness detection, i.e., determining if a person’s face is facing the camera as
illustrated in Fig. 2. With a 7 model deployed on a device predicting the face
directness, our objective is to design a PE model hat is deployed alongside T to
estimate if its output is correct and error causes if 7 fails. To be specific, given
intermediate features X and output features Y from 7, PE produces an estima-
tion est as est = PE(X,Y). Note that X may be an ensemble of multiple feature
vectors extracted from different internal layers of T. est may be either Correct
(i.e., T is correct) or at least one of the following errors. Note that errors we
consider here are the most commonly observed failure causes in real deployment
environments and are not mutually exclusive.

1. Localization error: T fails to localize the person’s face correctly at the face
detection stage, and hence causes a wrong face directness prediction. For ex-
ample, this error can be a shifted bounding box detection or a mis-detection.
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Fig. 2. An example of the target system for the face directness prediction task that
includes two cascaded models. An input image (not a customer image, generated for
illustration purpose) first passes through a face detection model to generate a face crop,
where potential errors such as localization errors may occur. Then the face crop is fed
into a face directness estimator to predict whether the face is facing the camera, where
causes such as blur, occlusion or poor lighting may cause the estimator to fail.
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Fig. 3. An example design of PERF. Given an input, PE leverages internal features
from 7T to predict T’s performance. This exemplar PE includes three major compo-
nents: feature a extracts internal features from an early layer of T feature b combines
the output of feature a and features from a middle layer of 7 as its input; pred com-
bines feature_b’s output and features from 7’s final layer as its input to produce the
performance estimation. PE outputs the correctness of 7 and predicts failure causes.

2. Occlusion error: the face is partially occluded by an object (e.g., cup, glasses,

mask) that leads to 7’s failure.

Blur error: the image is too blurry, which may happen on a moving subject.

4. Lighting error: the lighting condition of the environment is poor (e.g., too
dark or too bright) that causes T failure.

©w

3.2 Model design

Target system 7: As shown in Figure 2, we chose a face directness prediction
system with two stages: face detection and directness prediction. In the first
stage, a face detector model finds the bounding box of a face in the image, which
is used to crop out the face. In the second stage, a directness prediction model
takes the face crop from the previous stage as its input and predicts whether
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the person is facing the camera. The failure causes considered here extend over
both stages. For example, when 7T fails, a localization error implies that the face
detector failed to produce a good bounding box, and hence affected the final
result. If the bounding box has good quality, then the system failure might be
due to an error in the second stage. As a result, the capability of identifying
failure causes also helps to pinpoint which component fails in a complex 7.

Performance estimation model PE: Here we elaborate an example in-
stantiation of PERFframework as shown in Figure 3. At a high level, P& lever-
ages data saved from different stages of 7, and learns how different factors in
the input space affect T’s outputs. Note that there is no raw or processed user
data sent to the cloud and thus the privacy risk is minimized. Also, P€ works on
processed data cached by T and can be activated when device is idle (e.g., during
midnight). Therefore PE may benefit from less compute resource constraints.

Given an input image and 7, PE includes three major components (fea-
ture_ a, feature_b and pred), which learn how well 7 performs from internal
representations extracted from different places in 7. feature a learns semantic
context from low dimension features extracted from an early layer of T fea-
ture_ b concatenates the output features of feature a and internal features from
a middle layer of T as its input; pred concatenates the output features of fea-
ture_ b and internal features from the final layer of 7 as its input to produce
the performance estimation. Specifically, via the feature extraction and concate-
nation, PE learns (1)key relevant information in features learned from the early
stage of T, which has not been over biased by 7 and at the time reduces pri-
vacy risks; (2)what features T extracted and learned throughout its processing
pipeline that lead to its final performance.

Note that PE does not simply detect specific input characteristics, such as
the magnitude of blur or illumination. Instead, it aims at analyzing the causal
relationship between patterns in the input data and the performance of the
target system. Therefore, PE includes a set of binary classifiers to generate its
output: the first classifier predicts if 7 works correctly, while the rest classifiers
are error classifiers and estimate the error causes if the first classifier predicts 7’s
failure. The outputs from the first classifier and the error classifiers are mutually
exclusive as 7 can not be correct and wrong at the same time. On the other
hand, multiple error classifiers may produce positive outputs simultaneously as
multiple factors might interweave together and cause 7’s failure in the real world
scenarios.

4 Augmented dataset

4.1 Iterative approach for continuous learning

For evaluating the performance of the deployed target model and determining the
causes of failures, it would be ideal to have annotated data samples that faithfully
reflect 7’s failures. However, it is generally very difficult, if possible at all, to
collect such type of data from devices deployed on the field due to limitations
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such as availability, privacy concerns and legal regulations. Not to mention that
the real world environment can be dynamic and failure causes may change from
time to time. Also there may be a lot of factors, known and unknown, that cause
the deployed target system to fail. It is infeasible to exclusively and directly
collect data samples of all potential failure causes.

Therefore, one practical approach would be leveraging PERFframework to
detect 7T’s failures offline, and extract the embeddings that learn the charac-
teristics of the data causing failures if 7 failed. Then the device can send the
evaluation results and embeddings to the backend cloud. At the cloud, those
collected data can be aggregated and used for further improvements for both 7
and PE. Especially for PE’s development, as it is very challenging to collect data
from the field at a large scale due to many constraints discussed in Section 1,
one viable approach is to create a synthetic dataset for the training purpose by
using these aggregated embeddings collected from the devices that capture the
characteristics of failure causes. This approach has been partially explored by the
work in [17], where synthetic images can be generated from a customized GAN
[6] to match patterns extracted from provided sketches. This datatset creation
method may become an iterative approach for updating 7 and PE whenever
needed.

To the best of our knowledge, currently we do not have devices deployed on
the field that capture embeddings relevant to the failure causes. Hence, to start
with, we created an augmented dataset for developing the PE€ model. We envision
that after validating the PERFapproach with the starting synthetic dataset, PE
can be shipped together with 7 on devices and then continuously provide feed-
back and data on the 7’s performance to the backend. As a result, an updated
synthetic dataset as aforementioned can be created for future improvements and
system updates.

4.2 Augmented dataset creation

For the face directness prediction task, we created augmented datasets from a
real world dataset ETH-XGaze [19] by applying augmentation operations to ap-
proximate common causes of failures. ETH-XGaze dataset includes face crop
images of size 224 x 224 with a large range of head poses. We selected images
from 11 random participants in ETH-XGaze training set as the base to generate
our augmented datasets. Our augmented training set was generated from 7 par-
ticipants with 69714 images, while both the validation set and the test set used
2 participants’ images with 15426 and 17226 images.

The ETH-XGaze dataset provides head pose annotations in the form of
(pitch, yaw) in radian. Therefore, face directness labels can be generated as
facing if cos(yaw) - cos(pitch) > 6 - 7/180; otherwise not-facing. Here, 6 is an
angular threshold for determining face directness, i.e., facing or not facing. We
set it to 30 degree when creating the augmented datasets.

We selected four representative failure causes (i.e., localization error, occlu-
sion error, blur error and light error) and applied data augmentation operations
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to approximate their effects on images from ETH-XGaze. The operations we used
to stimulate these commonly observed errors are described below:

1. Localization error: to stimulate localization error from a face detector, we
randomly changed the size and position of the bounding box of a face in the
image within a predefined range.

2. Occlusion error: we collected 15 images of occlusion objects, which include
mugs, glasses, masks and hands. We randomly picked one occlusion object,
scaled it to a proper size and then composite onto the original image to cover
the corresponding part of the face. For example, mugs and hands cover the
mouth area; glasses cover eyes area; and masks cover the nose and eyes
area. The exact position of the occlusion object is determined by the face
landmarks from a face mesh estimator.

3. Blur error: we used Albumentations library [4] to apply a motion blur op-
eration with a blur convolution kernel to the image.

4. Lighting error: we randomly changed the brightness and contrast of an image
to simulate different lighting conditions.

The annotations of our augmented dataset include the face directness la-
bel and error causes applied on the images. To create a dataset that effectively
simulates errors occurring in real environments, we saved 20% original images
untouched and applied two operations randomly selected from four aforemen-
tioned augmentation operations on each of the rest images. We name this dataset
2-cause dataset. The purpose of applying multiple augmentations to one image
is to approximate the complicated real world environment where multiple fac-
tors may coexist and collectively cause the target system to fail. For ablation
study purposes, we also created another simpler 7-cause dataset, where only one
randomly chosen augmentation operation was applied to 80% of the images.

5 FEvaluations

5.1 Target system evaluation

Following the system architecture described in Figure 2, we constructed a face
directness estimator by training a head pose estimation model on the original
ETH-XGaze training dataset, and then applying a postprocessing step to de-
termine the face directness from the predicted head pose vector as described in
Section 4.2. The head pose estimator uses a MobileNetV2 (with width multi-
plier 1.0) [16] as its backbone and replaces the original top layer with a fully
connected layer for the head pose estimation purpose.

Note that Figure 2 shows a cascaded target system, which includes a face
detector and a face directness estimator. In our experiments, since the images
from ETH-XGaze are cropped faces already, we skipped the face detector. And
the localization error introduced by augmentation operations can still represent
one of the potential causes of the face detector failure in the wild.

We compared 7’s performance on the original unmodified images as well as
on our augmented datasets in Table 1. It shows that 7 performs very well on the



PERF 9

non-augmented dataset with 98.84% average accuracy. On the I-cause dataset,
the average accuracy drops to 85.56%. The accuracy drops even further to 80.73%
on the 2-cause dataset as it introduces more complicated perturbations.

Dataset  Non-aug 1-cause 2-cause

Ave accuracy 98.84% 85.56% 80.73%
Table 1. The average accuracy of 7 on the non-augmented dataset and two augmented
datasets for the face directness detection task. The accuracy on non-augmented is very
high (98.84%). It drops to 85.56% on the 1-cause dataset, and drops even further to
80.73% on the 2-cause dataset as it introduces more complicated perturbations.

PE T’s Egress Layer Layer Layer params | Input [Output
Feature a 17th Conv2D 7 X 7,64, stride 2 |112 x 112| 56 x 56
- Residual Block| [3 x 3, 64]x2 56 x 56 | 26 x 28
Conv2D 3 x 3, 256, stride 1| 28 x 28 |28 x 28
3 x 3, 256] x2
Feature_b 57th Residual Block| [3x 3, 512] x2 | 28 x 28 | 4 x 4
[3x 3, 1024] x2
Pred Final ConvaD [3 x 3, 128] 3 131
Ave pool pool size 2

Table 2. An example PE model architecture used for the face directness detection task.
The feature a module includes 2 residual blocks and extracts features from the an early
layer (17th) of 7. The feature b module includes 6 residual blocks and combines the
features learn by feature a and the features extracted from a node of in the middle of
T as its input. The pred module learns from both feature b’s output and 7’s output
to predict the performance of 7 and its potential failure causes.

5.2 Performance estimation model evaluation

We adopted a ResNet-18 [3] based architecture, where both feature a and fea-
ture_ b modules use several residual blocks depending on where to extract fea-
tures from 7. Similar to ResNet-18, after every 2 residual blocks, we downsized
features by 2. In the classification layer, we used 6 binary classifiers: one classifier
is to predict 7T’s correctness; four classifiers are for predictions of aforementioned
four error causes; and the last classifier is for other failure causes which are not
introduced by augmentation operations. Overall, the computation and memory
overhead of P& is similar to ResNet-18.

As shown in Figure 3, feature a and feature b modules extract features from
T . Theoretically, they may extract features from any layers in 7. The choice of
the extracted internal node may lead to different PE model architecture and
bring impacts on the P& model performance. Table 2 shows the architecture
details of an example PE model, which extracts features from the 17th and 57th
layer of the target model as the inputs for feature a and feature b components.
In this model, feature a consists of 2 residual blocks, and feature b consists
of 6 residual blocks. Worth to note that unlike 7, which may have limited de-
sign choices due to the strict runtime constraints on the latency and memory
consumption, the architecture design of the PE€ model has more freedom and
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hence possibly better performance as it typically runs when the device is idle
and hence does not have the same constraints as 7.

To train the PE model in Table 2, we used a SGD optimizer with momentum
0.9 and weight _decay 0.0004. We adopted a multi-step learning rate decay strat-
egy with initial learning rate 0.1 and decaying it by 0.1 after every 10 epochs.
We trained 30 epochs with batch size 64.

We first evaluated the PE model described in Table 2 and trained on 2-cause
augmented dataset. Table 3 shows the performance of this P€ model. Overall,
it performs well on the test set of 2-cause dataset, and it can predicate if the
target model fails with an accuracy of 95.01%. The True Negative Rate (TNR)
is 98.18%, which shows that the PE model predicts correctly most of the time
when the target model 7 predicts correctly. When T fails, PE predicts the failure
correctly with a True Positive Rate (TPR) 82.41%. Note that when 7 fails, a
correct prediction of the PE model requires that the PE model predicts both
the failure and the causes of the failure correctly. We further analyzed how the
PE model performs on identifying the causes of the failures. The breakdown
analysis on the failure causes in Table 3 shows that for the known causes which
were introduced to the augmented dataset, the PE model is able to identify
the failure causes with a high accuracy (varying from 89.71% to 92.82%). For
unknown causes (i.e., Other causes), the accuracy drops to 80%.

Accuracy TNR TPR
95.01% 98.18% 82.41%
Breakdown accuracy for cause of failure
Localization 89.71%
Occlusion 91.25%
Blur 92.82%
Lighting 91.71%
Other causes 80%

Table 3. Performance analysis of a P€ modeltrained and tested on the ETH-XGaze 2-
cause dataset for the face directness detection task. The overall accuracy of predicting
if the target model predicts correctly is high (95.01%) on the test set. The breakdown
analysis shows that the PE€ model can predict the failure causes with a high accuracy
(varying from 89.71% to 92.82%) for the known causes introduced by augmentation
operations. For unknown causes (i.e., Other causes), the accuracy drops to 80%.

5.3 Ablation study

We created two augmented datasets with different complexities. A cross-dataset
comparison was conducted to understand how models generalize to different
scenarios. As shown in Table 4, we trained two models with the same architecture
as described in Table 2 on both 1-cause and 2-cause datasets. Both models
perform well on the test set that corresponds to their training set as shown in
the second row and the last row of Table 4 for known causes (i.e., localization,
occlusion, blur and lighting). However, the model trained on the I-cause dataset
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Training set|Test set|Localization|Occlusion| Blur |Lighting|Others
Lcause 1-cause 99.87% 99.73% |93.65%| 98.39% |61.54%
2-cause 68.73% 59.33% [55.02%| 50.59% | 40%
9-cause 1-cause 96.6% 96.22% (98.99%| 96.78% |69.23%
2-cause 89.71% 91.25% 92.82%| 91.71% | 80%

Table 4. Performance comparison of two PE models trained on I-cause and 2-cause
augmented ETH-XGaze dataset. Both models perform well on the test set that cor-
responds to their training set for known causes. However, the model trained on the
1-cause dataset does not perform well on the 2-cause test set. On the other hand,
the model trained on the 2-cause has consistent performance on both test sets. This
observation indicates that models trained on a dataset with more complex perturba-
tions mixed together generalize well on a simpler dataset, where only a single type of
perturbation is applied to the images.

Feature a input|Feature b input|Overall Accuracy| TNR | TPR
Image 57th layer 95.41% 98.55%| 82.9%

17th layer 57th layer 95.01% 98.18%(82.41%
57th layer 119th layer 94.56% 97.86%|81.46%

Table 5. Performance comparison of different feature extraction choices on 2-cause
dataset in face directness detection task. We compared three choices for the inputs
of feature a and feature b modules. In the first choice, feature a takes the original
image in the dataset as its input, while feature b extracts the features generated by
the 57th layer of 7. In the second choice, the inputs of feature a and feature_ b are
extracted from 7’s 17th layer and 57th layer respectively. In the last choice, the inputs
of feature a and feature_ b are taken from the later part of T, i.e., 57th and 119th
layer. The results show that these three design choices have similar performance, though
the first choice is the best and the last choice is the worst. This indicts that without
sacrificing privacy, our design may still achieve good performance.

does not perform well on the 2-cause test set as shown by the third row in Table 4.
On the other hand, the model trained on the 2-cause has consistent performance
on both test sets, where the accuracy for known causes are all above 89%. Other
models trained on these two datasets with different PE model architectures
also show a similar pattern. This observation indicates that models trained on
a dataset with more complex perturbations mixed together generalize well on
a simpler dataset, where only a single type of perturbation is applied to one
image. This implies that by aggregating features collected from deployed edge
devices and using them to create a complex augmented dataset, models trained
with this type of datasets may generalize reasonably well on both complex and
simple scenarios.

With the flexible PERFframework, there may be different design choices,
e.g., choices for the positions to extract features from the target system 7. Here
we explored three choices for the inputs of feature a and feature b modules.
In the first experiment, feature a takes the original image in the dataset as its
input, while feature b extracts the embeddings generated by the 57th layer of
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T . This choice may violate privacy considerations. But it is useful to understand
if using the raw user data would bring benefits. In the second choice, the inputs
of feature a and feature b are extracted from 7T’s 17th layer and 57th layer
respectively. In the last choice, the inputs of feature a and feature b are taken
from the later part of T, i.e., 57th and 119th layer. The results in Table 5 show
that these three design choices have similar performance, with the first choice
being slightly better and the last choice being the worst. This indicates that
without using the raw user data and sacrificing user privacy, our design may still
achieve good performance.

6 PERF on an image classification task

Accuracy TNR TPR
75.18% 62.84% 79.25%
Breakdown accuracy for cause of failure
Localization 88.65%
Blur 99.23%
Lighting 94.99%
Other causes 98.37%

Table 6. Performance of a PE model trained and tested on the augmented CIFAR-10
2-cause dataset for an image classification task, where 7 is a 17 layers baseline model.
The overall accuracy for predicting 7’s performance is reasonably well. PE is able
to estimate the error causes with high accuracy from 88.95% to 99.23% for all three
introduced causes as well as for unknown causes. This shows that PERFframework is
a general approach that may be applied to various scenarios.

To demonstrate the flexibility and generalizability of PERFframework, we
also validated it on an image classification task using CIFAR-10 dataset [13].
We used the same approach as discussed in Section 4.2 to create an augmented
2-cause dataset from CIFAR-10. The only difference is that we did not introduce
occlusion due to the small image size in CIFAR-10, which is only 32 x 32. We
trained a simple 17 layers baseline model 7 (adapted from [15]) on the original
CIFAR-10 dataset to classify 10 image classes. This baseline 7 model has an
accuracy of 78.78% on the test set of the clean dataset and a poor accuracy of
22.09% on the test set of the augmented dataset. We trained a simplified P&
model which learns from the output of 7s first layer and 7’s output. As shown in
Table 6, this PE’s overall accuracy for predicting 7’s performance is reasonably
well (75.18%), with better TPR than TNR. PE model is able to estimate the
error causes with high accuracy from 88.95% to 99.23% for all three introduced
failure causes as well as for unknown causes. This shows that PER Fframework is
a general approach that may be applied to machine learning systems of different
complexity in various scenarios.
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7 Conclusions

In this work, we propose a generic performance estimation framework PERFto
estimate the performance of a machine learning system deployed on the edge
and identify the root cause if the system fails. Within PERFframework, a per-
formance estimation model leverages both the intermediate features and the
output from the target system, and analyzes hidden relations between them. By
learning these relations, PERFcan identify major factors in the input space that
affect the target model’s performance. We evaluated PERFon a face directness
detection task and an image classification using FTH-XGaze and CIFAR-10
datasets. The results are promising that PERFmay achieve good performance
on both predicting the target model’s performance and identifying failure causes.
One limitation of the current work is the predefined causes used to generate the
augmented datasets. Therefore, in the future we would like to explore a combina-
tion of generative models and unsupervised approaches to augment the training
dataset so as to cover more general scenarios.
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