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Abstract

Cloud computing environments present complex security chal-
lenges, generating vast volumes of heterogeneous telemetry data
across interconnected services. Current threat detection systems
typically operate in isolation for specific data domains, failing to
capture the holistic view necessary for identifying sophisticated
attacks that traverse different cloud resources. This paper addresses
a fundamental challenge: how to effectively combine predictions
from different threat detection methods applied to various data do-
mains to provide comprehensive security assessments. We propose
a novel framework, MARKERFUSION, that conceptualizes individ-
ual detection components as markers with varying applicability
across domains. Our approach models the conditional distribution
of markers and latent labels using a Gibbs distribution and devel-
ops a learning algorithm that systematically combines information
from multiple markers while enabling knowledge transfer across
contexts. The framework naturally accommodates both unsuper-
vised and semi-supervised settings, allowing domain experts to
contribute partial labels when available. Extensive experiments on
15 public datasets and Amazon proprietary data demonstrate that
our method outperforms seven established approaches, improv-
ing accuracy by 9.95% compared to the second-best baselines. The
framework has been successfully deployed at global scale as part of
Amazon GuardDuty, processing billions of security alerts monthly
and generating high-confidence attack findings.
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1 Introduction

The widespread adoption of cloud computing has fundamentally
transformed the modern IT landscape, offering unprecedented scal-
ability, flexibility, and cost-effectiveness [57]. However, this para-
digm shift also introduced complex security challenges that tradi-
tional threat detection methods struggle to address effectively [41,
53]. As organizations increasingly migrate their critical infrastruc-
ture and sensitive data to cloud environments, the need for robust
and intelligent threat detection systems has become paramount.

Cloud environments present distinct security considerations
due to their inherently distributed and dynamic nature. Unlike
traditional on-premises infrastructures, cloud platforms integrate
multiple interconnected services and resources that generate rich,
comprehensive telemetry data including API calls [8], network
traffic logs [20], endpoint activities [23], and application-specific
metrics [2]. This multi-domain data landscape creates unique op-
portunities for holistic security monitoring, while requiring sophis-
ticated approaches to address modern cyber threats with lateral
movement techniques across resources [21]. The complexity of
these attack chains makes it difficult to collect reliable ground truth
labels for supervised learning approaches [10], as the attack pat-
terns may span multiple services and extend over prolonged time
periods.

Current threat detection methods span a spectrum of techniques.
Rule-based and expert systems leverage threat intelligence [9, 52]
to identify known attack patterns but struggle with novel threats.
Machine learning models have been developed for specific security
tasks, such as network traffic anomaly detection [65], malware iden-
tification [35], and runtime behavior analysis [25]. More recently,
Large Language Models (LLMs) have been employed to review and
interpret security events [3, 63]. Despite these advancements, a sig-
nificant limitation persists: these specialized detection systems typi-
cally operate in isolation for specific data sources, failing to capture
the holistic view necessary for detecting sophisticated multi-stage
attacks that traverse different cloud resources and services, leading
to false positives and alert fatigue. An emerging question is: when
different threat detectors are applied to data from various domains,
how can we effectively combine these predictions to provide a more
comprehensive assessment of the security incident? This challenge
is not unique to threat detection in cybersecurity. Similar problems
arise in fields such as crowd-sourcing [62], weak supervision [64],
and ensemble learning [31], where information from multiple, noisy
sources must be aggregated to form more accurate predictions.

To address this challenge, we propose a novel framework MARk-
ERFuUsION, which conceptualizes individual threat detection com-
ponents as markers, specialized indicators that provide security
insights within their respective domains of applicability [51]. While


https://orcid.org/0000-0002-0853-9866
https://orcid.org/0000-0002-3562-5794
https://orcid.org/0009-0008-4132-1472
https://doi.org/10.1145/3774904.3792820
https://doi.org/10.1145/3774904.3792820
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://doi.org/10.1145/3774904.3792820

WWW °26, April 13-17, 2026, Dubai, United Arab Emirates

</> APIcalls

Network logs

Malware scans

Machine learning models

Runtime logs
Threat Heuristic
v intelligence rules

\

Multi-domain data sources Marker extraction

ppres
v

Junshen Xu, Jiayun Zhang, & Yi Fan

@ True positive of multi-
0] stage attacks

N
’

Su0id-g 1.

=)
Ad

@ False positive from
individual detectors

(sl

oU0Id-g.4

Marker fusion High-confidence threat detection

Figure 1: Threat detection in multi-domain data using MARKERFuUSION. A) Heterogeneous security telemetry and signals are
collected from multiple data sources. B) Different detectors (e.g., model-based and rule-based) generate (potentially noisy)
predictions, which are conceptualized as markers that provide security insight for different domains. C) MARKERFUSION learns
a probabilistic model to aggregate markers and infer the latent label. D) High-confidence threat detections are generated by

leveraging collective intelligence from multiple markers.

each marker may exhibit inherent biases or limitations when oper-
ating independently, their collective intelligence can be leveraged
to make more informed and accurate threat detection decisions.
Our approach divides data into different domains, with markers
being applicable to one or more domains, and adopts a probabilistic
model to infer the underlying ground-truth label from the observed
markers. Different markers operating within the same domain are
systematically combined to provide enhanced predictions, while
markers applicable to multiple domains allow the model to learn
domain knowledge shared across contexts. The proposed frame-
work is intentionally generic, enabling its application in diverse
scenarios beyond threat detection in cloud environments. Figure 1
illustrates a threat detection framework with MARKERFUSION. The
primary contributions of this work include:

e A novel probabilistic framework that conceptualizes individual
threat detectors as markers with varying applicability across
domains, enabling systematic combination of predictions from
different detectors while respecting domain-specific constraints.

e A learning algorithm that models the distribution of markers
and latent labels using a Gibbs distribution, allowing knowledge
transfer across domains while naturally accommodating both
unsupervised and semi-supervised settings.

e Comprehensive evaluation on 15 public datasets and Amazon
proprietary data demonstrating significant improvements over
established approaches, and successful deployment at global scale
as part of Amazon GuardDuty.

2 Related Work

Learning from disagreement. Learning a consensus from datasets
containing multiple judgments that potentially disagree is a fun-
damental challenge in machine learning with applications across
numerous domains. Unsupervised ensemble learning focuses on
combining predictions from multiple machine learning models to
improve overall performance without access to ground truth la-
bels [19, 31]. Similarly, crowdsourcing aims at integrating anno-
tations from multiple, potentially unreliable human annotators to

approximate true labels [56, 62]. Extending these concepts, pro-
grammatic weak supervision (PWS) [64, 66] generalizes the crowd-
sourcing paradigm by leveraging limited or imprecise sources as
supervision signals to label large training datasets efficiently.

The Dawid-Skene model [17, 50], one of the earliest approaches
in crowdsourcing, introduced a generative framework using con-
fusion matrices to model worker labels conditioned on the item’s
true annotation. This work has been extended in various directions,
incorporating factors such as annotator reliability [46], task diffi-
culty [59], and annotator-specific biases [29]. Further advancing
these ideas, Bayesian model combination (BCC) [33] was proposed,
which uses Dirichlet priors with inference performed via Gibbs
sampling. Jaffe et al. [31] generalized the graphical model and in-
corporated a layer of hidden variables to model the dependencies of
different classifiers. The enhanced Bayesian classifier combination
(EBCC) [36] captures worker correlation by modeling true classes
as mixtures of subtypes and employing mean-field variational in-
ference for estimation. In PWS, Snorkel [43, 45] pioneered the use
of labeling functions, imperfect heuristics that provide noisy labels,
and modeled their dependencies to generate probabilistic training
labels. Subsequent work has extended this approach with structure
learning [7, 11, 58] and multi-task settings [44]. Flyingsquid [22] of-
fers efficient solutions under certain assumptions of label function.
Other works extend the framework to handle more generic label
functions that are continuous [14] or output partial labels [61].
Aggregation for threat detection. In cybersecurity, various ap-
proaches have been developed for aggregating predictions from
multiple detection systems to produce more reliable assessments.

One fundamental approach involves extracting indicators of
compromise from diverse threat intelligence sources and classify-
ing an entity (e.g., file, webpage, or IP address) as malicious when
it exceeds a predefined threshold 7 of indicator matches [13, 55].
Building upon this concept, SIRAJ [54] aggregates outputs from
diverse scanners across multiple time points to generate compre-
hensive entity embeddings, which can then be leveraged in various
downstream security tasks. Probabilistic methods offer another
powerful approach to detector aggregation. In malware detection,
Joyce et al. [32] employ a variational Bayesian framework (IBCC)
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to combine detections from multiple antivirus products, produc-
ing more accurate malware labels by modeling the reliability of
each detection source. Similarly, in intrusion detection, Miller et
al. [39] imitate the decision-making process of security experts by
using ordered weighted average operators to aggregate individual
component ratings, producing comprehensive rankings of poten-
tial system attacks. Beyond rule-based detectors, research has also
explored aggregating predictions from multiple machine learning
models trained on different datasets. These unsupervised aggre-
gation techniques include various voting mechanisms [6, 30] and
neural network approaches [48, 60].

Unlike these approaches, our method explicitly models multi-
domain data, making it particularly suited for the heterogeneous
nature of cloud security telemetry. Our approach uniquely han-
dles markers with varying applicability across multiple domains,
allowing for knowledge transfer while respecting domain-specific
constraints. Additionally, our framework naturally incorporates
both fully unsupervised and semi-supervised settings, enabling
domain experts to contribute partial labels when available.

3 Methods
3.1 Problem Formulation

We are given a dataset D with N samples and the i-th sample is
denoted by x(!) € X. The data may come from different domains,
i.e., each sample x(1) is associated with a domain s(!) € S, where
S is the set of distinct domains observed in the dataset. Different
domains may represent different data sources or data modalities.

For each sample x(i), there is an unobserved ground-truth label
denoted by y(i) € Y. For example, in threat detection we use
Y = {-1,1} with —1 and 1 representing negative and positive
samples respectively.

We have access to M different markers, denoted by {1, }Ir\;{:l.
Each marker is a predictor (models, rules, or other forms of weak
labels) that estimates the underlying ground-truth label y(i) for sam-
plex ie, Am : X — Y, where Y = Y U{NA}. The result of apply-

ing M markers to sample x() is denoted by 20) = [A;i), e A](\,i[)],

where /lﬁri) =Am (x(i)). The value NA indicates abstain, for example,
the result of a marker on a sample is not collected or the marker is
not applicable to a sample.

Given the marker values of the sample and its domain, the goal
is to estimate the unobserved label y(?), i.e., find a mapping f :
YM xS — Y such that g(i) = f(/l(i), sy,

3.2 Probabilistic Model

Markers provide noisy predictions of the ground-truth label. To
aggregate the information of each marker for different domains
and infer the target label, we adopt a probabilistic model as follows.
Let Y be the random variable! representing the ground truth label
which is often unobservable?, A = [Ay, ..., Ay] be the random
vector of markers considered in the dataset, and S be the variable
representing the domain, which is assumed to be known.

1We use bold letters for vectors, plain for scalars, capital letters for random variables,
and lower-case for realizations. See Appendix A

2In this paper, we focus on the problem with a single latent variable Y. Our method can
be extended to multiple latent variables by simply considering Y to be vector-valued.
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Algorithm 1: Training Procedure of MARKERFUSION

Input: Marker A and domain s of the N samples;
Labeled set B (can be empty) and the labels
{y(i) }ie s; Potential functions ¢; Number of samples
in Gibbs sampling L; Regularizer R; Number of
iterations T.
Output: Model weights 6.
1 Initialize model weights 0;
2 Let S be the set of domains in the data.;
3 Initialize random samples (4, y)s, s € S;
4 fortinl,..., T do
// Conditional expectation given markers.
5 foriinl,...,Ndo

6 if i € B then
// Labeled data.
7 | setql) (y) =1y =y®) fory € V;
8 else
// Unlabeled data.
5 Set g3/ (4) = Py pacat s=stv (YA, sD) for
yely;

10 Compute C = 3; Z{il Yy q$)¢(1(i), y,s()y;

// Expectation based on the current model.

11 for each domains € S do

12 Sample L data points {(A(), y(l))}lL:1 from py A|s=s
using Gibbs sampling starting from (4, y)s;

13 Compute Es = % Z%:I ¢(A(l), y(l),s);

14 Compute E = % Zgl E i)

// Update model.

15 Compute gradient 9L/90 = C — E — R /90;

16 Update 6 with gradient ascent;

Markers are correlated with the latent variable Y, and therefore
provide information for us to infer the latent variable.

We assume the conditional distribution of markers A and label
Y given the data domain S follows a Gibbs distribution [7, 43, 58],
which provides a flexible framework to model the complex correla-
tion between label and markers across different domains.

e ereaus). W

where Z(s,0) is the partition function that normalizes the distribu-
tion, i.e, Z(s,0) = Xy s exp (GTQS(A’, Y, s)). The set of functions
¢ = [¢1,...,Pk] in the exponent of equation (1) are referred to as
potential functions, which describe the relationship between the
latent variable and markers for a specific domain. 8 = [0, ..., 0]
are the coefficients for the potential functions, which are learnable
parameters.

pAY|s(A yls;0) =

3.3 Learning Algorithm

Given the dataset D, we estimate parameters € in the model using
Algorithm 1. This section discusses the learning algorithm in detail.
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Unsupervised learning. When Y is latent and unobservable, 8
is estimated by maximizing the log likelihood of markers A given
domain S, i.e., @ = arg maxg L(6), where

N
1 . .
L) = ;logpMs(A“Ms(’);o)
N @
1 . .
=N Z‘ log " paysA7, yls ;).
= Y

We use a gradient ascent approach to solve this optimization
problem. The gradient of £ with respect to 8 can be computed as
follows. The derivation of equation (3) is provided in Appendix B.

N

L 1 . .

0= N 2 rnan s #AT Y5
i=1

N )
1 (i)
"N Z EPA,Y\s:s(i> $(AY,s2)
i=1

The parameters 6 are then updated by 8 « 0 + noL/a0, where 1 is
the learning rate. It is worth noting that this optimization process is
equivalent to the EM algorithm [18]. To see this, the first term on the
right-hand side of equation (3) is the expectation conditioned on the
training samples (E-step), and the second term is the expectation of
the current model. The gradient therefore measures the difference
between the observed samples and the current model. Updating the
parameters 6 using gradient ascent can be viewed as the M-step.
In practice, it is usually impractical to compute the expectations
in equation (3) analytically. Instead, we approximate them using
Monte Carlo methods, specifically, Gibbs sampling [12].
Semi-supervised learning. In some applications, it is possible to
obtain reliable labels for a subset of data, such as manual labels
from domain experts. These labels can be treated as ground truth
and provide supervision to the model. Suppose our data can be
divided into two subsets, unlabeled data A and labeled data B,
with AU B = [1,...,N]. For sample i € B, we observe label
Y= y(i). Following the principle of maximum log likelihood, we
maximize the conditional distribution of A given data domain for
the unlabeled data as before and the conditional distribution of A
and Y given data domain for the labeled data. Specifically,

1 N
Lsemi(0) = & i;ﬂ log pas(AD]s'V); )

©
1 N g
+5 Z log ppyjs(A P,y s 9).
ieB
In this case the gradient in equation (3) becomes
9Lsemi 1 i i
00 - N Z EPYIA:A(i),S:s(i)qS()'(l)’ Y’s(l))

ieA )

N
s D PAD YD) - SR, B Y5O,
i€eB i=1
Appendix B provides the derivation of equation (5) and the exten-
sion to cases with soft labels. Let qy) (y) = PY|A=AD S=s(D) (yllm, s(0))
ifi € A and q;i)(y) =I(y = y(i)) if i € B. Equations (3) and (5)
can be unified and rewritten as
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Regularization. We can introduce regularization R(0) to the pa-
rameters 0 in the model, such as L1 and L2 regularizations, R;(0) =
[|0]]1 and R2(0) = ||0]|2. L1 regularization encourages the model to
learn sparse parameters 8. This is useful for structure learning and
potential function selection [7, 58]. When we don’t have enough
domain knowledge to determine a specific set of potential functions
¢ to model the relationship between markers and the target label,
we can adopt a set of potential functions that is general enough,
i.e., it might contain more dependencies than the true model, and
apply L1 regularization to prune noisy dependencies in the model.

With regularization, the algorithm will maximize L£(0) = L(0)-
aR () instead, where a > 0 is the coefficient for regularization
and the negative sign of R indicates that we want to minimize the
regularization term.

3.4 Potential Functions

To compute the gradient in equation (6), we need to specify the
set of potential function @¢(A,y,s) that describe the relationship
between markers and the target label for different data domains.
The formulation of Gibbs distribution provides the flexibility to
choose various forms of potential functions that are suitable for the
underlying problem.

Single-domain setting. We first discuss the case where all data
are from the same domain, before extending to multi-domain sce-
narios. In this case, the domain variable in potential functions can
be omitted, ¢(A, y,s) = §(4,y). Potential functions in this scenario
have been studied in previous research [43, 45]. For classification
problems, where the markers and target label are categorical vari-
ables, we adopt the following set of potential functions: 1) prior
for the latent variable and markers, ie., $P"(y) = I(y = c) and
#PH(Am) = I(Am = c), where ¢ is one of the possible categories;
2) accuracy of marker ¢2““(y, A,n) = I(y = A;p); and 3) the pair-
wise correlations of markers, ¢ (A, ;) = I(A = A;), where
1(-) represents the indicator function. When markers A and label
y take binary value (-1 and 1), we can also define $P"(y) = y,
PP (Am) = Am, % (Y, Am) = yAm, §° (Am, A1) = AmAy.

In addition to the form of potential functions, the structure of the
probabilistic graph, e.g., the set of marker pairs that are correlated,
also needs to be specified. In this work, we assume the structure
is given. In practice, this can be determined by domain knowledge
of the problem or estimated using various structure learning al-
gorithms [7, 37, 58]. Developing a method to automatically select
the appropriate form of potential functions as well as learning the
structure of the underlying probabilistic graphical model is beyond
the scope of this paper and would be investigated in future work.
Modeling multiple domains. When there are multiple data do-
mains, the potential functions also take domain s as input, §(A, y, s).

To reuse the previously developed potential functions for single-
domain scenarios, we define ¢r(4,y,s) = ¢r(A,y)x(s), where
¢r (A y,s) is the potential function taking domain into account,
¢ (A,y) is the potential function used by the single-domain model,
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and I (s) takes value in {0, 1}, which is used to select the potential
functions/markers that are applicable to domain s.

With this formulation, the data domain s is completely described
by the markers applicable to the domain. We map each domain
s € S to an M—dimensional binary vector (s) with each element
indicating if the corresponding marker is applicable to domain s,
ie,o(s) = [01(s),...,op(s)] € {0,1}M . A potential function is
applicable to domain s if all markers it depends on are applicable
to s. Therefore, we define I (s) = [1,ne pm, om(s), where M is the
set of markers that the k—th potential function depends on.
Handling missing values. Even if a marker is applicable to a
specific domain, it may not have a non-abstained value for every
sample from that domain. For example, the marker value of a sample
is not recorded. To handle potentially abstained markers, we set
the output of potential function ¢ = NA if any of the markers that
it depends on is NA. The NA values are ignored when computing
the average in line 10 in Algorithm 1.

3.5 Inference

After training the model, given a sample with observed markers A
and domain s, the predicted label that aggregates information from
various markers can be inferred by § = arg max ¢ y py|a s (ylA, s; 0),
i.e., the model acts as an ensemble classifier. In threat detection
with Y being binary, we are also interested in giving a rank to each
sample. For example, let Y be a latent variable indicating whether a
real attack exists and we want to evaluate the risk of the event based
on the weak labels. In particular, we can rank the samples by their
posterior py|a s(1|4,s; 6). 1f only the rank of sample is needed, we

could compute a score r(4, s; é) = éT(z/’)()., 1,s) — #(4,—1,s)) which
produces the same ranking as the posterior (Appendix C).

4 Experiments on Public Datasets

4.1 Experiment Setup

Public datasets. We use binary classification datasets from the
WRENCH benchmark [66] for evaluation. This benchmark pro-
vides both original data and markers generated by various methods
including keyword matching, regular expressions, heuristic rules,
pretrained models, etc. Table 1 summarizes the datasets and their
statistics. These datasets cover diverse domains and exhibit varying
characteristics in terms of class imbalance and marker availabil-
ity. They represent heterogeneous application scenarios in the real
world, which enable us to evaluate our method’s ability to handle
security-specific tasks and its generalizability across applications.
Simulation of multi-domain scenarios. The original datasets
do not specify domain information for each sample. We employ
two different ways to assign samples into |S| domains.

o Clustering: The marker occurrence patterns (i.e., whether a
marker exists or abstains) capture inherent data characteristics.
For example, some markers (e.g., suspicious SSL certificate config-
uration) are applicable only to specific protocols (HTTPS or Web
traffic), so data from other protocols (e.g., FTP, DNS, SSH) will
all abstain for this marker. We employ K-Modes clustering [28]
to group samples into |S| domains based on marker occurrence.
For each domain, we select the top v% markers with the highest
coverage (non-abstain rate) and mask the remaining markers
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Table 1: Dataset information after creating multi-domains
through random masking and clustering,.

‘ via Random Masking ‘ via Clustering

e <]

Z g . & . &

i S .2 SE £f|% §£E §E

] g =5 Q 58 o8 g8 o g

g E 2|25 2F 35|55 3§ :3:

3 O E|2E 948 ©a |2 ©48 9a
] k2| £ =08 B2 B5E|98 B2 §E
g 2 3|29 £8 £5|2S £¢8 £
a o £ 2|22 22 25|22 22 =&
YouTube [4] spam 0.52 10 4 0.069 0.18 3 0.12 0.49
Census [34] income 0.24 83 0 0.027 0.06 5 0.05  0.19
SMS [5] spam 0.13 73 25 0.003  0.01 0.01 0.47
IMDb [38] sentiment 050 5 2 0.049  0.07 2 0.23 0.69
Yelp [47] sentiment 0.50 8 3.6 0.094 0.21 3 0.16 0.50
Spouse [15] relation 001 9| 38 0.017 0.04 3 0.04 039
CDR [16] bio relation 0.36 33| 152 0.024 0.05 10 0.06 0.26
Commercial [22] image 029 4 1.8 0.197 046 2 049 088
Tennis Rally [22] image 040 6 | 22 0274 0.70 2 033 1.00
Basketball [26] image 0.11 4 1.8 0.292  0.62 1.8 0.49 1.00
Bank Marketing [40] sales success 0.12 20| 84  0.035 0.09 5.6 0.08  0.42
Bioresponse [24] bio response 0.54 20| 88  0.067 0.15 6 0.14 049
Mushroom [1] toxicity 049 20| 9.0 0.090 0.20 6 0.19 0.64
PhiUSIIL [42] phishing 056 15| 7.0 0.086  0.18 5 0.16 0.47
Spambase [27] spam 039 15| 6.4 0.058 0.14 5 0.14 0.43

to abstain value. This creates domain-specific but overlapping
marker sets.

e Random masking: We randomly assign samples to |S| domains,
select v% markers for each domain and mask the others as ab-
stained. To ensure each marker is assigned to at least one domain,
we first assign each marker to a primary domain. Then, for each
domain, we select additional markers until reaching the target
number of markers per domain. Finally, we randomly distribute
all samples across the domains and mask markers that are not
assigned to each sample’s domain with the abstain value.

We set |S| = 5 and v% = 30% in main experiments and examine
the impact of different domain sizes and marker percentage in
Section 4.4. As shown in Table 1, through clustering, the marker
coverage within domains is much higher than the marker cover-
age across domains, which indicates that the clustering effectively
groups samples with similar marker occurrence patterns. Through
random masking, the marker coverage is generally lower than that
through clustering, presenting more challenging tasks.

Baseline methods. We compare our approach against 7 established
methods from crowdsourcing and programmatic weak supervision:

e Majority Voting (MV): A simple method that predicts labels
based on the most frequent judgment among markers.

e Dawid-Skene (DS) [17]: A probabilistic model that assumes a
naive Bayes structure over markers, using EM to estimate labels
and the confusion matrix of each marker.

e Data Programming (DP) [43, 45]: A generative model that uses
a factor graph to estimate marker accuracies and correlations
by maximizing likelihood with Gibbs sampling, then aggregates
markers to infer labels via posterior inference.

e MeTaL [44]: A generative model that extends DP by capturing
dependencies among multiple related tasks and markers using a
Markov network. It estimates parameters via matrix completion.

e FlyingSquid (FS) [22]: A binary Ising model that represents
each marker with two variables for agreement and disagreement
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Table 2: Experiment results on public datasets with multi-domain scenarios via clustering (top) and random masking (bottom).
Experiments are conducted 5 times with a fixed set of seeds and results are averaged over 5 runs. MARKERFUSION achieves the
highest average accuracy, AUC, and the best mean ranking on both metrics.

| MV | DS | DP |  MeTal | FS | EBCC | IBCC | MarkerFusioN
\DataSEt | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC  AUC
YouTube 0.768 0.791 | 0.748 0.862 | 0.760 0.800 | 0.708 0.796 | 0.760 0.784 | 0.572 0.831 | 0.528 0.786 | 0.748  0.869
Census 0.791  0.700 | 0.424 0.672 | 0.773  0.753 | 0.706  0.737 | 0.774 0.797 | 0.764 0.795 | 0.764 0.770 | 0.805 0.844
SMS 0.630  0.511 | 0.838 0.506 | 0.630 0.513 | 0.616 0.514 | 0.500 0.507 | 0.844 0.514 | 0.866 0.519 | 0.844  0.521
IMDb 0.707  0.751 | 0.566 0.727 | 0.710 0.762 | 0.702  0.740 | 0.709 0.760 | 0.712 0.764 | 0.712 0.763 | 0.706  0.765
o Yelp 0.688 0.746 | 0.676  0.725 | 0.679 0.763 | 0.548 0.695 | 0.688 0.767 | 0.652 0.781 | 0.620 0.769 | 0.659  0.785
& | Spouse 0.524 0.767 | 0.184 0474 | 0.534 0.761 | 0.542 0.744 | 0.514 0.781 | 0.187 0.781 | 0.127 0.785 | 0.887  0.772
2 | cor 0692 0.794 | 0420 0726 | 0.642 0.619 | 0.639 0.628 | 0.699 0.780 | 0.688 0.712 | 0.676 0534 | 0.768  0.792
= | Commercial 0.873 0953 | 0.916 0.916 | 0.821 0.954 | 0.908 0.958 | 0.505 0.623 | 0.821 0.954 | 0.824 0.954 | 0.916  0.960
© | Tennis Rally 0.807 0.869 | 0.864 0.871 | 0.832 0.867 | 0.864 0.871 | 0.487 0.500 | 0.864 0.867 | 0.864 0.871 | 0.864  0.8367
Basketball 0.698  0.529 | 0.857 0.529 | 0.549 0.527 | 0.899 0.529 | 0.468 0.471 | 0.859 0.527 | 0.886 0.527 | 0.860  0.530
Bank Marketing | 0.728 0.814 | 0.848 0.805 | 0.826 0.825 | 0.809 0.827 | 0.685 0.780 | 0.895 0.834 | 0.889 0.833 | 0.817  0.842
Bioresponse 0.620  0.667 | 0.641 0.714 | 0.529 0.670 | 0.540 0.699 | 0.540 0.685 | 0.521 0.695 | 0.521 0.674 | 0.617  0.709
Mushroom 0.864 0.964 | 0.860 0.871 | 0.862 0.949 | 0.871 0.934 | 0.860 0.928 | 0.770  0.926 | 0.471 0.895 | 0.870  0.928
PhiUSIIL 0.767 0.837 | 0.779 0773 | 0.704 0.817 | 0.759 0786 | 0.748 0.824 | 0570 0803 | 0.570 0.693 | 0.794  0.846
Spambase 0.748 0.728 | 0.755 0.896 | 0.712 0.842 | 0.712 0.891 | 0.735 0.873 | 0.605 0.874 | 0.605 0.871 | 0.703  0.900
Average 0.727  0.761 | 0.692 0.738 | 0.704 0.762 | 0.721  0.756 | 0.645 0.724 | 0.688 0.777 | 0.662 0.750 | 0.791  0.795
Mean Rank 37 51 | 41 53 | 46 49 | 45 45 | 50 55 | 47 36 | 49 45 | 2.8 1.8
| MV | DS | DP |  MeTal | FS | EBCC | IBCC | MARKERFUSION
\Dataset | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC  AUC
YouTube 0.711 0.773 | 0.676  0.749 | 0.679 0.753 | 0.613 0.646 | 0.618 0.693 | 0.655 0.782 | 0.517 0.753 | 0.705  0.784
Census 0.777  0.703 | 0.570 0.720 | 0.773  0.756 | 0.670  0.692 | 0.773 0.759 | 0.764 0.779 | 0.764 0.738 | 0.791  0.806
SMS 0.584 0.515 | 0.851 0.509 | 0.584 0.516 | 0.570 0.503 | 0.495 0.499 | 0.855 0.515 | 0.866 0.517 | 0.855  0.516
o | IMDb 0.610  0.663 | 0507 0540 | 0.610 0.665 | 0.608 0.660 | 0.583 0.646 | 0.608 0.667 | 0.550 0.656 | 0.609  0.666
E Yelp 0.633  0.692 | 0.563 0.601 | 0.633 0.694 | 0.614 0.678 | 0.637 0.702 | 0.616 0.709 | 0.561 0.694 | 0.643  0.698
S | Spouse 0.496  0.646 | 0.586 0.624 | 0.496 0.648 | 0.493 0.599 | 0491 0.635 | 0.277 0.646 | 0.081 0.645 | 0.897  0.643
= | CDR 0.624 0.682 | 0.502 0.639 | 0.622 0.689 | 0.523  0.585 | 0.623 0.685 | 0.642 0.661 | 0.676 0.527 | 0.680  0.699
_§ Commercial 0.798 0.870 | 0.591 0.674 | 0.791 0.873 | 0.723  0.822 | 0.662 0.703 | 0.781 0.872 | 0.776  0.868 | 0.829  0.883
S | Tennis Rally 0.808 0.842 | 0.707 0.714 | 0.807 0.851 | 0.759 0.820 | 0.741 0.787 | 0.827 0.852 | 0.816 0.852 | 0.829 0.856
& | Basketball 0.643  0.515 | 0.643 0.503 | 0.632 0.511 | 0.649 0.506 | 0.468 0.500 | 0.746 0.513 | 0.788 0.519 | 0.782  0.513
Bank Marketing | 0.641  0.758 | 0.385 0732 | 0.659 0761 | 0.653 0.732 | 0.630 0.756 | 0.862 0770 | 0.578 0.706 | 0.813  0.772
Bioresponse 0.586 0.618 | 0.568 0.599 | 0.564 0.616 | 0.535 0.576 | 0.563 0.616 | 0.520 0.606 | 0.521 0.575 | 0.604  0.646
Mushroom 0.811 0.894 | 0.797 0.855 | 0.810 0.890 | 0.766 ~ 0.859 | 0.811 0.889 | 0.660 0.873 | 0.494 0.786 | 0.807  0.897
PhiUSIIL 0.721  0.776 | 0.681 0.685 | 0.721 0.784 | 0.632 0.709 | 0.712 0.773 | 0.587 0.753 | 0.514 0.665 | 0.731  0.780
Spambase 0702 0726 | 0.643 0709 | 0.707 0741 | 0.687 0.735 | 0.692 0.723 | 0.609 0.773 | 0.605 0.705 | 0.690  0.761
Average 0.676  0.711 | 0.618 0.657 | 0.672 0.717 | 0.633  0.675 | 0.633 0.691 | 0.667 0.718 | 0.607 0.680 | 0.751  0.728
Mean Rank 2.8 3.9 6.0 6.9 3.7 29 5.8 6.5 5.3 5.4 4.7 29 5.7 5.5 1.8 1.9

with true label. It estimates parameters using the Triplet Method,
and infers labels through posterior inference.

e IBCC [33, 49]: A Bayesian generative model that builds on DS
by placing priors over each marker’s confusion matrix, assuming
conditional independence given the label. It uses Bayesian infer-
ence to jointly estimate label posteriors and marker reliabilities.

e EBCC [36]: An extension of IBCC that captures marker correla-
tion by partitioning a class into latent subtypes to share reliability
patterns across markers.

Hyperparameter configuration. The learning rate 5 is set to
0.001. The number of iterations T is 500 and the number of sam-
ples in Gibbs sampling L is 10%. L1 regularization is applied to the
potential function ¢°* (A, A7) and its coefficient « is 0.01.

Evaluation metrics. Due to data imbalance, we adopt two standard
classification metrics, Area Under the Curve (AUC) and accuracy,

to evaluate performance. AUC provides a threshold-independent
measure of classification performance, while accuracy offers an
intuitive measure of overall correctness.

4.2 Experiment Results

Table 2 presents the experiment results. MARKERFUSION achieves
the highest average accuracy and AUC, with the best mean rank-
ing on both metrics. Specifically, it improves upon the second-best
methods by 11.1% in accuracy and 1.4% in AUC with domains cre-
ated by random masking, and by 8.8% in accuracy and 2.3% in AUC
with clustering-based domains. Random masking-based multiple
domains present more challenging tasks compared to clustering-
based multi-domains, with all methods showing overall lower accu-
racies and AUC. This is expected, as clustering-based approaches
account for the inherent marker occurrence patterns and yield



Multi-Domain Marker Aggregation for Threat Detection in Cloud Environments

B MarkerFusion w/o reg w/o P (N,,)
w/o domain sampling w/o ¢P(y) B w0 ¢ (A, N)
0.9 0.9

H[

A

0.8+ 0.87
&} I ‘l’ ]
Q 0.7 I Q 0.7

0.6 0.6

0.5 0.5+

(a) Random Masking (b) Clustering

Figure 2: Ablation studies of key components. Scores are
averaged across datasets with 95% confidence interval.
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Figure 3: Accuracies w.r.t. percentage of assigned markers.

higher marker coverage rates after simulation. For completeness,
we present the results for single-domain scenarios in Table 7 (Ap-
pendix D). MARKERFUSION maintains its superior performance.

We note that it is a common phenomenon in established bench-
marks [36, 66] that no single method can consistently outperform
all others on every individual dataset, as different datasets underlie
distinct distributions of data and latent variables. The compared
methods, being unsupervised, make specific distributional assump-
tions that may align better with some datasets than others, leading
to performance variations.

4.3 Ablation Study

To analyze the contribution of each component in our method, we
conduct ablation experiments with five variants of MARKERFUSION:
(1) without domain sampling (denoted as w/o domain sampling),
(2) without L1 regularization (denoted as w/o reg), (3) without the
potential function for latent variable prior (denoted as w/o ¢" (1)),
(4) without the potential function for marker prior (denoted as
w/o ¢P" (M), and (5) without the potential function for marker
correlation (denoted as w/o ¢ (A, Ap)).

Figure 2 demonstrates that removing any component leads to
performance degradation. This validates the effectiveness of our
design choices. The removal of potential functions results in par-
ticularly significant accuracy drops. Besides the essential potential
function ¢ (A, y) that models marker accuracy, the learned priors
for both the latent variable and markers show noticeable impact.
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Figure 4: Accuracies w.r.t. number of domains.

4.4 Sensitivity Analyses

Percentage of assigned markers. We examine the effect of vary-
ing the percentage of markers per domain from {10%, 30%, 50%,
100%} while keeping the number of domains fixed at 5. Figure 3
shows the average accuracies across datasets. MARKERFUSION al-
ways performs the best among all compared methods under dif-
ferent configurations. As expected, increasing the percentage of
assigned markers per domain enhances prediction performance
due to more comprehensive judgments from diverse sources. The
AUC results in Figure 6 (Appendix D) show a consistent trend.
Number of domains. We change the number of domains from {1,
3, 5, 10} while maintaining the percentage of markers per domain at
30%. Figure 4 shows the average accuracies across datasets. MARK-
ERFUSION achieves the best performance under all configurations.
For random masking, performance decreases with more domains
since each domain contains fewer samples. For clustering-based do-
mains, there is no clear trend due to the mixed effects of increasing
domains: (1) more fine-grained clusters yield higher intra-domain
marker coherence, potentially improving domain-specific model-
ing; (2) smaller sample size per domain and reduced correlated
markers across domains limit cross-domain knowledge sharing.
The AUC results in Figure 7 (Appendix D) show similar patterns.

4.5 Performance with Semi-Supervision

We evaluate MARKERFUsION under different levels of supervision
by varying the ratio of labeled samples from 0% (fully unsupervised)
to 100% (fully supervised). We exclude the Spouse dataset from this
analysis as it does not provide training labels. Figure 5 presents the
accuracy across different supervision levels. Giving more labeled
samples during training leads to improved accuracy and reduced
variance (tighter 95% confidence intervals). The performance gains
are moderate, suggesting that MARKERFUSION can achieve robust
performance even with little or no supervision.

5 Deployment and Impact
5.1 Deployment

MAaRKERFUSION has been successfully deployed at global scale as a
new detection capability of Amazon GuardDuty since December
2024. The deployment architecture consists of two primary compo-
nents: a training pipeline and an inference pipeline, both designed
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Table 4: AUC scores on collected production data.
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Figure 5: MARKERFuUsION with different ratios of labels.

Table 3: Summary of production datasets in four regions (AP:
Asia Pacific, EU: Europe, US: United States).

Region Collection Period # Train  # Test
AP Jul. 11 - Aug. 12,2025 2,338,092 240,557
EU Jun. 30 - Aug. 1, 2025 1,722,882 191,082

US West ~ Jun. 28 - Jul. 30, 2025 3,664,544 437,600

US East  Apr. 10 - May 12, 2025 1,268,358 80,904

for scalability, reliability, and continuous operation in cloud envi-
ronments. The training pipeline leverages Amazon SageMaker to
orchestrate model training and validation jobs. We implemented
the data processing and model inference components as stream-
ing applications using Apache Spark, deployed on Amazon Elastic
MapReduce (EMR) clusters. This architecture enables near real-
time threat detection while efficiently handling heterogeneous and
high-volume data in the cloud environment. The system processes
billions of alerts monthly from various AWS data sources and gen-
erates accurate attack findings that detect complex multi-stage
attacks, which is a new extended capability of the detection system.

5.2 Performance on Production Data

Data collection. We assess model performance using data col-
lected from four regions across continental zones, Asia Pacific (AP),
Europe (EU), United States West and East. The statistics of the four
datasets are listed in Table 3. The dataset consists of 4 domains.
Each dataset spans approximately one month of collection with
chronological training and testing splits to preserve temporal order.
Evaluation metrics. To evaluate whether the model aligns with
insights from security experts, we utilize high-confidence attack
patterns defined by internal security researchers as labels. Although
these predefined patterns may introduce some noise into the evalua-
tion process, they provide a scalable and reliable proxy for assessing
model performance. Using these patterns as labels, we measure the
AUC of pattern detection rates across two distinct datasets: external
accounts experiencing real-world conditions, and internal accounts
specifically configured for penetration testing that contain known
attack behaviors. This allows us to assess the model’s effectiveness
in both production environments and controlled attack scenarios.
Experiment results. Table 4 presents the experiment results on
our production data. MARKERFUSION outperforms all compared

Region |Scope |MV DS DP MeTal FS  EBCC IBCC MARKERFUSION
Internal | 0.895 0.503 0.908 0.504 0.874 0.610 0.901 0.917
All 0990 0.925 0.981 0.953 0.091 0988 0.128 0.998
Internal | 0.895 0502 0.890 0.504 0.865 0.719 0.847 0.901
EU All 0.972 0.868 0.954 0.893 0.207 0.982 0.105 0.985
Internal | 0.919 0541 0.933 0.541 0.817 0.759 0.806 0.935
US East All 0.987 0.944 0.979 0.958 0.070 0.975 0.150 0.997
Internal | 0.859 0.996 0.723 0.997 0.858 0.722 0.858 0.997
US West All 0.745 0.775 0.757 0.776 0.666 0.666 0.706 0.922

Table 5: Attack pattern hit rate of MARKERFuUsION with dif-
ferent number of labels in two data domains (US East).

Domain | 0 20 60 100 200

A 0.788 0.788 0.804 0.804 0.946
B 0.998 0.998 0.998 0.998 0.998

methods across the four regions. It shows superior AUC on inter-
nal accounts and all accounts. Notably, MARKERFUSION maintains
robust performance across regions, while some baselines (e.g., FS,
IBCC) show significant degradation in certain regions. The results
above are purely unsupervised. Table 5 shows semi-supervised
performance with MARKERFUSION on two different data domains
with the most data samples in the US East region, which provides
sufficient labeled samples for training and evaluation. Domain A
shows significant improvement from 0.788 to 0.946 with 200 la-
beled samples, demonstrating the effectiveness of incorporating
supervision. Domain B maintains consistently high performance
at 0.998, indicating that the unsupervised version already captures
the underlying threat patterns effectively for this domain.

6 Conclusions

We present a novel probabilistic framework for aggregating pre-
dictions from multiple threat detectors across different cloud data
domains. By conceptualizing individual detectors as markers with
varying domain applicability, our approach effectively combines
knowledge across different contexts. The framework naturally han-
dles both unsupervised and semi-supervised settings through a
principled Gibbs distribution model, allowing domain experts to
contribute partial labels when available. Extensive experiments
on multiple public datasets demonstrate that our method signifi-
cantly outperforms established approaches in both multi-domain
and single-domain scenarios. The framework’s effectiveness is fur-
ther validated through successful deployment at global scale as part
of Amazon GuardDuty, where it processes billions of alerts monthly
and identifies high-confidence attacks that would otherwise remain
hidden. Our results demonstrate substantial improvements in de-
tection accuracy for multi-stage attacks in cloud environments.
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Symbols and Definitions

Table 6 lists the notations used in this paper. We use bold letters
for vectors, plain for scalars, capital letters for random variables,
and lower-case for realizations.

Junshen Xu, Jiayun Zhang, & Yi Fan

Symbol ‘ Definition
Y ground truth variable
y value of the ground truth
S data domain variable
s value of data domain

A =[A1,...,Ap] | vector of markers
A=[A,...,Apm] | observation of marker vector
M number of markers
N number of samples
0=10;...,0k] | parameter vector
¢ =[¢1,....dx] | vector of potential functions
K number of parameters/potential functions
Px distribution of random variable X

Table 6: Symbols and definitions

B Derivation of Gradient
B.1 Unlabeled Data

To derive the gradient in equation (3), we consider the gradient for
a sample i without label.
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We complete the proof by taking average over all samples in the
dataset.

B.2 Data with Hard Label

The gradient in equation (5) consists of two parts, unlabeled data
from A and labeled data from 8. The gradient of unlabeled data
is the same as equation (3). For the gradient of labeled data, we
consider the gradient for a sample i with hard label y(i).
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B.3 Data with Soft Label

In the cases where we only have access to the ground truth label of Y
with some uncertainty (referred to as soft label), we further modify
the objective function in Equation 5 to incorporate the uncertainty.

Let qy) (y) be the soft label for sample i, where qg) (y) 20VyelY
(Y is the alphabet of Y) and 2yey qg/i) (y) = 1. In the case of soft
label, the second term in equation (5) can be generalized to the

cross entropy between the soft label q;i) (-) and pA,y(A(i), +0),1ie.,

1 . .
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We can see equation (4) as a special case of equation (7) by setting
qg) =I(y = y(i)). The gradient of Lz‘gﬁi with respect to 6 can be
computed by
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To derive the gradient in equation (8), we consider the gradient
(i)

for a sample i with soft label g,
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where g(t) = log(¢/(1 —t)). Since g(t) is monotonically increasing
when ¢t € (0, 1), ranking by score r(4, s; 0) is equivalent to ranking
by posterior py |z s(1[4,5;0).

D Additional Experiment Results
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Figure 6: AUC scores w.r.t. percentage of assigned markers.

Figure 6 and Figure 7 show the AUC scores under different config-
urations for the number of domains and the percentage of assigned
markers per domain. The results conform with the analyses we
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Table 7: Experiment results on public datasets with single-domain scenarios

| MV | DS | DP |  MeTal | FS | EBCC | IBCC | MarkerFusion

Dataset | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC AUC | ACC  AUC
YouTube 0.840 0.905 | 0.848 0.892 | 0.776  0.884 | 0.544 0.668 | 0.788 0.866 | 0.528 0.836 | 0.528 0.766 | 0.816  0.927
Census 0.799 0.734 | 0.480 0.692 | 0.776 0.775 | 0.696 0.737 | 0.779 0.822 | 0.764 0.835 | 0.764 0.793 | 0.814 0.863
SMS 0.632  0.521 | 0.836 0.500 | 0.630 0.520 | 0.612 0.508 | 0.500 0.507 | 0.844 0.524 | 0.864 0.519 | 0.844 0.519
IMDb 0.710  0.752 | 0.712 0.764 | 0.710 0.763 | 0.704 0.736 | 0.703 0.758 | 0.714 0.765 | 0.548 0.763 | 0.709  0.766
Yelp 0.702  0.766 | 0.715 0.794 | 0.694 0.780 | 0.553 0.720 | 0.715 0.807 | 0.653 0.804 | 0.634 0.791 | 0.715  0.800
Spouse 0.521 0.767 | 0.187 0.281 | 0.529 0.763 | 0.521 0.752 | 0.518 0.779 | 0.186 0.775 | 0.081 0.786 | 0.884  0.754
CDR 0.694 0.787 | 0.396 0.665 | 0.644 0.611 | 0.641 0.640 | 0.708 0.778 | 0.682 0.690 | 0.676 0.539 | 0.643  0.798
Commercial 0.902 0.963 | 0.892 0.968 | 0.821 0.968 | 0.906 0.966 | 0.869 0.966 | 0.821 0.967 | 0.824 0.967 | 0.925 0.974
Tennis Rally 0.862 0.882 | 0.857 0.876 | 0.881 0.884 | 0.859 0.886 | 0.853 0.885 | 0.875 0.884 | 0.874 0.884 | 0.861 0.885
Basketball 0.698 0.529 | 0.857 0.529 | 0.549 0.527 | 0.899 0.529 | 0.468 0.500 | 0.859 0.527 | 0.886 0.527 | 0.860  0.530
Bank Marketing | 0.723  0.820 | 0.770 0.838 | 0.807 0.843 | 0.808 0.828 | 0.674 0.815 | 0.889 0.832 | 0.889 0.825 | 0.823 0.840
Bioresponse 0.617 0.673 | 0.668 0.696 | 0.519 0.663 | 0.535 0.692 | 0.551 0.685 | 0.521 0.683 | 0.521 0.670 | 0.630  0.701
Mushroom 0.870 0.965 | 0.862 0.873 | 0.865 0.946 | 0.871 0.927 | 0.881 0.936 | 0.738 0.901 | 0.471 0.872 | 0.871 0.932
PhiUSIIL 0.772 0.861 | 0.732 0.741 | 0.709 0.773 | 0.680 0.699 | 0.769 0.845 | 0.570 0.821 | 0.570 0.683 | 0.779  0.835
Spambase 0.774 0.751 | 0.768 0.911 | 0.712 0.854 | 0.705 0.879 | 0.740 0.852 | 0.605 0.892 | 0.605 0.871 | 0.720 0.894
Average 0.741 0.778 | 0.705 0.735 | 0.708 0.770 | 0.702 0.744 | 0.701 0.787 | 0.683 0.782 | 0.649 0.750 | 0.793  0.801

Mean Rank 34 4.9 4.4 4.7 4.9 4.5 5.1 5.6 4.7 4.5 4.8 3.7 5.3 5.5 2.7 2.3

MV DP FS —— IBCC the accuracies—the AUC scores increase as the percentage of as-

bs MeTal EBCC  —= MarkerFusion signed markers per domain grows, while increasing the number

0.8 0.8 *\A/*‘*—* of domains leads to slightly degraded performance with random
masking-based multi-domains due to reduced sample sizes. This

o bl consistent pattern reinforces our previous findings.

2 071 2071 Table 7 presents results for single-domain scenarios. While per-
formance gaps between methods are smaller than in multi-domain

o6 06 scenarios, MARKERFUSION still achieves the highest average accu-

: : : — : : : : : racy and AUC among all compared methods.

Number of Domains

(b) Clustering

Number of Domains

(a) Random Masking

Figure 7: AUC scores w.r.t. number of domains.

presented earlier in Section 4.4. It shows the same tendency as

E Efficiency in Training and Inference

We evaluate the computational efficiency of MARKERFUSION in
terms of both training time and inference latency. Training the
MARKERFUsION model on the dataset described in Section 5.2 re-
quires approximately 17 minutes using an instance equipped with
96 vCPUs. At inference time, the model processes each event in 5.3
ms per core, enabling real-time detection in streaming applications.
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